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Hierarchical Time-Released Proxy Re-Encryption
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Rzt y Ml o&B Rz @ UERE AT 2 HETH
%, UL Ui OERIEAHERICZEHO L —F A —FIC
RKDBZENEL, TOHEKTRY AT LIZERBAMD
WhroTULES Z eI,

AWF7ElE, BESLOBICESRAZEETE, 2HO1—Y
WU ST — 2 2% EFTE 5, HEEREARIETRER~
VF F ¥ X M5 A hierarchical Time-Released Proxy
Re-Encryption(hTR-PRE) O3 % HIE T,
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T He 7R N BEBERE 5 /5 A & U T Timed-Release Proxy Re-
Encryption(TR-PRE)[5] %%, UL, ZOHAXIE—>
D Proxy (2R SALLIEA LR T 22 WS HEB D 2,
% Z CTARMZE TlE multi-hop &\ 5 MHEH % ## D Proxy Re-
Encryption(PRE) % fA\%, multi-hopPRE &%, FiES
LD Z EEIT5 Z &N TES PRE TH B, HlAIK
A—FAMTONSXEI—F BT, ThE S 51T
DA—Y CHTIZAETLHILNTES, IO multi-hop
PRE % FH\\"T Proxy Z FEEMNICEET S22 &iI2kb, &
] 2 ELD Proxy 1208 U ME DR %2 B89,
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2. BEERAM

2.1 ID-based Encryption

ID-based Encryption(IBE) & & ID (252D < 5 /4 [3]
DZLThHhbd, ZIZTID &I Identity F 721 Identifica-
tion ZHX D, AANZRET 2 Z & D A RERIE R Z EIR T 5,
HIZIEKA, email 7 KLV A, EFFOBF L VW-725 D&
ID EULTHEHD ZLWHRETH 5, IBE IFFEX, ZEEHD
ID ., HENTRA—RDAHEHNTZEENDR SR
KB IEMMTELDT, KRBTSO X 5 I AFHBEEREE
U RIEBEL U\, DF D ABHBEERGE > X NG
252 BEEMED D 012 ID OEENZFHT 5 5T
» %, IBE I (Setup,Extract,Enc,Dec) D4 DD 7))L TV X
LTHE T LB,

— Setup : Setup(1¥) — (msk, params)
YFa)FaN8TA=K1F 2 AL L, YAZ—F
TP BT A= R DT (msk, params) % 7]
3 5.

— Extract : Extract(msk, ID,params) — dip
N AR — msk, ID & BT A —& params & A
HEe U, IDIZHIRU-E5# dip 207 5,

— Encryption : Enc(m,ID,params) — C
X m e M, ID &M@/ T A — X params & AT
U, BEX CaMNT 5, 2720 M IFEXZERT
b5,

— Decryption : Dec(C,d;p) — C
W5 C @S58 dip 2 A1 L, EXm, BULL
FTI—v VR L EHIT 5,
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2.2 Proxy Re-Encryption

Proxy Re-Encryption(PRE) & I3 AKDIE 5 X DZ(F4E
AN, ZITW-7EEX 2 FETE 55 3K TH S Proxy
IZEE U, Proxy %(5H A BEE L 722 — Y5 TORG S
XIZEHTEHBEE RO S AR TH L, £7UTOX
S B 2R,

e single-hop/multi-hop : FIE 54k U 72 W45 3C % BTl
DA—VFOMEHRTHE TS L5 XICHES{bTE
%1% multi-hop, FIGS5{b%E U725 X% BHIZH
535 Z &M TELRW SR single-hop W05,

e bidirectinal /unidirectinal : T—4% A & 2 —4% B fHlD
S EHEE AT ASTOES X Cy 21—
Y B TOESX Cp ITAMTE, £/ -V B
TOMEX Oy % 21—Y A FLTORE X Cy ITEHT
& 57 A% bidirectinal, £H 5N UMNTERWAXE
unidirectinal &9,

multi-hop bidirectinal PRE (& (KeyGen,ReKeyGen,Enc,Re

Enc,Dec) D 5 2D 7N TY) XA THEK S NG,

— KeyGeneration : KeyGen(1¥) — (pk, sk)
YF )T NRT A=K 1F 2 AJT 2 UABHSE pk. B
B sk 2T 5,

— ReEncryptionKeyGeneration :
ReKeyGen(ska, skp) — rkap
2 DDOMEGE ska,skp # AJ1E U, HIGSLHE rkap
295,

— Encryption : Enc(pk,m)— C
AW pk, Ayt —YmEANEUEEXC &2
$5,

— ReEncryption : ReEnc(rkap,Ca) — Cp
G EAb#E rkap. 2=V ASEDIEE X Oy 2 AT1 2
La—% BSOS Cp 217 5,

— Decryption : Dec(sk,C) —m
MAEBE sk, WE5 X C 2 ANE L, AvE—Ym %zt
T2, HBHVE L 2HI1T 5,

2.3 HEMRE Diffie-Hellman (DBDH) {RE
DBDH {j/& & 13 DBDH MM L W& WS ETH
5, 2R p BABEULEOR G Gr (2_T ) v I
HelGxG — Gr) WEHINhTWDE LT L, ZOK
gEGIZBWVWT < g,9% 4% 9% T > DB Gz LN &
T=elg,9)" HLLIRT BTV XLTHB, LHETS
M %, HE AR Diffie-Hellman(DBDH) [ &\ 5,
DBDH R#EHM# ) % Algorithm B D ERINER AdvB 13X
D &SIk B, AdvB = |Pr[B(g, g% ¢°, 9% e(g,9)?) = 1]
— PrB(g,9% g", ¢¢, R) = 1]|. AdvB %* negligible TH % &
& DBDH KEN B D LD &\ 5, AWiZETld DBDH [
% 285 L 7z Modified DBDH(mDBDH) fi#E% 5, H
RINIZ X e(g, 9)? L LTW e 2T 5%, elg,9)?/c & F
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%, mDBDH [ ¥ DBDH FIEX %< % 3 [1].
3. R’EAR

3.1 EH
hTR-PRE IX (Setup,KeyGen, TS-Release,ReKeyGen,Enc,
ReEnc,Dec) ® 7 DD 7L IV AL THEK I NS,

— Setup
Setup(1%) — (params, tspriv)
XV T4 NTA=R1F B2 AL UARINT A—&
params & XA LY — NOMERE tsp, 2T 5,
— KeyGeneration
KeyGen(1¥) — (pk, sk)
LX) T ANTA—K 1F 2 AT UAKIRE pk. B
B sk 219 5,
— TimeServer-Release
TS-Release(params, tspriv, T) — (ST)
params, tspris BRI T 2 A2 U, ZI$E Sy &
e s,
— ReEncryptionKeyGeneration
ReKeyGen(params, ska, skp) — (rkap)
params, 2 D DMEE ska, sk AT U, HES
b8t rksp 2T 5,
— Encryption
Enc(params, pk,m,T) — C
NFHSEE pk. A v —Y m. BFREZ T 2 A0 & UG
FXC 21T 5,
— ReEncryption
ReEnc(params,rkap,Ca) — Cp
params, R SLHE rkag. T —Y A SEORES X Cy
EANE LAY BREOKEXCg 2 hT5, &
LWEL 21T 5,
— Decryption
Dec(params, sk, pk,C,St) = m
params, MVEHE sk, NEAHE pk. BEESC O, I S
EANTEL, Ave—Ym E2H T2, HEHVIEL
N5,

3.2 REMER
3.2.1 %{i

ANEM % BIREIZ T 2 72 DI AR 7 L 2 M1,
2777 (V,E) % X%, Uncorrupted key generation %
F 7 IAD 2 T T2 pk 125~ “uncorrupted” % ff
I3 %, Corrupted key generation A J 7 )V ADZ LY TH
72 pk 127~V “corrupted” ZfIF B, F v L v U AR
pk* 127 RV “target” AT B, KIS T (V,E)
EERT D,

o V ={pka,pkp,pkc,..}, ECV xV
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o V : NEADEL
o TV (pka,pkp) € E & “a—% A, 2—¥ B HT
TG BALBE rkap DR A”

UEDES7%7 57 DHT target % &EEkER ) % “target
J' ) — 7 (Target)”. corrupted % & &AL ks> % “Cor-
rupted 2 )b — 7 (Corrupted)”. A4 % “Uncorrupted
Z—7 (Uncorrupted)” &R, F7z, Target & Uncor-
rupted I TIET Y VDRSS NDELEDNDH DB T DHAHE
FER 3 RTH Target £ 725, HIZIX, pka €Target &
pkp €Uncorupted [ CHEIES/LHEE rkap DER I N5
& pkp 2EL N — T Target &5, WS C
% 1 [\PAEFEE b2 T WEZBESXC & “C<C” D
X oizEL,
3.2.2 Malicious TimeServer Security

hTR-PRE /33X I'(Setup,KeyGen, TS-Release, ReKeyGen,
Enc,ReEnc,Dec) (239 % Malicious TimeServer Security
EEHET D, ZHARB T VTV XL THIEEH AL
TimeServer DIMEHZ AR L TH O, BE CH L AT
DEDBRT—=L%FTI,
AZWEATDOAZ INANDT 7 A%FHT,
Uncorrupted key generatio
AR TV T 5L (pk,sk) +KeyGen(1%) 2EfFL A2 pk
%R,
Corrupted key generation
AN TV T 5L (pk,sk) «—KeyGen(1F) 2T L A IZ
(pk, sk) #iRT,
Re-Encryption key generation
(phaphp) X5 2L ADANE L. &5 2 LI
G5 L8t rkap < ReKeyGen(ska,skp) % K3, 7272
U “pka €Uncorrupted 2 pkp €Corrupted” F 7z 1%
“pka €Corrupted 72 pkp € Uncorrupted” DIFE L %
92,
Challenge
COFFZINANDZIZVIF1IRHOAFIND,
(pk*, T*,ms,m3) AT INV~DANET D, pk* #F ¥
Ly Vkey &35, AT770Eb+ {0,1} 2T ¥ X LTIk
ELF ¥ LY VRS C* «+Enc(pk*,m;, T*) %i&T,
Re-Encryption
(pka,pkp,Ca) AT 7 NA~DAITE L, 21— BSOS
53X Cp +ReEnc(ReKeyGen(ska, skg),Ca) 2K, 7272
U. pka €Target, pkp €Corrupted, Cy < C* 53T RThK
DAL ogESe L 2RT,
Decryption
(pk, T,C) A FZ I N~NDANTBEL, Ave—Y
m = Dec(sk,pk,C,St) &7, 7272L C = C* £7z1%
C=C*DEEIFL2EIT 5,
Decision
pkx €Corrupted DHFEIX L, TITHRVWERSIEAIXY %
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FTRUHNT 5,

HELV b BPEFELITNE AR L5, A DBSFIHESR
ERDESIZERT B, Advr 4(1F)=2Prjb=V]—1
E# 1: hTR-PRE AR T 1239 2D L EHARER 7 )L
TV AL A OBEFIRER Advr 4(1%) 7 negligible T® 5
' 1% Malicious TimeServer Security %723 &£\ 5,

3.2.3 Malicious User Security

hTR-PRE 3 T 1Z26)9 % Malicious User Security % &
#9795, ZHEARE 7V T XL THEIHEE AIZTART
DA—FOMER, AHEEZHSZENTE, Bl CH
EUTRDES T —L%475,
Keygeneration
ANRT TG 25 LHERT (pk, sk) < KeyGen(1%) & A IZE
ED
TS-Rslease
TEFTINNDATE L, AT 7 IVIZRLHE S« TS-
Rslease(params, tspriv, T) %iRS, 7272L T =T* D&
E L&Y,
Challenge
ZOFTINAND 7TV IF1HOAFIND,
(pk*, T*,my,m3}) AT INV~DANET D, pk* 2 F ¥
Ly Pkey &35, AT 7N b« {0,1} 2T ¥V X LIk
ELUT v L IS C* «+Enc(pk*, T*,m}) ZiKd, 7z
72U A T* 53 TS-Rslease TZ TV SNTWAIEELE K
ER
Decryption
(pk, T,C) A FZ 7 N~NDANTBEL, AviE—U
m = Dec(sk,C,Sp) 2iRd, 7272L C = C* £7=1%
C < C* DgHEIFLEH T 5,
Decision

ARY 2FBULHENT 5,

HSLY 2 bBFELITNE AR LD, ADPSHIER
ERDEDIZEHT D, Advr 4(1%) =2Prb=1b] -1
EE 2 : hTR-PRE AR [ IZH T BEED L EARER 7L
TV AL A OBFIRER Advr _4(1%) 7 negligible Td 2
I' I Malicious User Security %7z 3 &\ 5,

3.3 JOoban
AHICIFRESRNOFMEZ T,

— Setup
tFaVFAaNRNTA—XIFEANET S, G,Gr
PREBLAEp O, e : @G x G — Gr &L,
9592593, h1,ha, hy € Gis < Zy 23RNGB, TSy, =
G5, tSpriv = s E U Ny Y aBlEEITD & 5 15ER
5,
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Ny va H:{0,1} - G
Ny Y a8 H 1% pairwise independent 7% univer-
sal one-way hash function family [4][6] Z 5%,
re{0, 1} yeGPExoNLE Hx) =y
72T H #8hREL ADT 27T XLHWELE
35,

Ny YA F: Z, = G, =Ly v 2B
FliZF(y)=g5-95 £9 %, (92,93 € G)

Ny Yol H {01} — Z,

Ny a8 Hy  {0,1} — Z, params =
(9,92, 93, h,hi,ho,hs, H, F, Hy, Hy, T'Spyp) % REH/S
TRA=RET B,

— KeyGeneration
¥FaVTANTA=RIFEADEL, z€Z, %7
VRELER, pk=g%,sk=2 255,

— Re-EncryptionKeyGeneration
sk; = wi,sk; = x; AN E UHEESCHE rk; =
211:] mod p = ;—J modp &35,

— TS-Release
BIRIEZI T & R A LY — NOMERE Ly = s & AT
EU Ty, rTo, rTs « Z7 % T ¥ X LITER, BRI
XY 28 S # LR O@E D F1HH 9 5,

St = ((rTy, (hrry), (rT2, (hez, ), (rT3, (hrery )
het, = (- g7 ) CZHD), (n € {1,2,3))
— Encryption
pk LAyt —YmeGr. BRI T 2 AJ123 5,
7V R4 LEZD KeyGeneration 7V T XL &
D Gen(1%) — (svk,ssk) %135, O = svk £ T 5,
BB, € Z, BN UREFIRT 2,
Cy =pk™, C3 =m-e(g, H(svk))™ - e(g, h1)"™)
Cy = F(svk)™ = (g5°% - g3)™, C5 = h™
Co = (g7 - Tsp), C7 = e(g,9)"
Cs = (e(e(g, ha) - e(g, h3))")"
B = Hy(C3,Cs,Cr)
(C3,C04,C5,C6,C7,Co) ITH LTI VXA LEH
® Signature 7L IV X L% FELT,
o < Sig(ssk, (Cs, Ca, Cs, Cs, Cr, Cy))
C = (Cy,Cs,Cs,C4,Cs, Cs, Cy, Cs, o) % M5
93,

— Re-Encryption

W45 X C; & HIESAL#E rk; 2 AJJE ULROEIRZ

T,
cy =l
CheckPRE(Cj,pk;) = 1 & 6 X ¢ =

(C1,C4,Cs,Ca, Cs,Cs, Cr, Csy0) & L T Hi Sy,

X5 TRWgEEIE L 21,

— Decryption

N

AN

L — giﬂﬂ"l
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Mo B sk, N pk, B X C 2 AL T B,
CheckPRE(C, pk) = 1 7 CheckIBE(C, pk) — 1 7
SIZLA TR Z25ET 2, 5 TRhRITNZLEH T 5,
6(067 hTTl) : C;Tl = €(g, hl)Tz
m = Cs/{e(Cy, H(C1))/** - e(g, )"} % i1,

J R THW CheckPRE 7L IY X A8 & O ChecklBE 7

VTN XLIZDWTEL,

CheckPRE 7V IV XL ZLAFD LS IZEHET D, AT

53 C = (C1,Ca,C3,Cy,Cs,Cs, Cr, Cg, o) & ARIHE pk

THd,

(1) Ver(Cy, (Cy,Cs3,Cy,Cs,C,Cr,C3),0) 22, ol
(C5,C4,C5,C6,C7,Ce) IZHTHEHTH Y Oy IFR
AEETH B,

(2) e(Cy, F(Ch)) = e(pk,Cy),e(Ca, h) = e(pk, Cs) DD
NEDER D

(3)12DELS5P—HTHED IRIFhE0, 25 Th
E 1 2l

ChecklBE 7V TV XL EZLLTFD XS IZEHET D, AN

53 C = (C1,Ca,C3,Cy,Cs,Cs, Cr, Cg, 0) & ARIHE pk

THd,

(1) Cs = e(Co, (hy - g~ T2)=imy, CET T3 A 375
B 2RO mWESIR0 2T 5,

2% L 72 hTR-PRE IX, C.H.PRE[7] & G.IBE[1] Z#lA&

DELTATTIZEIWTHR L, C = svk,Cy

pk™,Cy = F(svk)™ = (g5'F - g3)™,C5 = h™ DEHE

¥ CHPRE ® Enc 7 VIV XA EBETHD, Cs =

(7™ - Tspub)=,Cr = e(g,9)"?,Cs = (e(e(g, ha2) -

e(g,h3))?)? OFEEIX GIBE @ Enc 7L 3 X 4 & [FAIBE

THhd, C3 = m-elg, H(svk))™ - e(g,h1)™2) IZEWT

m - e(g, H(svk)) OFZDOAIZFEEHT 2L, CHPRE ©

EAXDEZED TR, £72m-e(g, h)™ OEFFITH

H9 % & GIBE OIS XDERD—HRIZL 5,

3.4 REMEA

AREITIHRE L L2 MERICHD E hTR-PRE D% 4
MEDFEIHZ 1T 5,
3.4.1 Malicious User Secrity

Malicious User Secrity = i 2 WE¥H A # H W T
GentryIBE L2 %22 7V TV XL B E2HERT 5,

EI 1 : IND-ID-CCA %427 GentryIBE % F\THERL L
7= hTR-PRE I Malicious User Secrity % 7273,

AR

PRk =E CH 1% g,hl,hg,hg e Gy = 7 ‘/&A&:ETR-@_E)O
s Zy &7 VR LITERU. tsprive = 8, TSpup = 9° &
35, (g9,h1,h2,h3, TSpub, H,Hs) 2> I 2L —& BIZ
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*E5,

Setup

B & go,93h € G % T VX LITERT S,

F U V& ALEH D KeyGeneration 7 I

I ) A L Gen(1¥) —  (ssk*,svk*) & £ 1T L

(9,92,93, h, h1, ho, ha, e, H, F, Hy, Hy, T Spub, svk*) %

AlTiES,

KeyGen

AMITVTBE Bl « Zpk 7Yy XLITERL

(pk, sk) = (¢%,x) &2 A TR,

TS-Release

Al TS-Release 7 TV & UCIRAI T % Bz 5, Bl

IND-ID-CCA 7= 2281} % Extract 7TV & LTT %

ZTOFEFECHITHED, XN T 2ESH BEHE) dr 2T

A5, Bix TS-Release 7 TV DEEEL LT Sy =dr %

BiZikd,

Challenge

ARZ2O0FEX, B, FEOAHEDO £ v b

(mo,m1,pk*, T*) % BIZik5%, Bldr <« Z,%7 VXA

FEIRU m{ = mo-e(g, H(svk*)),m] = mq-e(g, H(svk*))™

ZEHRT 5, XIZ B I1E IND-ID-CCA 7 — L1281 5

Challenge & U T CH IZ (my,m},T*) & 5, CH I

b {0,1} LELE ry « Z, ZBIRUM T ZEET 5,

Cs =mj,-e(g, )", Cf = (g7 D) - TSpyy)™,
Cs = elg,g)", CF = (elg, hz) - g, hs)P )"

CH B S X ¢ = (C5C:C:C5) % IND-ID-

CCADFy Ly YHSXEULTBILX(S., B

CY = svk*,C5 = pk™,C; = F(svk*),C: =

hi.o = Sig(ssk*,(C5,CLL O CE CELC)) %

B4 %5, B ¥ Challenge ® K& & L T C* =

(C3,C3, 04,04, C2,C2,C2,C2 0%) & AN B,

Decryption

A 1 Decryption 7 =Y & UTAB#E., 53X, K

(pk,C,T) % B 2% 5.

Cs =my - e(g, )2, Cs = (g7 - TSpuy)™,

Cr =e(g,9)", Cs = (e(g, h2) - e(g, h3)®)"

o = Sig(ssk*, (C3,C5,C%,C5,C%,C%)) VT RXTHD LD

Bt C« C*moTLletihd s, T35 TRWER B

UTNOWHZETTS,

(1) CheckPRE(pk,C) = 0 % 7z1% CheckIBE(pk,C) =0 @
GO S XFIEL S ERINTWEWDT L 2iRY,

(2) e(Co.hr1) - O3 = e(g. )™, Of = xS %
Y5,

(3) B & IND-ID-CCA 7 — L1281 % Decryption 7 TV
Y UTC* = (C),Co,Cr, Cs) % CHIZIED | HHHEE
mEZDEE AILED,

Decition

AWRY 2 PRLUENT S, BIZY 2%IFH0H. b=V &
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SIF1 &, 5 TRIINIX0 2T 5,

AW O = (0,035,085 C08CECE Cho*)
CheckPRE(pk,C) = 1, ChecklBE(pk,C) = 1 % TR
T3 (pk',C") 27 ) LT E 724G, B & Decryption
AT IN%EYIalb— b NTBRILERAARTHS, Lo
U, 22X IND-ID-CCA DZEVEEHE>TWEZ 2Tk
5, FOMOY I al— a3 viZOWTIRERT 3HIZA
WOT, A DBFITERD 1/2 125t U TEMIEZ DS
X, B DREIIERS 1/2 126 U THERMEZ D,

3.4.2 Malicious TimeServer Security

7E 7% U 7z Malicious TimeServer Security % fiff 5 B 53
A % H\WT mDBDH Mz 5 7V I) XL B Zhgkd
5,

EH 2: mDBDH K% ® F T hTR-PRE & Malicious
TimeServer Security % {729,

SIEER

B ~®D A& mDBDH ® A1 (g,9% 4% 9% Q) &7 b, B
DI=NEQ = e(g,9)™ BEO VDNV Yy VT BT
ETHD, TIVITV XL BIERD &S ITHEELT 5,
Setup
Blavvya24LrBHoBERTVIY XA
Gen(1%) — (ssk*, svk*) ZFEITT 5, KIZ w,a1,a2 € Z,
BT VRLTERU b = g, go = g™, g3 = g~ @150k . goo2
BB TS, s « Z, BT VELITERL, X1 L
Y= NOWMERL NEEE tspriv = $TSpw = ¢°
LT 5, Blix H(svkx) = ¢g* &b KD%Y
VaB H RS, VAT LNT A —-XE
(ps by hay B3, tSprivs T'Spubs 952 5 93, G, Gy e, Hy, Ho, H, F)
L35,

Uncorrupted key generation

BlidE# e Z, O pk =g L AITHIT 5,
Corrupted key generation

Bi3E# e Z, 2380 pk =g¢", sk =2 & U AITHNT
5,

Re-Encryption key generation

pki,pk; & ANJ1 &3 %, pk;,pk; €Uncorrupted % 7z 1%
pki, pk; €Corrupted D& rk;; = :—: ELUTAICHETT
%, TOTIRWEGE L 2T 25,

Challenge

Al A 7 2 vz (pk*,me,mi) % % 5 T 3
(pk* €Uncorrupted), B1&T > X LIZ b+ {0,1} % #R
UM R 23T 3, CF = sok*,Cy = (¢)7 = pk!/*,Cs =
Q- my - e(g,h),Cf = () = (g5°% - g3)"°,C5 =
(¢") = neC; (7M@) . TSpy)2,Cr =
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e(9:9)%,C5 = (elg,ha) - elg,ha))2,0" =
Sig(ssk*, (Cs, Ca, Cs, Cs,Cr, Cs)) F ¥ L ¥ VB B X
C* = (C},C3,C5,C1, C2,C, O3, C 0%) % AIZHR B,
Decryption

(pk,C,T) % AH1 &3 5. CheckPRE(C,pk) — 0 % 72 1%
CheckIBE(C,pk) = 0 DG EE S XIFXEL S EHINT
BNWDTBIEL2HNTS, RIZC < C*THoN
MRET 5, Cp = svk*,C3 = Q- my - e(g,h1)™?,Cy =
(g")2,C5 = (¢"),0 = o* ZHERLTRTHED IDHA.
ClEC* zHESELTREONLZED, C<CF IR
O LEHNTE, TOELLTERVWEEA, BIXRO &

DIRFREZ LAY =Y m 2T 5,

_ _Cy _
t= co2/®> A=

1 _ Cs
c ay(C1—svk)? m= e(t*,H(C1))e(g,h1)"2
EULSERI NG XL Cy = pk™,Cy = F(C)™ & 74

D, AUEHE r 2HVTWS,

F(Cy)"™ 95 1 gat (g21)"1C1 (g—1svktean)Tt
b= pkriez/z = pku o - (gcz)m = =
E3 3
gr(x](cl—s1)k)+602 _ grlal(cl—svk)

J7ieeE
EoTCL=svk* ThWEE =g 1T 5,

Re-Encryption

(pki,pkj, C;) % A1 & F 3. CheckPRE(C,pk) = 0 %

72 1% ChecklBE(C,pk) = 0 OB &, 5 X C; IZ1E

LAEKEInTwhRvwoT L2 T2, £72.

i €Target 7* 2 j €Corrupt *2 C <« C* D% b O =

svkx,Cs = Q-my-e(g,h1)™2,Cy = (¢°)*2,C5 = (g°)¥,0 =

Sig(ssk*, (Cs, Ca, Cs, Cs, Cr, Cs))” D& E | %36F, %

STRVWEHHIFUTD X S IZHET 5,

(1) “(i,4) Corrupted”
721X %  EUncorrupted #» 2 j cTarget” F 7z
X “j €Uncorrupted #* 2 i €Target” @ 5 & .
C; = ReEnc(z;/x;,C;) 2 $ 5,

(2)i €eCorrupted »* 2 j €Uncorrupted @ % & B I
ColY = g o= pkl = Cy BEEL. G =
(C1,C4,Cs,Cy,C5,Cs, Cr, Cs, 0) & HiH13 %,

(3)i €Uncorrupted 722 j €Corrupted ® 4. t* =
g &Y g% = pki = Cj ZEFRE L C =
(C1,C4,Cs,Cy, C5,Cs, Cr, Cs, 0) 2 Hi13 %,

Decision

A ZFHUENT S, BIZy 22000, b=0b 76

1%, 25 CRiInEo 2t 5,

€Uncorrupted, Target,

AMNCL = svk* LRBEFX 2T )TEHE0D 5,
F ¥ LY VIEE C* 272, CheckPRE(C,pk) = 1,
CheckIBE(C,pk) = 1. Ci — sok*,C 4 C* ®&T
EWmMZIES X% 7)) 35 &, Decryption. Re-
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Encryption £ 7 Z V¥ I ab— a YAILRHRETH 5,
LA LZE0D &> RIS (Cy,Cu, Cs, Cs, Cr, Cs, 0) #
(C5,C1,C2,C,C2,C8,0%) o TWBEDT Y RA L
BHEWONTWS Z LTk D, B mDBDH OfE%
AT - 7272 51 mDBDH ME 2 HORAALLEF ¥ L v
VBEHX C DR mpy ZA Y=V & LRSS
C' = Enc(pk*,m},T*) DA ESERIT—HT B, &oT
ADY =b % IEfRS 2HE%RIE, mDBDH ORMEZ MDA A
EHEH. my EHVTCGEF OIS 2T -HE6BF L
{75, B» mDBDH OM#E% Z FH > TR WHE I
G S XDEHR Cy 13 b &ML LT Gr BIZ—HRIZHHT 2
DT my DHRIF—YEATOERY, KoTADPY =b%
EfRd 2T 1/2 £ 705, PlEX Y mDBDH RED T
T hTR-PRE % Malicious TimeServer Security % jii 729,

4. FEH

hTR-PRE Ok %z~ U R BRI 217 - 72, A5
TIXREE L 72 hTR-PRE /A RUZx U Malicious TimeServer
Security & Malicious User Security @ 2 D D% % & %
U, 22 DFEA %17 5 72, Malicious TimeServer Security
D4 M mDBDH K5E &\ 5 R EICE D RE IR
% L. Malicious User Security D% &M% G.IBE[3] D%
M IND-ID-CCA 12/ T %, 2% L7 Tld GIBE
& CH.PRE[7] Z H\WTHRZHMK L 722 GIBE B4t o
IBE2fWAZ L THMKT A ZEWARETHEEEZ S
N3, UL2U GIBE & C.HPRE |38 U T DBDH K&
2EEEOHRILE LTWEDOT, ZeomTIRRETH
L5LHEZD,
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