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1.

hierarchical Time-Released Proxy

Re-Encryption(hTR-PRE)

Timed-Release Proxy Re-

Encryption(TR-PRE)[5]

Proxy

multi-hop Proxy Re-

Encryption(PRE) multi-hopPRE

PRE

A B

C multi-hop

PRE Proxy

Proxy
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2.

2.1 ID-based Encryption

ID-based Encryption(IBE) ID [3]

ID Identity Identifica-

tion

email

ID IBE

ID

ID

IBE (Setup,Extract,Enc,Dec)

Setup Setup(1k) → (msk, params)

1k

(msk, params)

Extract Extract(msk, ID, params) → dID

msk, ID params

ID dID

Encryption Enc(m, ID, params) → C

m ∈ M ID params

C M

Decryption Dec(C, dID) → C

C dID m

⊥
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2.2 Proxy Re-Encryption

Proxy Re-Encryption(PRE)

A 3 Proxy

Proxy A

• single-hop/multi-hop

multi-hop

single-hop

• bidirectinal/unidirectinal A B

A CA

B CB B

C ′
B A C ′

A

bidirectinal

unidirectinal

multi-hop bidirectinal PRE (KeyGen,ReKeyGen,Enc,Re

Enc,Dec) 5

KeyGeneration KeyGen(1k) → (pk, sk)

1k pk

sk

ReEncryptionKeyGeneration

ReKeyGen(skA, skB) → rkAB

2 skA, skB rkAB

Encryption Enc(pk,m) → C

pk m C

ReEncryption ReEnc(rkAB , CA) → CB

rkAB A CA

B CB

Decryption Dec(sk, C) → m

sk C m

⊥

2.3 Diffie-Hellman DBDH

DBDH DBDH

p G,GT

e(G × G → GT )

g ∈ G < g, ga, gb, gc, T >

T = e(g, g)abc T

Diffie-Hellman(DBDH)

DBDH Algorithm B AdvB
AdvB = |Pr[B(g, ga, gb, gc, e(g, g)abc) = 1]

−Pr[B(g, ga, gb, gc, R) = 1]|. AdvB negligible

DBDH DBDH

Modified DBDH(mDBDH)

e(g, g)abc e(g, g)ab/c

mDBDH DBDH [1]

3.

3.1

hTR-PRE (Setup,KeyGen,TS-Release,ReKeyGen,Enc,

ReEnc,Dec) 7

Setup

Setup(1k) → (params, tspriv)

1k

params tspriv

KeyGeneration

KeyGen(1k) → (pk, sk)

1k pk

sk

TimeServer-Release

TS-Release(params, tspriv, T ) → (ST )

params, tspriv T ST

ReEncryptionKeyGeneration

ReKeyGen(params, skA, skB) → (rkAB)

params 2 skA, skB

rkAB

Encryption

Enc(params, pk,m, T ) → C

pk m T

C

ReEncryption

ReEnc(params, rkAB , CA) → CB

params rkAB A CA

B CB

Decryption

Dec(params, sk, pk, C, ST ) → m

params sk pk C ST

m

3.2

3.2.1

(V,E) Uncorrupted key generation

pk uncorrupted

Corrupted key generation

pk corrupted

pk∗ target (V,E)

• V = {pkA, pkB , pkC , ...}, E ⊆ V × V
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• V

• (pkA, pkB) ∈ E ⇔ A B

rkAB

target target

(Target) corrupted Cor-

rupted (Corrupted) Uncorrupted

(Uncorrupted) Target Uncor-

rupted

Target pkA ∈Target
pkB ∈Uncorupted rkAB

pkB Target C

1 C C⇐C

3.2.2 Malicious TimeServer Security

hTR-PRE Γ(Setup,KeyGen,TS-Release,ReKeyGen,

Enc,ReEnc,Dec) Malicious TimeServer Security

A
TimeServer CH

A
Uncorrupted key generatio

A (pk, sk) ←KeyGen(1k) A pk

Corrupted key generation

A (pk, sk) ←KeyGen(1k) A
(pk, sk)

Re-Encryption key generation

(pkA, pkB)

rkAB ←ReKeyGen(skA, skB)

pkA ∈Uncorrupted pkB ∈Corrupted
pkA ∈Corrupted pkB ∈ Uncorrupted ⊥

Challenge

1

(pk∗, T ∗,m∗
0,m

∗
1) pk∗

key b ← {0, 1}
C∗ ←Enc(pk∗,m∗

b , T
∗)

Re-Encryption

(pkA, pkB , CA) B

CB ←ReEnc(ReKeyGen(skA, skB), CA)

pkA ∈Target, pkB ∈Corrupted, CA ⇐ C∗

⊥
Decryption

(pk, T, C)

m = Dec(sk, pk, C, ST ) C = C∗

C ⇐ C∗

Decision

pk∗ ∈Corrupted ⊥ A b′

b′ b A A
AdvΓ,A(1k) = 2Pr[b = b′]− 1

1 hTR-PRE Γ

A AdvΓ,A(1k) negligible

Γ Malicious TimeServer Security

3.2.3 Malicious User Security

hTR-PRE Γ Malicious User Security

A
CH

Keygeneration

A (pk, sk) ←KeyGen(1k) A

TS-Rslease

T ST ←TS-

Rslease(params, tspriv, T ) T = T ∗

⊥
Challenge

1

(pk∗, T ∗,m∗
0,m

∗
1) pk∗

key b ← {0, 1}
C∗ ←Enc(pk∗, T ∗,m∗

b)

T ∗ TS-Rslease

Decryption

(pk, T, C)

m = Dec(sk, C, ST ) C = C∗

C ⇐ C∗

Decision

A b′

b′ b A A
AdvΓ,A(1k) = 2Pr[b = b′]− 1

2 hTR-PRE Γ

A AdvΓ,A(1k) negligible

Γ Malicious User Security

3.3

Setup

1k G,GT

p e : G × G → GT

g, g2, g3, h1, h2, h3 ∈ G s ← Z∗
p TSpub =

gs, tspriv = s
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H {0, 1}l → G

H pairwise independent univer-

sal one-way hash function family [4][6]

x ∈ {0, 1}l y ∈ G H(x) = y

H

F Zp → G

F F (y) = gy2 · g3 (g2, g3 ∈ G)

H1 : {0, 1}m → Zp

H2 : {0, 1}∗ → Zp params =

(g, g2, g3, h, h1, h2, h3, H, F,H1, H2, TSpub)

KeyGeneration

1k x ∈ Zp

pk = gx, sk = x

Re-EncryptionKeyGeneration

ski = xi, skj = xj rkij =
ski

skj
mod p = xi

xj
mod p

TS-Release

T tspriv = s

rT1, rT2, rT3 ← Z∗
p

ST

ST = ((rT1, (hrT1
), (rT2, (hrT2

), (rT3, (hrT3
))

hrTn = (hn · g−rTn)
1

(s−H(T )) ), (n ∈ {1, 2, 3})
Encryption

pk m ∈ GT T

KeyGeneration

Gen(1k) → (svk, ssk) C1 = svk

r1, r2 ∈ Zp

C2 = pkr1 , C3 = m · e(g,H(svk))r1 · e(g, h1)
r2)

C4 = F (svk)r1 = (gsvk2 · g3)r1 , C5 = hr1

C6 = (g−H1(T ) · Tspub)r2 , C7 = e(g, g)r2

C8 = (e(e(g, h2) · e(g, h3))
β)r2

β = H2(C3, C6, C7)

(C3, C4, C5, C6, C7, C8)

Signature

σ ← Sig(ssk, (C3, C4, C5, C6, C7, C8))

C = (C1, C2, C3, C4, C5, C6, C7, C8, σ)

Re-Encryption

Cj rkij

C ′
2 = C

rkij

2 = gxir1

CheckPRE(Cj , pkj) = 1 Ci =

(C1, C
′
2, C3, C4, C5, C6, C7, C8, σ)

⊥
Decryption

sk pk C

CheckPRE(C, pk) = 1 CheckIBE(C, pk) = 1

e(C6, hrT1
) · CrT1

7 = e(g, h1)
r2

m = C3/{e(C2, H(C1))
1/sk · e(g, h1)

r2}

CheckPRE CheckIBE

CheckPRE

C = (C1, C2, C3, C4, C5, C6, C7, C8, σ) pk

( 1 ) Ver(C1, (C2, C3, C4, C5, C6, C7, C8), σ) σ

(C3, C4, C5, C6, C7, C8) C1

( 2 ) e(C2, F (C1)) = e(pk, C4), e(C2, h) = e(pk, C5)

( 3 ) 1,2 0

1

CheckIBE

C = (C1, C2, C3, C4, C5, C6, C7, C8, σ) pk

( 1 ) C8 = e(C6, (h2 · g−rT2)
1

s−H1(T ) , CrT2+rT3
7 )

hTR-PRE C.H.PRE[7] G.IBE[1]

C1 = svk, C2 =

pkr1 , C4 = F (svk)r1 = (gsvk2 · g3)r1 , C5 = hr1

C.H.PRE Enc C6 =

(g−H1(T ) · Tspub)r2 , C7 = e(g, g)r2 , C8 = (e(e(g, h2) ·
e(g, h3))

β)r2 G.IBE Enc

C3 = m · e(g,H(svk))r1 · e(g, h1)
r2)

m · e(g,H(svk))r1 C.H.PRE

m · e(g, h1)
r2

G.IBE

3.4

hTR-PRE

3.4.1 Malicious User Secrity

Malicious User Secrity A
GentryIBE B

1 IND-ID-CCA GentryIBE

hTR-PRE Malicious User Secrity

CH g, h1, h2, h3 ∈ G1

s ← Z∗
p tsprive = s, TSpub = gs

(g, h1, h2, h3, TSpub,H1, H2) B
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Setup

B g2, g3, h ∈ G

KeyGeneration

Gen(1k) → (ssk∗, svk∗)

(g, g2, g3, h, h1, h2, h3, e,H, F,H1, H2, TSpub, svk
∗)

A
KeyGen

A B x ← Zp

(pk, sk) = (gx, x) A
TS-Release

A TS-Release T B B
IND-ID-CCA Extract T

CH , dT

B TS-Release ST = dT

B
Challenge

A
(m0,m1, pk

∗, T ∗) B B r1 ← Zp

m′
0 = m0 ·e(g,H(svk∗)),m′

1 = m1 ·e(g,H(svk∗))r1

B IND-ID-CCA

Challenge CH (m′
0,m

′
1, T

∗) CH
b ← {0, 1} r2 ← Zp

C∗
3 = m′

b · e(g, h1)
r2, C∗

6 = (g−H1(T ) · TSPub)
r2 ,

C∗
7 = e(g, g)r2 , C∗

8 = (e(g, h2) · e(g, h3)
β)r2

CH C = (C∗
3 , C

∗
6 , C

∗
7 , C

∗
8 ) IND-ID-

CCA B B
C∗

1 = svk∗, C∗
2 = pkr1 , C∗

4 = F (svk∗)r1 , C∗
5 =

hr1 , σ = Sig(ssk∗, (C∗
3 , C

∗
4 , C

∗
5 , C

∗
6 , C

∗
7 , C

∗
8 ))

B Challenge C∗ =

(C∗
1 , C

∗
2 , C

∗
3 , C

∗
4 , C

∗
5 , C

∗
6 , C

∗
7 , C

∗
8 , σ

∗) A
Decryption

A Decryption

(pk, C, T ) B
C3 = m′

b · e(g, h1)
r2, C6 = (g−H1(T ) · TSPub)

r2 ,

C7 = e(g, g)r2 , C8 = (e(g, h2) · e(g, h3)
β)r2

σ = Sig(ssk∗, (C∗
3 , C

∗
4 , C

∗
5 , C

∗
6 , C

∗
7 , C

∗
8 ))

C ⇐ C∗ B

( 1 ) CheckPRE(pk, C) = 0 CheckIBE(pk, C) = 0

⊥
( 2 ) e(C6, hT1) · CrT1

7 = e(g, h1)
r2 , C ′

1 = C3

e(g,h1)r2

( 3 ) B IND-ID-CCA Decryption

C∗ = (C ′
1, C6, C7, C8) CH

m A
Decition

A b′ B b′ b = b′

1 0

A C ′ = (C∗
1 , C

∗
2 , C

∗
3 , C

∗
4 , C

∗
5 , C

′
6, C

′
7, C

′
8, σ

∗) ,

CheckPRE(pk, C) = 1, CheckIBE(pk, C) = 1

(pk′, C ′) B Decryption

IND-ID-CCA

A 1/2

B 1/2

3.4.2 Malicious TimeServer Security

Malicious TimeServer Security

A mDBDH B

2 mDBDH hTR-PRE Malicious

TimeServer Security

B mDBDH (g, ga, gb, gc, Q) B
Q = e(g, g)ab/c

B
Setup

B
Gen(1k) → (ssk∗, svk∗) ω, α1, α2 ∈ Zp

h = gcω, g2 = gα1 , g3 = g−α1svk
∗ ·gcα2

s ← Zp

tspriv = s, TSpub = gs

B H(svk∗) = ga

H

(p, h, h2, h3, tspriv, TSpub, g,2 , g3, G,GT , e,H1, H2, H, F )

Uncorrupted key generation

B x ∈ Zp pk = gcx A
Corrupted key generation

B x ∈ Zp pk = gx, sk = x A

Re-Encryption key generation

pki, pkj pki, pkj ∈Uncorrupted

pki, pkj ∈Corrupted rkij =
xj

xi
A

⊥
Challenge

A (pk∗,m0,m1)

(pk∗ ∈Uncorrupted) B b ← {0, 1}
C∗

1 = svk∗, C∗
2 = (gb)xi = pk

b/c
i , C∗

3 =

Q · mb · e(g, h1)
r2 , C∗

4 = (gb)α2 = (gsvk∗2 · g3)b/c, C∗
5 =

(gb)ω = hb/c, C∗
6 = (g−H1(T ) · TSPub)

r2 , C∗
7 =
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e(g, g)r2 , C∗
8 = (e(g, h2) · e(g, h3)

β)r2 , σ∗ =

Sig(ssk∗, (C3, C4, C5, C6, C7, C8))

C∗ = (C∗
1 , C

∗
2 , C

∗
3 , C

∗
4 , C

∗
5 , C

∗
6 , C

∗
7 , C

∗
8 , σ

∗) A
Decryption

(pk, C, T ) CheckPRE(C, pk) = 0

CheckIBE(C, pk) = 0

B ⊥ C ⇐ C∗

C1 = svk∗, C3 = Q · mb · e(g, h1)
r2 , C4 =

(gb)α2 , C5 = (gb)ω, σ = σ∗

C C∗ C ⇐ C∗

⊥ B
m

t = C4

C
α2/x
2

, λ = 1
α1(C1−svk) , m = C3

e(tλ,H(C1))e(g,h1)r2

C2 = pkr1 , C4 = F (C1)
r1

r1

t = F (C1)
r1

pkr1α2/x =
g
r1C1
2 g

r1
3

pk
r1α2

x
= (gα1 )r1C1 (g−α1svk+cα2)r1

(gcx)
r1α2

x
=

grα1(C1−svk)+cα2

gr1cα2
= gr1α1(C1−svk)

C1 = svk∗ tλ = gr

Re-Encryption

(pki, pkj , Ci) CheckPRE(C, pk) = 0

CheckIBE(C, pk) = 0 Ci

⊥
i ∈Target j ∈Corrupt C ⇐ C∗ C1 =

svk∗, C3 = Q ·mb ·e(g, h1)
r2 , C4 = (gb)α2 , C5 = (gb)ω, σ =

Sig(ssk∗, (C3, C4, C5, C6, C7, C8))” ⊥

( 1 ) (i, j) ∈Uncorrupted, Target, Corrupted

i ∈Uncorrupted j ∈Target
j ∈Uncorrupted i ∈Target

Cj = ReEnc(xj/xi, Ci)

( 2 ) i ∈Corrupted j ∈Uncorrupted B

C
xj/ω
5 = gcrxj = pkrj = C ′

2 Cj =

(C1, C
′
2, C3, C4, C5, C6, C7, C8, σ)

( 3 ) i ∈Uncorrupted j ∈Corrupted tλ =

gr grxj = pkrj = C ′
2 Cj =

(C1, C
′
2, C3, C4, C5, C6, C7, C8, σ)

Decision

A b′ B b′ b = b′

1 0

A C1 = svk∗

C∗ CheckPRE(C, pk) = 1,

CheckIBE(C, pk) = 1 C1 = svk∗, C 
⇐ C∗

Decryption Re-

Encryption

(C3, C4, C5, C6, C7, C8, σ) 
=
(C∗

3 , C
∗
4 , C

∗
5 , C

∗
6 , C

∗
7 , C

∗
8 , σ

∗)

B mDBDH

mDBDH

C∗ mb

C ′ = Enc(pk∗,m∗
b , T

∗)

A b′ = b mDBDH

mb

B mDBDH

C3 b GT

mb A b′ = b

1/2 mDBDH

hTR-PRE Malicious TimeServer Security

4.

hTR-PRE
hTR-PRE Malicious TimeServer

Security Malicious User Security
Malicious TimeServer Security

mDBDH
Malicious User Security G.IBE[3]

IND-ID-CCA G.IBE
C.H.PRE[7] G.IBE

IBE
G.IBE C.H.PRE DBDH
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