Vol. 48 No. 9

ooooooooo

Javal OO O OOOOODO Cozilet 0 Java Web Start
O0000000o0ooo0o0ogd

O 0O ot o o o ot

RIAO Rich Internet Application000000 WebOOOOOOOOOOOOOOODODOOO
0oooo0oo0o0o00o0O0000O000000D00O000O00000000DO0O00D00O00O0
RIADO 10000 JavaOOOOODOOO0OOO0ODOO0OO0OO0DOOO0DDOOOOO JavaODODOO
0000000000000 000000000000000000000000000D 0 Cozilet
0ooooooo00O0O000O00000b00000000000DO000O00DO0O0DO0O0000
Jo0o00O00000000000 JavaPlug-in 0000000000 OCOOOOOOOOOOOO
goo0oo0ooo0oOo0o0o0o0ooOooooOooOoU0Oo0oO0oOOoOOooOOoDOoooooOooo
00000000000 0000000 JavaOOOO RIAOODO Java Web Start 0000000
0000000000000 oO00o0000O00000D00000O0000O00O0o00D0O000
0oooo0ooOooOo0oOo0ooO0O0O0O0OO0OO00O0O0O0OO0OO0OODOOODOODO
0o0oo0ooOooo0oOo0ooO0o0oO0bO0Ob0O0OO0DOboOO0oOO

Support of Java Web Start and Unsigned Programs
in Cozilet: A Protection Tool for Java Applets

HisasHI KoJiMAt and NOBUYUKI KANAYAt

Client-side technologies of Web applications, called RIA (Rich Internet Application), are
widely used, but an attacker may abuse trusted RIA components. In the past, we showed that
a Java applet which is a kind of RIA was vulnerable to an attack which we called a malicious
recomposition attack. It is difficult for developers to prevent this attack only through their
careful design and programming. Therefore, we developed a prevention tool called Cozilet.
The tool prevents recomposition of applet components by encapsulating them, and is easily
applicable to applets because it is transparent not only to applets, but also to Java Plug-in
implementations. However, the tool was applicable only to signed applets. The attacks af-
fect not only signed applets, but also Java Web Start which is Java based RIA like applets
and unsigned trusted Java programs which are granted permissions by access control lists
called policy files. We showed that these programs were also vulnerable to the attacks, and
remedied them by improving the tool. In this paper, we describe details of the attacks and
countermeasures.
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// BRENI= 771 IILERL
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