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Abstract: According to the rapid spread of smart devices, their usage pattern is becoming diversified. For
instance, some companies are allowing employees to use their personal smart devices at work. Such usage
style is called BYOD (Bring Your Own Device). The situation in which smart devices are used changes
dynamically so that the functions of smart devices should be controlled depending on the situation. In par-
ticular, because of the mobility, multi-functionality and the low awareness of security issues among users, the
usage of applications and contents should be controlled flexibly and autonomously depending on its situa-
tion. In this paper, we propose a platform to control the functions of smart devices according to its situation.
We introduce an ID-based encryption mechanism to realize the platform. Functionality can be controlled
flexibly according to the usage situation, by decrypting the encrypted configuration file or contents according
to decryption key conditions. The policy located in the control server in the company site can be applied
automatically, for example, preventing an employee’s privately owned smart device application from being
launched on company premises, or only allowing corporate applications to be launched on premises. We
mention the implementation of the platform and evaluate the performance at smart devices and the servers.
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Fig. 1 Conceptual diagram of authentication and

authorization.
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the point of view of authentication and authorization.
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Fig. 3 System configuration diagram.
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Fig. 4 Image of interface for the system administrator.
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Fig. 5 Command for encrypting files with Identity-based

encryption.
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Fig. 6 Relationship among client application, cooperative

application and Android OS structure.
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Fig. 7 An example of the image of home application for

Situation-Sensitive function control system.
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F 1 3 HMEICBU AL OREIER R

Table 1 Measurements of processing time on three devices.

GALAXY Tab GALAXY S GALAXY S I SHED
SC-01C SC-02B SC-06D 3@

158 261(1.94) 256(1.94) 3.29(2.10)  2.82(1.99)
2EH 3.31(2.83) 2.70(1.98)  3.59(2.32)  3.20(2.38)
3EE 241(1.88)  2.58(1.89) 3.24(2.20)  2.74(1.99)
SEIDFHME  2.77(2.22)  2.61(1.94)  3.38(2.21)  2.92(2.12)

= 2 HGWE ORGSR LT
Table 2 Measurements of processing time of decrypting files

with Identity-based encryption and its analysis.

2HDONERRE | IDAN—XESO | 2ECHTBZIDA—R
(#2) WIPESRY () | ESQEDIS (%)

165 2.61 1.94 74.5
2[EH 3.31 2.83 85.6
3E8 2.41 1.88 78.3
F9E 2.77 2.22 79.4
(%) 10.44 10.01 95.9
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Fig. 8 Measurements of ‘id’ value of the CPU.
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INIZBT BRI D & ¥ AT 5 DFEAFHE DWW TEHi L
7o. KEIIBWCE, 77V 75— ayofifiRarrr
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J oy MZDOWT, Y AT AIZBU 0 ERER IR - B
DEBYE, A=) T 1 OBEPOERET L. B,
o7z a >y 7y ORERHEOEE % e L TEET
%, F7, FECHT 235y o ERNE 4TS )
FEELTUE, ID RX—ABF S 2 FIH LoARRE H L, Bl
ZHiR 2 5352 SN D SSID DIEHRICHESE, arF vy
BRI = NAPEESENTCh VI y T Uy % 5
X (P, Pxary 7>y i) #"E26Nhb. £2T,
RECTHEARREFNE LT 7 vy FREH L A5
TREMEDD.

6.1 AT VEREBY-—NIIHITINIEETR
RIEHFREELarysryyREary s oy S8 —
INIZBT PR EAT OB S I L 7245 R AR 3 1R
. 4B, £3I1IBWTL, FBEEAST TR L7286 %
HMEL TV,
WERDPSEEINS SSID KB L2 PXnary sy %
AT HMH L ID N— AR 72 L Y afbahi-ar T
YV RERET AMIICE LTI, 3Ty EBRY -2
B 2B O S R Z OWEEAMTIZ DOV TEFIE BV,
L2L, FxarrryFRogs, mEikarsryo
WEET CICHEN R 2 b 720, KB —EYRIIB
LR EEMEST L E, [1. v 5 v 2 R RE 72 Ui
KThorrl ® [2. ZOWKOEN (2L 21, A&
BThry, MEEETHLH) oL, Eoarsry
RRMTTRED ] 2 HEICHERR T AL ESH L. OF, T
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