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Abstract Detecting specific patterns in traffic based on pre-defined signatures is a common
technique to identify the contents of malware communication. However, it is difficult to apply
this technique to encrypted or obfuscated traffic. In this paper, we propose a technique to
identify the contents of sent or received data from in-host behaviors related to these data. We
evaluated our technique with a remote administrative tool and MWS2013 dataset. Using our
technique, it becomes possible to automatically detect malicious communication.
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ZaiRE LI, EOBEEND bISEIT R

277,

6 B

Z I CIHRERTEOR|REFEIZ OV TR S,
AR FIETIE, APLIC L AR b0 fE s
DEESAVALFRIZEY Ui, LRI FERER %

*URL 2 N A S S -
download.microsoft.com/download/C/C/0/CC0BD555-
33DD-411E-936B-73AC6F95AE11/TE8-WindowsXP-
x86-EN.exe
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£ 2. Fhr 2 OFER

URL/IP 7 L & R— R &5 | #ET — ¥ Bf5 APL/EfS 0 =57 — 2 FIH API

jmaxmind.com/app/geoip.js 80 RVEYE S PN -
download.microsoft.com? 80 SNV =T RITT AN WriteFile,CreateProcessAsUser

14.97.XXX.20 16471 N T EITT AN -
147.46.XXX.200 16471 SOUVEVE VA% -
188.233.XXX.200 16471 YN =T FTT AN -
79.253.XX.48 16471 NV =T FETT 7 AV -
16471 SN =T FTT AN -

WSASend(“GET .../IE8-WindowsXP-x86-EN.exe”,
..., Host:download.microsoft.com,...)

WSARecv(..., WSABUF->buf, ...)

CreateFileA(“C:¥WINDOWS¥TEMPY
IE8-WindowsXP-x86-EN.exe”...)

ret

WriteFile(hFile, IpBuffer,...)

CreateProcessAsUser(“C:¥WINDOWS¥TEMPY
IE8-WindowsXP-x86-EN.exe”...)

X 5: 11b7 IKDZAZT — X 1B 5 API Z58)

A5 2 L TR TWD P, Y v 7 &
N5, JEMET7 A4 77 VIZ X A0 T
T%tE, 74 v N T OGRS EIE ST L
EORREMER D D, O OREE RS ST
WIZIE, Kang 5DOWIE[4]| DX ST A b #
7 DA B R 2 58 [E 29 2 B0 AL D32
Th D,

ARETIEIL, APIEBICER S kIc Ik
SE, EREINET X ONEREEIT> T
W5, 07, APTZFIH LW TAER S
TEET — 20, APLEFIA Len T s
LHZET AL T, NERERETLZ L
ILTE 7RV, ZHHZEZITHTEOITIX, L VR
RN DT A " Z T OFE., H 21X rdtsc
DREVEIZH LTCTA > N T EFRET D72 L,
ZATH Z & TR VP OEZET —Z ONEF:
EZATZ D AR B D,

T FTED

AFH LTI, /w7 B L lET D%
DEZET — XD DL~V T =T DEREND
8% 7 A v MENTZ VW APTIOT — 2 K
FEMREFIHT 2 Z & CTHiH L, Z0O%ZES
NIeT — 2 ONEZRET HFIEERE L,

S5k
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