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Abstract In targeted cyber attacks, malicious software is first used to breach into the
internal network of an organization. That software then usually searches the network
for valuable information and if found, transmits it to a remote server to be processed by
the attacker. Therefore, it is important to detect suspicious communications with
external hosts as early as possible to prevent information leakage. In this paper, we
propose a method to identify such malicious traffic in "live" networks based on the
observation of the traffic sent to the darknet overseen by the nicter project from NICT.
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