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Abstract In this paper, we propose a method for geographical classification of malicious packets
which is captured by our honey pot using SOM (Self Organization Map). There have been
previous efforts for filtering some countries. However, detailed geographical analysis of malicious
packets has not been proposed. In our method, geographical information (city, country and
latlong) is appended to tokenized data of malicious packets. Then, a newly generated data is
classified and visualized by SOM (Self Organization Map). In experiment, we have captured
22,168,821 packets in 3 days and classified these according to countries and cities.
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16: standard find query | 6:random ID choice
NA 4592822 ms-sql 1782
ssh 2414321 telnet 807
netbios-ssh 406387 http-alt 463
domain 393338 mysql 420
microsoft-ns 143160 sip 385
netbios-ns 112523 bgp 208
http 81747 loc-srv 196
ntp 25123 fido 189
netbios-dgm 22212 tfido 169
smtp 16328 dircproxy 161
pop3 9080 https 156
imap?2 5680 ms-sql-m 130
pop3s 3032 epmd 113
imaps 2792 icpv2 78
x11 2758 - -
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1798978| 1775218 2039 651 2137 187 11124 0 529|CN
486907| 420268 0 0 4 6 1262 1 0[PL
274890| 220953 8908 1749 78 377 29462 26 297|US
111750] 104353 0 22 51 3425 912 0 80|DE
437 0 0 324 0 0 30 0 0]AL
5656164) 87831| 390284| 330674 5832 3637 10078| 112458| 79051 |JP
76279 4133 0 4 8 0 577 0 12|GB
157293| 28697 0 0 21 0 44| 112521 43|CA
50481 47429 0 1 4 0 2462 0 132|KR
34568| 34542 0 0 0 0 14 0 0[NZ
9750 9462 0 0 0 0 264 0 0jcL
13760 8795 145 17 4 0 4461 2 175[IN
11598 6059 95 0 0 200 4802 3 18[RU
15036 5932 635 0 400 0 7965 0 158|TW
320136 13141 0] 230564 14 0 610 100 31TR
115662 7499 28 0 0 0] 11746] 80880 30T
11466 75 379 0 0 0] 11002 0 0[SA
2 0 0 0 0 0 0 0 0[|AP
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35988 368 0 29 3 0 4576| 30920 14/RO
5818 5138 0 1685 4 0 39 0 123|NL
34465 235 36 0 0 0 3033 30920 491BR
194071 366 184 0 0 0] 65539] 112521 0|ES
2210 2136 0 0 0 0 72 0 0[NG
3135 2158 9 0 0 0 935 0 18[PK
98646 0 7 40 0 0 2270] 80878 0JVE
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34 if ($p[4]1==22){$ssh++;}

35 if ($p[4]1==139) {$samba++;}
36 if ($p[4]1==53){$dns++;}

37 if ($p[4]1==25){$smtp++;}

38 if ($p[4]==110) {$pop++;}

39 if ($p[4]1==445){$https++;}
40 if ($p[4]1==137){$netbios++;}
41 if ($p[4]==80){$http++;}
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186902 93421 0 0 1 0 0 0 0|Hefei
113948| 56949 0 0 0 0 18 0 0]Atlanta
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31366 0 0 0 0 0 6 0 0[Douglas
27214 13525 0 0 0 0 53 0 0[Shanghai
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3772 1873 0 0 0 0 0 0 13| Yamato
3704 1762 0 0 7 0 28 0 0|Guangzhou
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1550 0 0 4 0 0 18 0 0]Hsinchu
1446 0 0 289 0 0 0 0 0[Tianjin
1418 700 0 0 0 0 6 0 0[Milan
1300 623 0 0 0 0 18 0 0] Jakarta
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