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Abstract In the latest cyber attacks, a number of computers are infected by accessing compro-
mised web sites. It is possible to detect these infection by using blacklists and regular expressions
of malicious URLs. But since these patterns are variable, it is not effective to use them for de-
tection. In this paper, we propose the method of detecting these infections using qualitative
characteristics and its transitions from communication logs by considering mechanisms of Drive-
by-Download attacks and Exploit Kits. We implement and evaluate the methods by using D3M
Dataset.
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