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あらまし スマートフォンを業務に利用する場合，その管理が大きな問題となる。現状，MDM（モ
バイルデバイスマネジメント）としてシステムが提供されているが，スマートフォンの業務利用に
関するリスクの判断はMDMシステムの運用者や組織の意思決定者が行わなければならない。本
論文ではスマートフォンのリスク評価をスマートフォンの状況に応じて行いリスクに応じたMDM

システムによる動的な管理と残存リスクの提示を可能にする仕組みを提案し，そのプロトタイプ
をApple社の iOSに対応したMDMシステムとして開発した。
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Abstract Smartphones have been widely deployed for business purposes these years. It used to

be complicated for IT administrators in large organizations to manage all the smartphones until

MDM (Mobile Device Management) was introduced. However, when the environment changes,

MDM system alone cannot deal with the unknown risks in real-time without administrators’

interaction. In this paper, we propose a new system combined the MDM system with a risk

analysis system, which can analyze and visualize smartphones’ environmental risks dynamically

and help MDM system to configure smartphones automatically. In addition, it can output the

remaining risks after configuration profiles been installed by the smartphones. We also developed

a prototype system, which supports Apple’s iOS devices.
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1 Introduction

Mobile devices are becoming more and more

powerful these years. The computing resources

of them are almost the same level as PCs.

In addition to the computing resources, mo-

bile devices have thus rich sensors like cam-

era, gyro, accelerometer that make them very

popular for business purposes. The usage of

mobile devices in business can be divided into

2 types: one is to use private mobile devices of

employees for business purposes, named BYOD

(Bring Your Own Device). And the other one

is to use mobile devices lent by a company to

employees for private purposes.

On the other hand, the convenient features

of mobile devices also bring many unknown

risks, which are quite different from those ex-

ist on PCs. It used to be a difficult problem

for deploying and managing mobile devices for

business purposes until MDM was introduced.

MDM is short for Mobile Device Manage-

ment, which gives organizations the ability to

securely enroll mobile devices, wirelessly con-

figure and update settings, monitor compli-

ance with corporate policies, and even remotely

lock or wipe managed devices without users’

interaction. If some settings or security poli-

cies have been changed, the administrators only

need to configure the settings on the server,

all the devices managed by the server will be

updated automatically and most of the time

silently. It is that simple.

However, the problem still exists. Risks may

be affected by the external conditions. For ex-

ample, when a user brings his smartphone to

a bar and wants to access the confidential con-

tents inside his company, the security setting

for the usage inside the company should ap-

parently not be enough. The environment has

changed, everything between the user’s smart-

phone and the server inside the organization

may be dangerous. If any of these risks have

not been handled properly, the consequences

may be disastrous. So what can the user do?

Call the administrator to let him analyze the

risks and change the settings. This is not a

good method. Try to image the same episode

in a large company. Thousands of employ-

ees will call the administrators just because

they get out of the offices. This can drive

the administrators crazy. In short, for those

organizations which would like to deploy and

manage mobile devices for business purposes

conveniently and securely, the traditional risk

management methods must be reconsidered.

And MDM alone is indeed not enough at all.

What we need is a system which can reduce

the workload of the administrators, automate

the entire process from risk analysis to the set-

tings update, and should not be constrained by

the platforms.

In this paper, we firstly propose a new frame-

work of the MDM system, which contains risk

analysis module to achieves risk analysis and

automatic configuration generation based on

the context provided by the administrators.

And, the new system can feedback the remain-

ing risks, which we believe is a very important

concept but often be ignored during the man-

agement in fact. Then we develop a prototype

system, which supports Apple’s iOS devices to

verify our theory.

2 Related Works

2.1 Apple iOS

Apple has its own mobile device manage-

ment scheme. In this scheme, a XML-formatted

document called Configuration Profile is used

to make restrictions and change settings of the

password policy, WiFi, VPN, etc. The scheme

has a server system named MDM server which

can push configuration profiles to iOS devices.

Enterprise can either deploy its ownMDM server

or outsource one. However, the iOS devices
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do not communicate to the MDM server di-

rectly to get push notifications sent by the

MDM server. Instead, Apple uses its own Ap-

ple Push Notification server (APNs) to send

notifications to the iOS devices.

2.2 Google Android OS

Android OS does not have its own manage-

ment scheme. However, thanks to the high

flexibility of Android, various MDM scheme

can be deployed to manage Android devices.

For example, Android supports Microsoft Ex-

change Server which can be used as a MDM

system. Third-party organizations or compa-

nies can provide MDM service using their orig-

inal MDM systems and agent applications for

Android devices.

2.3 Academic Studies

There are several academic studies discussing

management of mobile devices[1, 2, 3, 4, 5, 6,

7, 8]. However, remaining risks feedback and

automatic generation of configuration have not

been discussed in these studies.

3 Proposed System

3.1 Shortcomings of the Conventional

MDM Systems

As we mentioned before, though conventional

MDM systems automate almost most of the

administrator’s work, it is still not enough.

We summarize the shortcomings of the con-

ventional MDM systems as follows:

• MDM alone can not deal with risks, espe-

cially environmental risks in real time. For

most organizations, the security settings

for mobile devices have to be changed with

the environment. When the user gets out-

side the organization, the password policy

should be more strict. But it’s not quite

convenient for either users or administra-

tors to change the security settings even

with MDM.

• Administrator is still an important role

during the management. Though with MDM,

new settings and restrictions can be ap-

plied by the users’ devices automatically.

It must be the administrators to analyze

the risks and make the change happen from

the server side. Consider that security

policy can be different from department to

department, it is really not an easy task.

In order to deal with these shortcomings and

to enhance the usability of the conventional

MDM systems, we propose a new MDM sys-

tem. This is not just an ordinary MDM sys-

tem. It combines conventional MDM system

with risk analysis system. This makes it not

only can deal with the environmental change

automatically, but also automate the whole

process from end to end, thus free the admin-

istrators.

3.2 Framework

Figure 1 shows the architecture of our pro-

posed system. The specific workflow is as fol-

lows:

1. First, user accesses the system with his

mobile device to start the risk analysis. At

the same time, the system collects some

environmental information from the de-

vice, like the current network information,

firmware version, installed applications list

etc.

2. With the information system collected, the

risk analysis module now can make coun-

termeasures to deal with the risks. In this

step, administrator can import some third-

party knowledge bases as a reference. These
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Fig 1: System architecture

knowledge bases contain the latest vulner-

abilities and threat information.

3. At this stage, the output of the risk anal-

ysis module is just abstract countermea-

sure. To make it concrete, administra-

tor must take into account some exter-

nal factors of his organization, like the se-

curity policy and the cost which can be

afforded. With these considerations, the

countermeasures should become much more

practical.

4. So far, the results are general, and not re-

lated to the specific platforms. The next

step is to use the MDM system to pro-

tect the user’s device. Since the specifica-

tion of MDM differs with the platforms,

administrators should localize the results

retrieved from the risk analysis module

for each platform respectively. For ex-

ample, iOS uses configuration profiles to

make configurations and restrictions, and

Android often needs additional agent ap-

plications to change the settings.

5. Although MDM is becoming more and more

powerful every year, it is impossible to

handle all the risks alone in most cases. In

our proposed system, we call those risks,

which have been remained by the MDM

module, the remaining risks. First, the

MDM module would feedback the remain-

ing risks to the administrators and the

users. Based on the remaining risks, mea-

sures will be taken from both server and

client sides. For example, change the fire-

wall settings to cut off the communica-

tions or switch the service provided by the

server to the limited edition.

4 Prototype System

In order to verify our proposed system, we

developed a prototype system which supports

Apple’s iOS devices. It is a simple system and

still in development, but it can explain our

concept very well.

4.1 Functions

As Figure 2 shows, our prototype system

consists of 3 main parts: the web interface,

the risk analysis module combined with some

third-party databases and the iOSMDM server.

The specific processes are as follows:

• First, user accesses the prototype system

with his mobile device (in this case, iPhone

or iPad) via the web interface. The web

Mobile

Devices

Web

Interface

Risk 

Analysis

iOS

MDM

Application

Information 
NVD

Information

Remaining 
risks

Fig 2: Prototype system overview
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Fig 3: iOS configuration profile

interface is a simple web application. Mean-

while, environmental information will be

collected from the target iPhone and the

web application will send a command to

the iOS MDM server to request for the

list of installed applications on the tar-

get iPhone. Of course, there is a premise

that the user’s iPhone must be enrolled to

the iOS MDM server of the prototype sys-

tem in advance. Normally, the iOS MDM

server will return the list to the web ap-

plication.

• After collecting the necessary information,

the web application will then send these

information to the risk analysis module

to begin the risk analysis. In this proto-

type system, the risk analysis module has

2 functions: location-based configuration

profile creation and installed applications

vulnerabilities check.

As we mentioned before, security settings

should vary with location. For iOS, con-

figuration profiles (a XML formatted doc-

ument) are used to change settings and

make restrictions (Fig 3). So in our pro-

totype system, we prepared 3 kinds of con-

figuration profiles for 3 different locations:

– Organization Profile, which is for the

users inside the organization. This

profile contains the following settings:

∗ Simple password allowed.

∗ No data erase after entering the

wrong passcode many times.

∗ No applications or sensors will

be prohibited, etc.

– Domestic Profile, which is for the users

outside of the organization but inside

of Japan. This profile contains the

following settings:

∗ Normal password policy. Pass-

code length must be longer than

6, with at least one alphabet. All

the data will be erased after try-

ing the wrong passcode for 5 times.

∗ No screen-shot allowed.

∗ Backup of the device must be en-

crypted.

∗ Prohibit the use of YouTube and

FaceTime.

∗ Proxy server and VPN settings,

etc.

– Foreign Profile, which is for the users

outside of Japan. This profile con-

tains the following settings:

∗ The most stringent password pol-

icy. Easy passcode is not allowed.

Passcode length is not less than

8, with at least one special char-

acter. All the data will be erased

after trying the wrong passcode

for 3 times.

∗ Prohibit the access to the cam-

era.

∗ No screen-shot allowed.

∗ Backup of the device must be en-

crypted.

∗ Safari use with restrictions.

∗ Proxy server and VPN settings,

etc.
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Fig 4: Simple iOS MDM server

Though GPS is more accurate to deter-

mine the user’s location, but the use of

GPS may be prohibited by the configura-

tions. So in our prototype system, we use

IP address to determine the user’s loca-

tion.

Then the risk analysis module will check

the installed applications list to find out

whether there is any threat or vulnerabil-

ity. We import NVD (National Vulnera-

bility Databse) [9] to help us to accomplish

this task. Along with the applications’

names, the list also contains the applica-

tions’ identities and version numbers. The

risk analysis module will compare these in-

formation to the NVD database. If there

is a vulnerability, the result will be sent

back to the web interface to remind the

user. This feedback is part of the remain-

ing risks.

• The last part of the system is the iOS

MDM server. Since Apple does not release

the detail of the iOS MDM protocol pub-

licly. We referred to David Schuetz’s [11]

white paper in Blackhat USA 2011. Based

on his research and Apple’s Configuration

Profile Reference [10] (which describes the

commands supported by iOS devices for

MDM service), we developed a basic iOS

MDM server with Python language, which

is compatible with iOS 6.x devices. The

iOS MDM server will push the configura-

tion profiles to the target iPhone.

5 Experimental Result

To test our prototype system, we run the

system on a 2012 Mac mini (OS X Server 2.2)

with 2.5GHz intel dual-core core i5 processor

and 4GB memory. Figure 4 shows the home

screen of our simple iOS MDM server: users

can enroll his iOS device to the MDM server

directly from the page. After the enrollment,

the system can start to test the target device.

All the communications between the target de-

vice and the MDM server will be logged and

can be confirmed from the MDM interface.

Figure 5 shows the web application of the

prototype system. After launching the appli-

cation, user’s IP address and location infor-

mation will be displayed on the screen auto-

matically, and the corresponding configuration

profile will be pushed to the user’s device. No

need for the user’s interaction. All the config-

uration profiles are password protected, so the

user can not remove the profile without the

administrator’s permission.

Figure 6 shows the applications vulnerabil-

ities check function. Applications installed on

the target device will be displayed on the screen

alongside the version numbers. If potential

threats exist in the installed applications, a

warning message will be displayed to remind

the user. In the prototype system, we only

extract the application’s name, identity and

version number to compare to the third-party

database. The database is customized from

the NVD database. This function is still in de-

velopment. We prepare to import more third-

party databases and items to compare, such as

CVSS [12] and JVN [13].

We take the 1st generation iPad with iOS

5.1.1 as the test device, and access the system

to see the whole computation and response

time. Since the key steps (get the installed ap-

plications list and push configuration profiles

to the target device) need Apple’s push notifi-

cation service, the result is heavily influenced
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Fig 5: Web application

by the status of the Apple’s servers. However,

in normal conditions, the whole process does

not take more than 1 second. This is quite

satisfactory. Because as far as we know, this

result is not just faster than the conventional

MDM system with administrator change the

settings manually, but also faster than just up-

dating a configuration profile in the user’s de-

vice with Apple’s genuine MDM service [14].

Of course, the vulnerabilities check function is

still in development, the result will be updated

in the future.

We also plan to set up a number of differ-

ent episodes with different risks, and let the

users actually test the system in each episode

to see whether it works properly. In this test,

we do not only pay attention to the correct-

Fig 6: Installed applications check function

ness or the response time, but also want to

know the usability of our proposed system, es-

pecially for those users without much knowl-

edge about mobile devices. This test will be

completed in the next few months.

6 Future work and Conclution

In this paper, we propose a new MDM sys-

tem combined with risk analysis module to

deal with the shortcomings of the conventional

MDM systems. We also developed a prototype

system, which supports Apple’s iOS devices to

verify our theory. Due to our test result, we

believe that the proposed system is very prac-

tical for a large organization to manage their
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employees’ iOS devices. It can handle the envi-

ronmental risks in real time and operate with-

out either user or administrator’s interaction.

Next step, we will improve the system, make

it more intelligent and powerful. The configu-

ration profiles should be created dynamically

instead of the statical way in our prototype

system. We will also import more databases to

the risk analysis module to optimize the vul-

nerabilities check function. And if possible,

we will deploy this system to Android to see

whether everything still goes well.
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