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Abstract SSH (Secure Shell) is a protocol to protect network channels and the
mainstream version SSH-2 is widely used such as for management consoles of various
products. SSH-2 server implementations should be sufficiently evaluated since defects of
them hurt security of such products. Therefore we have developed a fuzzing tool for
SSH-2 servers. The tool sends many test packets mutated from normal packets to servers
and observes their behaviors, based on fuzzing techniques recently being used for
evaluation of protocol implementations. It supports more kinds of SSH-2 messages than
similar tools and has revealed vulnerabilities of multiple network products.
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