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Abstract To grasp threats on the Internet accurately, sensors capturing packets should be
hidden from the outside. However, attackers attempt to detect such sensors for evading them
when they plot malicious activities. Recent localization attacks can detect sensors with low
probing traffic volume by adopting PN code-based scheme. Here we propose the method of
dynamic Internet threat monitoring to counteract such attacks. Unlike the previous method, our
method publicizes a part of entire monitoring results at any time. We examined the publicizing
results based on the dataset provided by MWS 2013 (nicter darknet).
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