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Abstract Recently, advanced persistent threats aiming at confidential information theft of an

organization are increasing. An attacker operates RAT in infected PC and sends information
from the PC to the attacker using HTTP. Since HTTP is normally used and allowed by FW,
it is difficult to detect such suspicious communication. In this paper, we develop a proxy server

to insert HTTP Cookie automatically. Whether the communication is send by a browser or by

RAT is examined by checking reactions of HI'TP clients to inserted Cookies. As a result, we

show that the proposed system can detect such suspicious communication.
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1: Targeted attack sequence overview
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If Cookie: P in request header
then delete Cookie: P
else insert Set-Cookie: P in response header
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2: Detection method of suspicious access
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3: Detection flowchart
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