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Abstract Recently, leakage of the personal information in Android OS powered device by mal-
applications is becoming big issue. The user approves the installation of an application, and gets
permissions to use by an application. However, the lack of recognition to risk of mal-application
by the users which are indifferent to the permissions. In this paper, we propose the security
evaluation systems to prevent the installation of mal-application on Android OS. The system is
integrated two systems, review evaluation by users, and risk indication by the combination of

the permissions.
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