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Abstract Many knapsack cryptography are based on 0-1 subset sum problem, and use the
density as the safety indicator. Density is defined as plaintext space / ciphertext space. The
knapsack cryptography requires high-density to resist low-density attack. In the knapsack cryp-
tography whose density is higher than 1, the plaintext is expanded to intermediary plaintext. In
this paper, we show that the safety might decrease when one plaintext is represented to plural
intermediary plaintext. The decoding from a pseudo intermediary plaintext may be possible,
and the derivation of the pseudo intermediary plaintext is simpler than 0-1 subset sum problem.
We break the MHK knapsack cryptography, which is one of the high-density knapsack cryp-
tography, using LLL algorithm. All high-density knapsack cryptography may contain similar
weakness. In the knapsack cryptography, the technique to generate intermediary plaintext is

dangerous.
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