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Development and Evaluation of
an Active NAT Detection Method Using TTL

MAMORU MIMURAT and YASUHIRO NAKAMURA'

To detect NAT devices or hosts in LAN, a method has been proposed, which uses the char-
acteristic that TTL decreased by NAT router when a packet is forwarded. However, number
of the hop count from the target host to the detection system must be known in that method.
This paper proposes a method which can detect NAT devices or hosts by getting TTL actively,
when the hop count isn’t known. It is compared with the other NAT detection method, and

the effectivity of proposed method is shown.
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Fig.1 Disapproval connection by NAT.

0 3 16 24 3
Header
Length

Version TOS Total Length(byte)

Identification Flag Fragment Offset

Timeto Live | Protocol Header Checksum

Source Address

Destination Address

Option(in case)

Data

02 IpO00O
Fig.2 IP header.

01 00o0ooo TTLO
Table 1 Default TTL values.

oS ICMP | UDP | TCP
Linux 2.6 64 64 64
FreeBSD 5.4 64 64 64
OpenBSD 3.9 64 64 64
Solaris 2.6 255 255 255
AIX 4.2 255 60 64
WindowsXP 128 128 128
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Fig.3 A previous NAT detection method using TTL.
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Fig.5 An active NAT detection method using TTL (1).
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Fig.6 An active NAT detection method using TTL (2).
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Fig.7 Sending TCP SYN to open ports.
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Fig.8 Sending TCP SYN to close ports.
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Fig.9 Interception of packets.
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Table 3 The trace packets.
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Fig.10 The active 4 passive method.
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Table 4 Results in the dynamic routing network.
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Table 5 Results of NAT detection and number of packets.
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