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Plagiarism of passwords is hard to be found out until explicit damage is caused, and loss of them cannot be found
out until we lose access right to service. If the terminal we use during service utilization participates in
authentication, detection of plagiarism and loss would become easy. Thus damage caused by unauthorized access
can be avoided. Terminals can be used as authentication token as long as we issue certificates for Attestation
Identity Key(AIK) generated by Trusted Platform Module(TPM) mounted on more and more terminals. AIK
certificates should be issued after the existence confirmation and authentication. In an existence confirmation
scheme, which makes sure if the response to CA’s E-mail will be returned from the user who enter E-mail address
on application, CA generates secrets required in authentication between users and CA every issuance of
certificates. Suppose OpenID removing the burden of authentication from service providers is introduced,
delegation of existence confirmation and authentication to OpenID Provider(OP) can be realized. We propose an
AIK certificate issuing scheme which confirms existence and authenticate users by the account registered into OP.
Users should acquire only one account on the occasion of using multiple certificates, and CA need not manage
user’s secrets.
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Figure 1 Terminal authentication by TPM.
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Figure 5 Certificate issuance procedure of the proposed scheme.
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Figure 7 Operation procedure of the proposed scheme.
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Figure 8 Comparison of each entity’s functions.
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