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A Packet Filtering Rules Compression by
Decomposing into Matrixes

KATSUSHI MATSUDA'

Packet filters are essential for organizations that are connected to the Internet. Network
administrators have to understand precisely complicated rules to manage the packet filter.
Management cost, however, will rise gradually as the number of the rules increase at daily
operation. In this paper, we propose a novel model called “matrix decomposition” which
enables to analyze rules of filtering, and a rule set compression method using this model.
We formulated three techniques, removable rules deletion, verbose rules revision and rules
combination, and implemented a prototype system. The experiment using actual rule sets
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showed that our system could reduce the number of rules by about 30 percent.
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Fig.1 An example rule set.
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Fig.2 An unnecessary rule occurs.
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Fig.3 Insert point of unified rules.
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| policy

001 | denyip 10.33.109.0 0.0.0.255 10.26.192.0 0.0.0.255

002 | permittcp 10.33.138.0 0.0.0.255 host 10.26.195.172 range 20 23
003 | permittcp 10.33.138.0 0.0.0.255 host 10.26.195.172 eq www
004 | permittcp 10.99.3.0 0.0.0.255 host 10.26.192.3 range 20 21

005 | permitip 10.33.138.0 0.0.0.255 10.26.192.0 0.0.0.255

006 | denyip 10.33.109.0 0.0.0.255 host 10.26.192.10 range 0 19

007 | denyip 10.33.109.0 0.0.0.255 host 10.26.192.10 range 24 65535
008 | permitip 10.33.109.0 0.0.0.255 host 10.26.192.10

009 | permitip 10.33.109.0 0.0.0.255 10.26.192.0 0.0.0.255

010 | deny ip 10.26.224.0 0.0.224.255 host 10.26.192.10

011 permit tcp 10.26.0.0 0.0.255.255 host 10.26.192.9 eq ssh

012 | permittcp 10.26.0.0 0.0.255.255 host 10.26.192.9 eq telnet

013 | deny ip any host 10.26.192.5

014 | permittcp 10.26.0.0 0.0.255.255 host 10.26.192.10 range 20 21
015 | deny tcp any gt 1023 host 10.26.192.192 eq www

016 | permitip 10.0.0.0 0.255.255.255 10.26.192.0 0.0.0.248 It 1024
017 | permit tcp any gt 1023 host 10.26.192.192 eq www

018 | deny ip any any

04 DOOOODOO

Fig.4 An experimental rule set.
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Fig.5 An execution example of the system.
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L—LES FT—LE | FEL—AEK | FEL—LE | REL—LH [EfEER
A 525 54 123 348 66.3%
B 294 85 0 209 71.1%
C 31 0 0 31 100%
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Fig.6 An experimental result of run time.
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