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Session Key Sharing Scheme Using Steganography
without Third Party
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At a service window, we are sometimes identified directly by identification papers, and users and a teller communicate in a
partitioned place to avoid other’s eye. These correspond to encryption with session keys which vary according to sessions. The
session key exchange with direct user identification enables to realize online windows. In this paper, we propose an object-based
session key exchange scheme using steganography. The scheme enables direct identification with continuous still image of users,
and does not require agency. We conducted a user experiment, and made sure that 19 out of 20 users could exchange a session
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key with accurate identification.
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Fig. 1 Step of identity verification at offline teller window.
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Fig. 2 Step of identity verification at online teller window.
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Fig. 5 Construction of the evaluation software program.
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7 1 ppm X 160x120, 240x180 # 1L 2 7= & & Dty
PSNR(dB), 27 = H{§ 05 {5 1 (Fe/sec) (N=256, L=256,
1/A=2.0 D & %)

Table 1 Average PSNR(dB) and receiving speed of the stego
images(frame/sec) for 160x120 and 240x180 ppm images
(N=256, L=256, 1/ /1=2.0).

WY X | AT TEBEO AT T D
JF-#) PSNR (dB) AT I (B/sec)

160x120 59.7 17.1

240x180 63.5 11.1

30 [IFHA L 72 R 2 & VISR d. Bifg A Ao 2T =
RO PSNR, ZEHEEOFENS, (ESN-AT
IF—HE, ARIBPMRETE RV L~ 36dB UL EE 725
TEBOAINRN—F =2 27 TEBOERII/NEL, AT
E{ROZEEE D 10 M/sec BRETH Y, 256bit >3 v
FEOIAIZE LRI 10 PRE TH - 7o, ZHUTEEHE
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BD. BOTELNE D DOHB AR D 2O 22 71k
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£2 FHIiH S AT b VT2 — Y EBROKE R

Table 2 Result of user experiment using the system for

evaluations.
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