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An Integrated Visualization System of Temporal, Logical and
Geographical Information for Internal Network Monitoring

SHINICHI MUKOSAKAT! and HipEKT KOIKE'!

Monitoring internal network is getting more and more important. In order to detect com-
puters being attacked from external network as well as computers attacking the external
network, and to act properly, it is important to know geographical information as well as
temporal and logical information. This paper described the system which visualizes tempo-
ral, logical, and geographical information simultaneously in 3-D space. By laying out these
information adequately in 3-D space, it becomes possible to focus on each information as well
as to see their mutual relation. The user can narrow down his/her investigation by setting
his/her focus on port number, inbound/outbound traffic, or any particular IP address block.
The system allows command input as well as GUI interaction. The system was used in the
computer center of our university, and we found the system was practical and useful to find

attacks.
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Fig.1 Processing flow.

goooooooooooooooooooOoOoOoOoOooooooooOobobooooo 505

OO0 2400000000000000CCOOOO0O0d
00 2400000 Apple PowerBook G4 1.67 GHzO
000 2GBO0O0OO0OODOOOProventia 6.7 MB O
00000000 30000000000000000d
0000000000000 000O00ooooooon
000DbOO000DoDbOoOooDoDbO 1ooboboooooo
0o0odooobooooooooobooooooono
000000000 ProventiaOODOO6.7MBOO 1
O0OOOSnort DO ODO345MBO0ODO 5000000
3.3 0 0O O
020000000000000CO000O0OOOO
O000O00oO0o00oOooooooooooooood
0000 IP Matrix’00000000000000
00000000000000000000ooog
00ooooooooogd

3.3.1 0 0O0OAO

Joooooo IpPODOOOO0ODOOOODODOOOO
IP Matrix OO 0O OOIP Matrix O IPOOOOOO
O 16bit 000000 16bit0000O00O0OOO
ooooO0oOooooooOooOoOoooooooood
OBOOOOOO 16bit0000 10000000
200000000000000 16bit00O0OOO
IP Matrix 00 000000000000 O0OOOO
00000000000000000 IP Matrix OO
O00o0ooIPO0OOOOO 30000000000
04000000000000O000O00OO
0000000000000 NmapODQOQOGoDO
000000000000 ONmapOOOOOOOO
gooDoO oSOUoOooobooOoooooooooog
oSO00opoOoOoOooOoOoOoOoOoOoOoOOoDOOOoCbOO
O000000o0o0oDoooooooooooooog
O0000ooOoooooooooooooooodg
00000 OoOSO0000ooooooooooog

65535

“ Vv IP Matrix
- I P
AR <
> —
b S
3rd octet
9| &
Z =
7 s
7
=

2 o
Acw v AR
02 00000
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can be moved in perpendicular to the IP Matrix.
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Fig.5 A tool for defining relation between network

address and buildings.
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Fig.6 Visualization of TCP port and zooming interface.
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Fig. 14 After filtering out the attacks to SSH.
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Fig.16 Displaying detail alerts in text.
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