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Character Display Scheme against Illegal Photocopy by Camera

Using Rapid Images Succession

MASAKATSU NISHIGAKI, ! Takasur Mrvaki,? Kazuya SHioDA,
HipEKI YOsHIDAT and MASAHARU Ozawa'3

Recently, the protection of digital content such as personal information and/or confiden-
tial information becomes an important issue. Although various content protection techniques
have been proposed, most of the conventional schemes can not protect from all the attack
of taking a picture of the screen of display or projector directly with a camera. This paper
proposes a character display scheme using human sight characteristics which has tolerance in
taking a picture with a camera; only person can perceive the character, while the character
will not be reflected in taking a picture with a camera. In this paper, an implementation of
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the prototype system and its evaluation are carried out.
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Fig.1 Random dot that moves to the right.
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Fig.2 Random dot, the upper half of which moves to the
right.
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Fig.4 Random dot, the upper half of which moves to the
right, while the lower half moves to the left.
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Fig.8 Subdivision of big stream.
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Fig.9 Image by taking a picture of Fig. 8 (b).
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Fig.10 Example images of subdivision of big stream.
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Fig.11 Succession of limited number of random dot

images.
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Fig.13 Succession of unlimited number of random dot

images.
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Fig.14 Frames by taking a movie of Fig. 13.
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Fig. 15 Succession of unlimited number of 2 X 4 random

dot images.
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Fig.16 Identical pixels between two frames.
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dot Images (stream width = 2).
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Fig.21 Still picture image.
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Fig.23 An example application to ATM.
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