[RIVFAF 4T, i, HhAEE L)
(DICOMO2013) ¥ > RT T A FR254ETH

TRRY IRy FI—=DICBTET—3EZBAREZERE

L7=Top-k#BRRFEE XU KRBIRKFEFE

HH K BgE AE eaok B R Mg pERR EIRER

BE: 7 KAy 73y hU—27 T, BERESROLNTHNDTD, WMANILAOME (Ra7) IZXo
TIEFS T BT =2 O L kDb O &2BET S Top-k BREZMNDL Z ENEHTHS. Linl, 4
L0 Y, 2y hU—7 NOBMKNKEER L o258, EMABRIREROBIS2ESH
LENNRH L. AR TIE, WEBRRNZE LT — 2 2 MR T DX 27 BMEWF—Z 12 LEAL T
WE (T—HERZHBELLS) BITHOZEEZMMEL, TRAY IRy NU—2IZBIT BT —FEEZH
858 LTz Top-k B FIEL OB AR EFEERET H. BEFIETIE, 7o VISEEHHEORK
BIZ Lo TEIETH LT, BSELMET 5. 77, 7oV ISEOERERKE A v — IR LT
KETDHZET, ZURITIARIE, T HEBRIRRERMT LN TEDL. SHIL, ZoHREA
WC, WENERGEA 2R AR, WBIEKREMOT — & OREmERICT — % OZEF RN EZ R WEbE D
LT, WRMKREET D, YIalb—va VEROKENS, % TS Top-k B TR, HEGRK
T VIEEERGET D2 L THERELHFTE, SOICKBERBEETEICIY, BUBRK A &\ b

HECHETE S L AR LT-.

Methods for Processing a Top-k Query Against a Data Replacement
Attack and Identifying a Malicious Node in MANETSs

TakuJi Tsuba! Yuka Kowmar!

1. [FLC®HIC

WA, N— 2R & b DB B R O F T — IR 7o AR
X FU—2 2T AT Rhy 7 Ry hU—27 ~DOED
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ZERREMNEGDLES Z T, WBHREZRET D, v
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— 569 —



%, BEIREE T = VIR EEETH 2 & TR &
FFCX, SOICHBImAFFEFEICLY, BBHLLmEW
R THRHETEDZ L &2MER LT,

DUFTIE, 2 ®=CBEMEZEN L, 3 B CHEERKIC
DWTHHT 5. 20k, 4 ETREFIEICOVTHL,
5ETYIal—ya VEROMEEZRIKEIZ, 6ET
AFaDE & EABOBBEIZONTRAD.

2. EEMR
21 EXa7I—T4VIF&

YRy NT—IR°T RRy 7 Xy NT—27 O3 T
i, WEMERICL DEET —F OB I AR, #IEOHEIC
Yo TH—bv 20RME 15T 5 DoS (Denial of Service)
Y% (9] 126 D ER AT DTN D, TD X H 7%
WS DoN—T 4 VT FE (EX a7 V=T 7F
%) L LT, HETHMRNS B AR £ THEEREZ AV
TTF—H2EETHTE BLOEETL T —4 2 iEi
RN E VT EL L TEETHFREMRRSATY
%, SCHK 7] DFRIETIE, F— & AR S B HIE =
THEEORKETT — ¥ 2R ETHFEEZREL VD, 2
DOFEL, T—FEEETHRNCERITEEFETEIRK Y
HATHZEEZAMELTEY, 362, T—XEFERIZ,
RIFFERICAD T —ENELBZOND I EEBELTH
2. 3CHER 3] T, Ry P =7 NOKE TR
VIR E O SHEFERNIIIA L TR E, #METHT—
B a W ST EL LT v ZRICEET 5 FIEA IR
LCW5., ZOFETIE, Bbahizr—42HE5T5
i b o TV W U IRRIIR B b ST — & Z iR
TEHZENTERVWED, BRICT—FXE2E[FTED. =
DOWZETIE, T—F ORBETIT/e L, BEDOMR~DL 4
Ay —UREEZRFELTEY, Top-k REITEE LT
RN,

2.2 Top-k REFiE

Top-k R FiLEIL, kxR0 B THEMTHOATND.
FERETET P2P % v b U — 271231 % Top-k ik [5] OMER
YUY Fy U= B 5 Top-k #i5% [6], [10] TIX, %
SRMBIEET D A v —PHEHIRT S 2 & T, Bk k
Ty EHBL TS, LL, ZRHOFEETT—X
FERZ WA EE L TR EITNZ T, WmROBENIC
LG LTEDLT, TREy 7 Xy NT—Z7Z#NT5 2
CEIFEELW. T RAB Yy 7 Ry hU— 21281 % Top-k fi5Rk
WCBWT, MBI/ VBT —ZEEIZBITS Ty
7 ZHI Lo, AR OMERs 4 KBLT % Top-k MR T
1], [4], [8] AMRERENT WD, SCHk [4] OFETIE, B
RITZVIZT—HZDORAaTO—ERMNTDHZEITLD,
MRBRERICEENRVT —XOBREEZIHIL, FTev
ZHIT 5. £, SCHK 8] OFIETIE, Xy hT—2ZHO

ik fAOT—42DAaT7#NEL, WELZT—XDR
a7 O kEBOEEBEICEE L%, BiEL Eoxa7
EHLOTFT— 2 ERETS 2 7 2 — ARBRFELBRREL T
L. I, SCHEK[1) OFIETIE, REMEREEZBET L7
DIZMBERUGR DA T Top-k EREITH>Z LT, NI b
JHREZER LTS, LvL, b ORISR
DIFETDBEEZEEL CBLT, F— ¥ EZFEX LRI
JTTE R,

3. BETRE

AT, 7 Rb vy 7 %y NU—27 2T 555 AN,
B & L OSRAFF>F — Z1x LT Top-k ¥ 21T 9 B
EEETS. VAT AETLBL OB T LIZHONT
R DL TSR

3.1 VRTLETIL

Xy FU—ZNITIE, FSOMRELZ > m BOuR G
BT My, My, ..., My) BEFEFEL, &% N ABICBET
5. Fim, Ry NU—I7NOWEERIL, BEOBERMEE X
KRy NU—7 OFEEY A AR L TWELD LT 5.
EHIZ, Xy MU= HROMERIE, F—4% (7 UIRE)
ZIRET DR, BEXDOHmAL 131 ORSLBEETT
—), MBIV BEETHEL, BB A Z FRNIC R
LCWARWY, B bEiTh?, Avke—V%7r—FK
Xx A NTH, F—HORIATIE, BB SO
2a7 Yo TEEERACCREBEND DTS, £
BUWKOFHE T 5T — X IXFRF b TkYy, 7=
UBATMRO RS D2 ENAETHL LD ET D, =2
7L, 7—F0RAaTizr ) A ve—VICRM g7z
O, HRETHIZLENTEEHLDETS.

3.2 WEETIL

WK, 7= RITARIL, BRI THWDHZ L%
BE, BIOBADPBBEHALTHDL Z L EREINRVE
ICHBZITHO SO ET L. T—XIEf s Tnb A=
TERZI LGS, T—F0RaT Lo ERT
HZLICEY, WBERKOTEDRMINTLE I 120,
A2 a7 DR EATATDRV, BEIRIT, BEERR 5%
Bl IRBICEENLIT— X BIOBREOAET D
T—EDO N EED S B, [h-k|# (h: T —XZBRZE
B OTFT— A EAHOFAT LT —XICELEX TERET
5. Fle, THEBRIBBEUNOKEIITDRNED L
T5H. MWK, 1 BOAFETDH. ZOBEEIR, FEE
BECTHELTLLIELIZZWAHE(LO- 15 LT 5.

4. REF*
4.1 FEPE
R 5 Top-k MBEFIETIE, MR EOBUSHEE & #E
LoD, T—XEEZLEBOMMEITI 2D, 2 KO
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B> TF =4 2RIET S, £7, 7T URITHARIT
T3y T A4V TICL VMBI =) 2REL, %6 LR
37 =) BITARE COEBOMRKLTIRT 2. 72Uk
BT, B R E 2 ARG, Z VB ERETSH. 7
TV IREICA v =V DEE LB L O E RO # %
M LTS BIRAR IR ) A R &R 2 ik, 7=

U BATHRA CIRIGEEREREE U 2 M &2 T, WBOKRM
21795, Flo, T RARY 7 Xy NU—27 TR OBE X
D, SARMOERY 7 BNUIMT 5. ZOHA, 2 AR OR
BAIZE o TA Y E—VORENTE R RETD, Voo
B2 f L 72 SRR O B R IS 5T 5.

PRI DHREMRE TE TR, WBEERM L7z
FATIARD, FPINERERKE Y 2 b X0 BOREGR Ol
ERVIATe. FO%, WEEROBEMHNSEE L = VIR
BOZEMARICH LT, ZLEZDNEZT =287 VG
BIZEENTODEDERTH 2 & T, BB RERET 5.

4.2 Top-k REFE
4.2.1 Ayt—TE

BEY IR

T7I9T 4TI RORERI =) kT D, RS
T VX, BRI U OFRITHAK OB T Query-issuing
nodelD, B8 7 =V OBIT Query ID, BRT — 245, k,
ML Query condition, BL O = URKU A~ (7
T U RBITIAR D HIRER 7 = U BF 0K £ TOsAMA T
DY AN Query path & EN 5. Top-k MR ZAT 9 ek
M, 1%, BRBREMEBLOERT =2k 2fREL, 7TV #%
Y A M S OBANFZM LT 7 = V) & iR
WCIEET D, MRy = U 2545 LTk M, 1%, Algorithm
1 IZHE> TR =) 28k d 5. 22T, Algorithm 1
W21 %, hop counts X Query path |28 DAL &L
WREHELEZZ 2 RITmMAND DRy 7HERT. £z,
RD 37 = VISE %2 EETHETOREMHLRMERL,
WD L IZHET 5.

RD = (h’opmaz - hOpcnt) - Twait (1)

hopent 127 = U FITEGR DS DR v 7T, hopmas (EHEIKY
A ZXB L PBEEFEENSHEN SN D HRRKDE Y 78, Typait
EFANCREIND EOERETT. ZOXNEFHNWDLZ &
T, Ry TENRRKEVTEKIFE, /NS WRD BFEESN
D. My BDHEERKZ =) 2%ZE LELEI, Ayvte—v
DOEFILImAEFBERA L L TRsERL, A vEe—VIlE
EFND7VRBIANBIOZOR y 7HEFTET 5
(Algorithm 1 5 10 - 1147 H).

9 I ISEERE

BAEFF B RD #asth, FimRiLs =V INE 2 RIE
T5. 7 UIRNEITIE, 72V IREOEEImEKRDOHR T
Sender nodeID, 7 =V G&E OEFJ AR DA T Dest

Algorithm 1 #5K 7 = U DA%
L /X Bk =) 0%l ¥/
2: if M, receives the query for the first time then

3: Store Query path and hop count as its Parent Query path

4 Store the nodelD at the end of Query path as its parent

5: Set RD for replying data items

6: /¥ BRI RICHSR s = ) ZR(E */

7 Add M‘;s nodelD to the end of Query path

8 Send the query to neighbor nodes

9: else

10: Store Query path and hop counts as its Neighbor Query
path

11: Store the nodelD at the end of Query path as its neighbor

12: end if

xR 1 BUAKORHOT—XDAaT
Table 1 Scores of data items held by each node

i AR =t

M, 79, 72, 69, 56, 55, 47, 32, 29
Mo 72, 65, 62, 59, 51, 49, 40, 22
Ms | 95, 76, 75, 61, 53, 46, 37, 35
M,y | 84, 81, 79, 71, 66, 60, 58, 27
Ms | 91, 80, 77, 54, 44, 36, 25, 19
Me | 98, 86, 78, 67, 58, 42, 38, 30

nodelD, R{ET —& L ZF DA a7 B XOMRA KO
F Data list, BEIWISERERKY A~ (7 VISED
B Tt R F & X E Je i R FOXT DY A R)
Forwarding Route 3N &£5.

YA M, 53, 7 = VIREEFET LT TY A L% Algo-
rithm 2 {2779, Z 2T, Algorithm 2 (28T, REPIZ,
7 U INE %R L, REP.FR(Sender nodeID, Dest nodelD)
%, 7= VISEICIRMA SN TS B ERERR Y A M2 RT.
F72, RIZ7 = VINEOHBEREEZRT. ZE L7 Query
path ZHWT, Ry TEHPRRLELS, DOEEDODIRORR
BE b OMEmAS IR OBMAE R EImAE T2
(Algorithm 2 %5 3~1017H).

1) 2 P OX S

7 KRBy 73y NU—7 T, MWROBENZEY Xy K
U—7 bARu CREICZEET S, 22T, 72U REE
BRI, BRAR, FLRBEERRE O 7 B8l L7
&, FORERIR~I 2V IRELZEFETERWIED, R
FEROTIFHEEME T T O RN H 5. 2072, RIA
7 VIREEFE LTI 6T, S#MERmAN S ACK
EZARTERD o T2mARIE, BMEHEmAR S U v 7 G
AL HWT 5. Vs izt LRy, BHO
MR D 5 b, $CILAERE Lz RUS T, 7
FATIA £ TOREE RITEE I Ou AR B £ 45 PR
DIFET 256, COWEREK BEEOHATEDIH
D—2) 7 V& EFEET D (Algorithm 2 % 36 17
H). ZIUIEYT 2 BEERRTIE LIsWGE, 3 TIoik
1555 L LTSRS C Algorithm 2 %5 917 B IR Li=4Mt
IS T AR RIC =V IR B2 BET S (Algorithm
2 %38+ 391TH).
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Algorithm 2 7 =V |5 DIRIE

1: /* RD #%idth, 7= VRELRE */

2/ 7 ) EEORRE SRR */

3: for each Neighbor do

4 if Neighbor’s hopCount is the minimum then

5: Insert Netghbor into DestNode

6 end if

7: end for

8: if |DestNode| > 1 then

9 Select a Neighbor whose Neighbor Query path least over-

laps with the parent Query path as a DestNode
10: end if
11: Add the local top-k result to REP
12: for i = 0 to 1 do do
13: if ¢ = 0 then
14: Add (M,, parent node) to received REP.FR and send
REP to parent node
15: else if i = 1 then

16: Add (M,, DestNode) to received REP.FR and send
REP to DestNode

17: end if

18: end for

19: /% 7=V s ERIE *)

20: Send ACK to the sender node of REP

21: if before RD then

22: Store REP

23: else if after RD and M, receives a data item with higher
score than with the kth-highest score among data items al-
ready sent then

24: Send REP including new local top-k result to parent node

and DestNode

25: end if

26: /* 7=V INEEHE */

27: if M,. does not receive ACK from its parent by waiting time
for retransmission and the number of retransmissions < R
then

28: Resend REP to parent

29: else if M, does not receive ACK from DestNode by waiting
time for retransmission and the number of retransmissions <
R then

30: Resend REP to DestNode

31: else if the number of retransmissions > R then

32: /* M, BV 7 OlkE g */

33: if M, has sent REP to all Neighbor then

34: Discard REP

35: else if M, knows a Neighbor whose Neighbor Query path

includes DestNode then

36: Send REP to the Neighbor

37: else

38: Select randomly a Neighbor among Neighbors which
have not been selected yet

39: Send REP to the Neighbor

40: end if

41: end if

M1 &2MRWT, 7T URITHER My PR = U 2%(E
L7ctk, BWAN 7 = VIREEZEET 28EIC O VTR
A9 5. ZORTHE, k=3 DHED Top-k REDHI %R
T. ek, FMEKAOFOT—HDAaAT IR 1 TRIN
TWo., £7, My 2O bAHA Yy THOREND Mg B h
INEWRD BRET B, RO 2V INEERET

A SR AN — DTGB AE—D

EET[EER =7
Ms Ms 98
M | M 91
Ms M,y 86
My | M, J———
My My
BIET—5 BR A7 Z
Sk [Ra7 74
M, | 98 S
M, | 91 7 M,
Mg | 86 é/ M,
HITYRAT a M
[ A
ﬁ Aa7|

BIEF—4 BEEREHIRN

M, [ o5 | || I237 | [1E 505K Mo [Ms [Ms [Ms [Ma[Ms]

M, | 91 ms 22 [EBFEIRE [Ms [Ma [Ma [Mg [M3 [M, |
;

BRER |[m, | o

B 1 KBREARNTFET DBRE T Cor = VIREDRE
Fig. 1 Example of transmission of REP

Algorithm 3 BUEOHA
1. /* 72 V& E T RTREER */
2: INPUT: Top-k Result, REPs
3: OUTPUT: SendRoute

4: SendRoute < 0
5
6
7

: for each REP do
for each Top-k Result do

if REP.FR includes the nodelID of a node processing
a data item in Top-k Result and REP.Data does not
include the data item then

8: Insert a route from the node with the missing data

item to the query-issuing node into SendRoute

9: end if

10: end for

11: end for

12: if SendRoute # () then

13: Detect Attack

14: end if

5. Mglx, BHOHLODT—FD5H2Aa7ORE W 3
DT —H (A7 :98, 86, 78) #fFET—H L L, Bl
KMy, BIOBERERK Ms 127 =V ISEE2EET5. 2
DE X, My ~FEF L7 2V INEOIEEERE Y Xk
1 {(Mg,My)}, Ms ~i&(5 Lz = U S OIGE LR AR
YA M {(Mg,Ms)} £725. My~Ms b REEOEEE1T
W, My BEO M3 67 2 VIREEZAE Lz My 1%, M,
WX DHBIZED LT, AaT7omn 3 floTr—4
(=7 :98, 95, 91) ZHEUETE 5.

4.2.2 WEOKRA

BT TV IEEEZE L7 =) BITHE M, X,
Algorithm 3 129> T, HBEOKRMEITS. T T, Al-
gorithm 3 (2381} % Top-k Result 1%, 7 =V 3478 K CTH
B LIERBEMREA4%EYT. £/, REP.Data B LN REP.FR
%, ENENT VY IRBEOBRET — 2 8 L OEERRE Y A
M4, &5, SendRouteld, ELEZbN/I-T—#
DRAMWARN S, 7 =V EHITHARE TORE _EOmATR
FUVRANEERT. 7 URITHATIE, ZEFELE7ZVIS
EinD, MBERICEEND T —F ORA RIS LR
VAMIEENTHWDIDI, REBRICEENDT —F %

ZRELTWRWES, WL RE L (Algorithm 3 5 1317
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Algorithm 4 BUEEK OGO Y AL

Algorithm 5 WK DFEE

1: INPUT: SendRoute

2: OUTPUT: Candidate

3: /¥ T UFBITEKRT, T2 RELEZ bR */
4: for each nodelD in SendRoutes do

5: if nodelD is included in SendRoute then
6 Insert nodelD into Candidate

7 end if

8: end for

9: if |Candidate| = 1 then

10: return Candidate as a Malicious Node
11: else if |Candidate] > 1 then

12: /% HORSEROGEHNC A */

13: Perform the procedure of Algorithm 5
14: end if

H), 4.3 8T HBMRKORELITY. — ), WBERKR
LRl 5E, ELWBRREREZG O Sl L
MBEKT T 5.

B 1 &2HWT, 7=V BITiR My DBEOBRMEIT
BUZOWTHAT S, X 1TV T, BUNR My 1%, M
BIOM »oZE L) ISEICEENDRET —#
DL, FL3EOAITEHL DT —4 (A7 : 98, 91,
86) D1 /AL 2B/BADRA AT 2 OTF —FHFELE
AT —AEBBIET—4% (A7 186, 72, 65) & LTk
FLTWS. ZOL X, M X, My )b OIGEREREEY
A MIFRBRERICAD T — X OFTA SR My 38 LT Mg
DEETLHRERICEENTWDLZ ENbND. L, M
NHDORFET —Z 2L Ms B L Mg BT D%
WCADT—4% (Za7 :98, 91) NEENTELT, Z0
A=V OBRET—XIL, TENELEZLNE (K
BAZ) ZEERMTED.

4.3 HEHRBFEFE

7 U BATHARIL, BWEEZRM LICGE, WK DFRE
EHEITD. WRIROFEMEZR Y A, BEEICL D B
MR ERFET DT LAY X A% Algorithm 4 BL W5 I
Y. ZOFETIE, £ U BITEARN, 422HT
WA L7- (Algorithm 3) @, SendRoute &M\,
Algorithm 4 125> THEBERKOEM KV AT, Z 2T,
Candidate 1%, BUESGARDOFEMOFHN DY A hT, /=
UFATUGAR DS DR v THIT K D FNRITHEM L TV D, 7
LBz N T =2 %2807 =V REDORTORE LA
ET DRI, WBOEKIDHDLEBZZLNLT2H, I
DEWEMROBEM E 92 (Algorithm 4 556 1TH). Zd
X, WBHRKOGEMN 1B ERoTHE, TOWMAEK
WK EFEL, & 7795 (Algorithm 4 25 1017H).

WS R OFEMICH G EITH T3 ) X A% Algo-
rithm 5 (Z7R"3. 22T, INQIE, MEEAyE—V%E
L, 7= U TR0 F M, FEEEOumROHMF
Myest,, WEEEROGEM OB T Candidate, LT =
URATHGA My, 7> DA T DR Myes, £ TORERE

1: INPUT: Candidate

2: OUTPUT: MaliciousNode

3: /* M, BE&EERE */

4: for each i in Candidate.size do
5 if InqRoute include other candidates in Candidate then
6 /* AR EETITKRT */

7 break

8: else if hop count to Candidate > 1 then

9: /X MAEEA -V EEE */

10: Send INQ to Mges:, to ask data items that Candidate[i]

sent
11: end if

12: /* M, B3, WEEAyE—VERE */

13: if M, receives INQ then

14: Send INQ to the next node of M, in InqRoute
15: end if

16:  /* WSRO, MAEEA vE—VE%ZE */

17: if Myest, receives INQ then

18: Send IREP including scores of data items sent by Can-
didate[i] to M,
19: end if

20: /* M, 73, BEEREA Yy E—VEZE */

21: if M, receives IREP then

22: Send IREP to sender INQ

23: end if

24: /X M, B, MEEREA Yy E—YE%E */

25: if M, receives IREP then

26: /X 7 U RBATERARD, BB ARARE */

27: if scores includes the score of the missing data items in

global Top-k result then

28: return Candidatefi — 1]
29: end if

30: end if

31: end for

IngRoute NEEND. £, Myest, 1%, Candidatefi] D7
TVISEDRE M AEZRT. IREPIE, MEHREA Y
v —T%F L, missing Top-k result X, Z Lz b
T—HERT. WEMKDBEA Candidate 7> H52A5 Lz
TYVINEDBET —F DAAT L X DT — X OFTARKD
WA TN EEND. 7 ) RBITHARIL, BWERMROBEMA
JZVINEEZFE LIEERD 9 b, W OHR & ERskEfE
B BT R OB E ENRVIERIZ, Ay TV
SWBESR OB GIEICEE A v — V& EET 5.
WA A v =V OB WA, BRMAR OB % R H
L7 IENT W EEE, BIEEA Yy -2 EET,
WRIKRDORFELTT5H. 22T, Ry 7811 06K
%, 7 D BITRAPNEERET — ¥ 2ZE LT 5 7ed,
MEEEToRy. M, PRAGEREA Yy E—VEZEL
Toth, WEWMROREEITH. MWELEEIT - KB
KOG, BE LT —FILELBRZONZT — 20N E
END%E, MyIZ 1Ay 7iEWES (Candidatefi — 1) %
LeEmAR L UCHRET D (Algorithm 5 25 28 /T H).
LIZRWT, HBEZHRILTH%, HBHKREFET D
BEICOVWTK 2 ZHWTEHT 5. 7 U RBITHR M,y
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Fig. 2 Identification of the malicious node
X, My A5 LT = VIREDINERERE Y A M X
D, MBRERICADT —HHFTHT 5 My BELO Mg 220,
My M L7 = URITHAR My £ T = VISENEE
SN E TN ENEHT 5. 2 TORKOILEHSS T
HDH My, BEO My #RBIAROBEMET S, K2 T,
7 = U RATIRAR My X, WREKOBEATH DK My O
7T VIGEDOFEELRTH Y, BRHRDGERM TRUVGAR
M3 IZIBEA v —U%EETD (M 1E, Sy 7HRN1
72DT, MAEEETDRY). MEEAvE—VEZEL
7= M3 %, BORSEKOBER My D ORET —2DAaT
Hil (A=7 .98, 91, 86) & My ITEET 5. M3z b
METREA v E—VEZE L My 1E, ZELEA=T
FHl (A=7 .98, 91, 86) LV, My IMBEMERICEE
NHT—HEBEEFELTWDZ EEMERETH. ZN2kY,
My I FELSRIEEIToTWVDEDR, My KWZELE7 =
VIREICE R T — R EENRPo T, KRR
My ThHDERETD.
5. Y2al—> 3 EHE
ARTH, REFEOMRETMOLDIITo72 3 2
L—ya VEROERERT. KRERTIE, Fv hU—7
2 a2 b—4# Qualnet5.2* & v 7z,

51 Y3alb—Y3a i
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