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An Effective Authentication Procedure Considering Security Risks

for Seamless Handover

TAKASHI MATSUNAKA, T HARUKI TZzUMIKAWA !
and KEIZO SUGIYAMAT!

This paper describes an approach of an effective authentication procedure to reduce a han-
dover delay between heterogeneous networks. The two main ideas of this approach are that
authentication information is shared between user terminals and the targeted network us-
ing two hash-chains and the constant expity time of authentication information regardless
of the information possesor’s expity time. This approach applies the concept of Timed Effi-
cient Stream Loss-tolerant Authentication (TESLA) which is used in broadcast packets. This
approach realizes the efficiency of the authentication procedure during handover without re-
ducing the security level of the system. In addition, this paper proposes “pre-auth” type in the
Extensible Authentication Protocol (EAP) authentication process to utilize the authentica-
tion information. Finally, this paper describes about the quantative and quantitative analysis
of this approach. Especially, compared to EAP-Transport Layer Security (EAP-TLS), this
paper confirm that this approach keeps the same security level and reduces an authentication
delay to one-forth of EAP-TLS.
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Fig.1 Outline of the Timed Efficient Stream Loss-
tolerant Authentication (TESLA) protocol.
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Table 2 Comparison of each of the authentication processing time.
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