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Renewal of SSO infrastrcture for lifelong user account and GakuNin
academic federation

Abstract: In 2012, we introduced new lifelong user account KumadailD which is uniquely assigned to indi-
viduals. On the other hand, it has been a problem to support this new account in existing CAS systems where
user accounts are assigned based on roles. To solve this problem, we developed a CAS gateway that enables
users to select their role ID when authenticated by KumadailD. This new lifelong account also enabled us to
deploy Shibboleth IdP to join academic federation Gakunin. In this technical report, we describe the details

of our new SSO infrastructure.
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Fig. 2 Accounts are issued for each contract
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000000 1 eduPersonAffiliation 00O OO

<resolver: AttributeDefinition

xsi:type="ad:Script” id="eduPersonAffiliation” sourceAttributelD="memberOf” >

<resolver:Dependency ref="axioleExternalLdapConnector” />

//00 0000 ,eduPersonAffiliation 0 O 0O AttributeEncoder 00 00 0O

<ad:Script><![CDATA[

importPackage(Packages.edu.internet2.middleware.shibboleth.common.attribute.provider);
eduPersonAffiliation = new BasicAttribute(” eduPersonAffiliation”); eduPersonAffiliation.getValues().add(” member”);
if (typeof memberOf != ”undefined” && memberOf != null ){
count = memberOf.getValues().size(); shibPrefix = ”cn=shibboleth”; shibPrefixLength = shibPrefix.length;
faculty Group="cn=shibboleth:faculty,ou=kugroups,dc=kumamoto—u,dc=ac,dc=jp”;

staffGroup="cn=shibboleth:staff,ou=kugroups,dc=kumamoto—u,dc=ac,dc=jp”;

studentGroup="cn=shibboleth:student,ou=kugroups,dc=kumamoto—u,dc=ac,dc=jp”;

for (i =0;i < count; i++ ){
value = memberOf.getValues().get(i);

if(value.substring(0,shibPrefixLength) != shibPrefix) continue;
if(value == studentGroup) eduPersonAffiliation.getValues().add(”student”);

else if(value == facultyGroup) {

eduPersonAffiliation.get Values().add(” faculty” ); eduPersonAffiliation.getValues().add (”staff”);
} else if(value == staffGroup) eduPersonAffiliation.getValues().add(”staff”);

}
}

1]></ad:Script>
< /resolver:AttributeDefinition>

Jo0o0oo 2 spOo0000OOOOOOOOOOO
<resolver:AttributeDefinition xsi:type="ad:Mapped” id="title—confluence” sourceAttributeID="uid” >

<resolver:Dependency ref="axioleExternalLdapConnector” />

//000000 Gitle 000 AttributeEncoder 000000

<ad:DefaultValue passThru="true” />

<ad:ValueMap>
<ad:ReturnValue>$1,admin</ad:ReturnValue>

<ad:SourceValue>(userA|userB|userC) < /ad:SourceValue>

< /ad:ValueMap>
< /resolver:AttributeDefinition>
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0o0o0oooD 3 ePPAODOODOODOODODODODODOOOO
<afp:AttributeFilterPolicy id="releaseAttributesToExternalSP” >
<afp:PolicyRequirementRule xsi:type="basic:AND” >
<basic:Rule xsi:type="basic:AttributeRequesterString” value="https://serviceURI/shibboleth—sp” />
<basic:Rule xsi:type="basic:AttributeValueRegex” attributeID="eduPersonAffiliation” regex="student|faculty|staff” />
< /afp:PolicyRequirementRule>
<afp:AttributeRule attributeID="eduPersonPrincipalName” >
<afp:PermitValueRule xsi:type="basic:ANY” />
< /afp:AttributeRule>
< /afp:AttributeFilterPolicy >
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