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A Proposal of Security System with High-precision
Detection of Misbehaving Nodes in Ad Hoc Network
and Its Evaluation of Implementation

SHIN YOKOYAMA, 2 YosHikazU NAKANE, ! OsaMu TAKAHASHIT?
and Ercar MiyAMoTo?

Mobile ad hoc network relays packets mutually among users’ nodes in a network without
base stations, which is an essential technology for platform of information sharing space in the
near future. It is close to P2P technology that provides chance to enable novel applications for
users’ communities. However, ad hoc network technology has various issues concerning about
security which come from wireless interfaces, for example, tapping of packets and several
routing disruption attach which destroy networks. In this paper, we assume ad hoc networks
relay packets mutually among users’ nodes, which are used in users’ community, and we de-
scribe attacks for such networks. On the other hand, selfish nodes that have no intention of
attacking networks but take advantage of other nodes and do not cooperate with others, make
network resources unavailable for legitimate nodes. This problem is categorized as a security
issue. Therefore, we propose a security system “witness method” based on mutual watching
that detects and excludes such illegal nodes and evaluate the method as well.
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Table 1 Misbehaviors in ad hoc networks.
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Table 2 Defence method against misbehaviors and their

features.
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Fig.1 Situation of packet transfer.
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Fig.5 Situation of mutual watching in packet transfer.

oo BOOOOOOOOOOOODOODOODOODOO
00o00oDooO00000goooooooono Aoodo
000 BOOOOODODOOODDOODDOOOOO A
OoooBOOOOOOOOOOOOOOOOOO
00000000 A0D00OoO0OOo0ooooooO B
goooboooooboboboooooboooooooo
goo
(2) witness 00
000000 witnessOOOOOOOOO0O0O0DOO
O0ooo0obO0Oo0o0O0o0o00OWitnessOOOOODOO
gooooboooooobooooooooooooon
ogo
Watchdog 0000000 (1)0 3-2)000000
oboboooboooboobooobobOOonUdwitness
goooooobooooobooooooooooooo
gbobobdooooboooooooooboooon
oo
gboooooobooboooooo1000000
gooooooooooooooooooobo 1000
ooooooooooboooooobooboono 2o
gobooobooboooboboboobuoobooboo
goboboooboobooboobobbooooo
gobobooooboobobobobboobooo
gobood
o0o0oo0o0oO0osOooooooooooooogd b
oodobOdaabO0OboocObDObOCbObOOOOoOoooon
oooooOwOOODOOD bOOOOODOOOOOO
Oa000000000
1) 000 aa00000000000000DbBOODO
oo0o
2) D0O0bOOOODOOOODOOOOOOO O
poooo

ooooooooobooooooooooOoOooboboooooooon 643

source destination

a

=

watch timer

|

report relay
status of node b

decision

06 Witness 0000000000000 O0ODOODO
Fig.6 Decision of selfish behavior in the proposal
method.
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Fig.7 Summary of decision method.
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Table 3 Simulation parameters.
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Fig.8 Node density vs. route reachability.
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selfish nodes.
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Table 5 Result of macro model.
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