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False Event Detection in Wireless Sensor Networks

Yuicar SEr'! and SuiNicHr HoNIDENTL T2

In a large scale sensor network, sensor nodes have a high risk of being captured and com-
promised. A compromised node can be used to generate false events. Such false events can
deceive the user into wrong decisions. They can also waste a significant amount of network
resources. Related works have problems; some works lose correct events stochastically and/or
need to use their original routing protocols only for their methods. We propose a new method
for detecting false events, which does not lose any correct events and does not specify any rout-
ing algorithms. Moreover, many security designs can address only a small threshold number
of compromised nodes; the security protection completely breaks down when the threshold is
exceeded. Our proposed method can achieve resiliency against an increasing number of com-
promised nodes. When we set the probability of losing correct events to 1%, our proposed
method can detect more false events than related works do. We show this by mathematical
analysis and simulations.
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Fig.1 Example of sets of event detection nodes (T = 3).
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