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Proposal of proactive firewall system in cooporation with DNS and
OpenFlow switches

KIYOHIKO OKAYAMA™ NARIYOSHI YAMAI'™
GADA'' TOMOKAZU OHTSUKA!

In this paper, we propose a proactive firewall system which introduces client’s IP address notification function into DNS and
dynamically controls communications going through the firewall system, since almost all TCP/IP communication perform name
resolution by DNS in advance. With such a function, this system can identify whether each communication flow is trusted or not.
Consequently, the proposal firewall system allows trusted flows to go through bypass route of higher bandwidth without packet
inspection and otherwise makes untrusted flows blocked or restricted by packet inspection, so that the firewall system totally
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performs higher throughput.
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Figure 1 Assumed network environemnt.
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Figure 2 An example of system structure
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Figure 3 An example of system structure with NAT routers.
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