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A Study for Spam Activities of E-mail Address Harvesters and
Spammers Using HoneyPots
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Spammers send a large amount of spam to a large number of the e-mail addresses using botnet. End-user computers infected with
a bot sent 81.2% of all spam. The following activities are important in spammers. (1)To obtain e-mail addresses for spam targets.
(2)To manage the botnets for spam sending. Our research purpose is to study the activities of e-mail address harvesters and spam
bots from access log of honeypots. In this paper, we investigated the botnets activity focused on spam activity with e-mail
address harvesting and spam sending.We investigated botnet activities from the activity base in IPv4 address space of spammers
and e-mail address harvesters, classification into botnets, and access frequency to the honeypots.We represent a mapping of the
first and second octets of IPv4 addresses of botnet onto the Hilbert curve. The Hilbert curve visualizes the IPv4 address space in
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2-dimensions. This curve keeps adjacent address physically near each other. If IP addresses appear in the vicinity, the IP
addresses might belong to the same botnet. As a result, we verified one of features of botnets that amount of access from

consecutive IP addresses have visited in short term.

1. [FL®IZ
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