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Abstract: The number of applications on Android has increased with the popularity of smartphones, and
the number of malware on Android has also increased. However it is hard to analyze all of the applications, so
we need to narrow down the huge amount of applications to only the suspicious applications which should be
analyzed. In this paper, we propose the automated method to narrow down by comparing graphs which are
generated by control flow analysis. There are cases where different instruction sequences which are generated
from small difference in the source code or environment of the compiler, even though they have the same
function. We extracted features which are independent from instruction sequence. And we have an increase
in speed of comparison by using the canonicalizing graph we need only compare the adjacency matrix by
determining the order of the node as much as possible. Finally, we could narrow down applications by using
automatically generated definition files.
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Table 1 Decompiled Method

public boolean canwe() {
boolean vO;
String v12 = "was";
String v9 = "no";
Cursor v8 = this.db.query("tablel",
new String[l{vi2},
null, null, null, null, null);
if (v8.moveToFirst()) {
do {
v9 = v8.getString(0);
if (v8.moveToNext()) {

continue;
}
break;
}
while(true);
}
if(v8 != null && !v8.isClosed()) {
v8.close();
}

if (v9.equals(vi2)) {
vO = false;

}

else {
v0 = true;

}

return vO;

*1 http://code.google.com/p/smali/
*2 http://www.android-decompiler.com/
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Table 2 Inclusion Degree and the Number of Apps
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Fig. 5 Distribution of Inclusion Degree
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