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User Moves Across Domains At Internet Mobility
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The Internet is a multi-domain environment that consists of a lot of administrative do-
mains such as Internet Service Providers. In such an environment, fast authentication is
required when a mobile node changes its attachment point to the Internet. This paper pro-
poses a fast authentication protocol called XD-AUTH that supports inter-domain handover.
XD-AUTH combines CARD (a protocol resolving the address of the next access router) and
DIAMETER/PANA (protocols transferring authentication data). In conventional protocols,
authentication processing takes long time because it includes message exchanges between dif-
ferent domains. In XD-AUTH, authentication processing requires message exchanges between
the mobile node and the access router. XD-AUTH was implemented on FreeBSD. The mea-
surement results in our test network show that the authentication time is 10.22 msec when a
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mobile node executes an inter-domain handover.
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Table 1 The specification of each machine.
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