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Evaluation and Improvement of Digital Watermarking Algorithm
Based on Cryptographic Security Models

SaTosHl KANEKOT! and HIROSHI YOSHIURA 2

Existing digital watermarking methods base their security on the assumption that their
embedding and detection algorithms are kept secret. These methods are inconvenient, how-
ever, for public review and wide uses. A watermarking algorithm that can be open while
maintaining its security is therefore needed. To establish the open secure algorithm, this
paper proposes security analysis models for digital watermarking based on the analogy to
cryptanalysis models. Using the proposed models, the Patchwork algorithm is analyzed to

find its weakness and is improved.
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Fig.1 Asymmetric digital watermarking protocol.
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Fig.2 Example of watermark embedding.
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Table 1 Correspondence between cryptography and
digital watermarking.
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Table 2 Security model of Patchwork algorithm.
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