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Comparison of Outlier Detection Methods in
Fault-prone Module Detection
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and KEN-1CHI MATSUMOTO'!

The goal of this paper is to improve the prediction performance of fault-proneness models
by removing outliers from a dataset used for model construction. We experimentally eval-
uated the effect of four outlier removal methods; Mahalanobis Outlier Analysis (MOA) and
Local Outlier Factor Method (LOFM) which are well-known outlier detection methods for a
single sample, and Rule-Based Modeling (RBM) suitable for two samples, and Cross-Class
Mahalanobis Outlier Analysis (CC-MOA) proposed in this paper. In the experiment, we com-
pared MOA, LOFM, RBM and CC-MOA each applied to three well-known fault-proneness
models (linear discriminant analysis, logistic regression analysis and classification tree) using
three NASA project datasets. As a result, three outlier detection methods excluding LOFM
improved F1-values of all fault-proneness models for all datasets. The average improvements
of Fl-value by MOA, RBM and CC-MOA were 0.139, 0.137 and 0.123 respectively.
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Fig.1 An example of Mahalanobis distance.
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Fig.2 An example of local outlier factor.
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Table 1 An example of Boolean rules for Rule-Based

Modeling.
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4 (x1 > c1) A (2 > c2) = fp
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Fig.3 An example of Cross-Class Mahalanobis Outlier
Analysis.
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Table 2 Summary of datasets.

KC1 JIM1 PC5
0oooooo | 2,107 10,878 17,186

Fault 00000000 | 1,782 8,776 16,670
Fault 00000000 325 2,102 516
000O0oo0o0O0O0ooo 21 21 40
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Table 3 Source code metrics in each dataset.

KC1 JM1 PC5
* *

Branch count

Call pairs

Condition count
Cyclomatic complexity
Cyclomatic density
Decision count

Decision density

Design complexity
Design density

Edge count

Essential complexity
Essential density

Global data complexity
Global data density
Halstead content
Halstead difficulty
Halstead effort

Halstead error estimation
Halstead length
Halstead level

Halstead programming time
Halstead volume

LOC blank

LOC code and comment
LOC comment

LOC executable

LOC total

Maintenance severity

* X X X X X K X ¥ Kk X ¥ ¥
* X X X X X K X X Kk X ¥ ¥

Modified condition count
Multiple condition count
Node count

Normalized cyclomatic count
Number of operands
Number of operators

* X ¥ ¥
* X ¥ ¥

Number of unique operands
Number of unique operators
Number of lines

Parameter count
Pathological complexity

¥R X K XK X X K X X ¥ K X X K X X X K X X K X X ¥ X X X ¥ X X ¥ ¥ X ¥ ¥ ¥ ¥ ¥ ¥

Percent comment
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Table 4 Classification of detection results.

ooo
fault 00O fault 00O
ooo fault 00O nii ni2
fault 00O nai na2

4.2 00O00O00OO

0000 NASA/WVU IV&V Facility Metrics
Data ProgramOMDPOODOOOOOOOOOOO
0¥ Ooooooo0o000000000000 30
00000000oooooo KeioJMiopesod
000*0000000000000 20000000
0000o0ooooOo0oOoooooooooooooono
00 300000300*x00000000000
000000oo0o0oooOoooooooooooo

0000d0faut 00D OO0DOODOODOOODOO
0o0ooooooooooooooooooooono
goooboooooooooobooooooooo
oo20000000000C00DOODOOOOO
oooooooog

43 0 D0OOO

Fault-prone 000000000 ODOODOODOODO
0000000000F109 0000000000
faut OO0 O00OO00OO0OOOOODOOO0OO fault-
prone 0000000000 O0OOO0OOOO400
doooooobooooooooooooa

n22
n21 + Na2 5)

00000d fault-prone 0O OO0 O0O0O0OOO
000000 faut 0000000000000 Og
ooooooooboooooboo

Recall =

. (6)

ni2 + n22
00o00o0o0o0oooooooooooooooon
dooddooboooooooooooooooono
0d0o00Od0bOo0o0oooooooboOoooDO Froooo
Jdo0o00odbOO0od0oFrF100bDoOOoobOOooooooo
2 X Recall x Precision
F-measure = Recall + Precision (7)
30000o0oUoOo [o,]]oo0ooooooon
000oooooooooo

Precision =

x1 MDP OOO0OOO0O0O0DOOO0OODOOO0OODO PC20O
MClOOOOO0OO0OODOO0OOOfault 00000000000
0ooooo0oooooD1% 0000000000 oooooo
oo



1346 ooooooooo

4.4 0 00OO

4.4.1 0O0O0OOOOO

0000000000 6Mmoad OormO Occ—moal

000D000000000oooooooooooog

00000000000 00o0oooooooooog

000o000bO00D0DbOOo0D F1oooooooo

0000000000 dfault-prone 0000000

o0ooO0OoUooooooboooooooooooog

ooooooooooooooooogo

Step 1. OO0 DODOOO fit OO fita O fitg O 2
O0oo0oooo 2000040

Step 2. fita 000000000000 OO0O fit),
oooooo

Step 3. fit, 000000000 DOO0ODOOO
Step 4. fitp 00000000 DOOOOOOOO
gooooood

Step5. 0O0DOOO0OOODOStep 200 Step 40
ooooo

Step 6. Step 100 Step 50 1000000O0OF1
000D00o0oooooooooooooooog
gooooo

4.4.2 0O0O0OOOO

441 00000000000000000C00O0

fault-prone 0000000000 O0O00OOOOOO

120000000000000000000000

gooood

Step 1. 0000000 OODODODDOOO fit 0O
00000 testd 20000000 200000
Step2. fat 00 O0O00ODO0OOCOOCOOOOOOO
0000000000000/ 000000
Step 3. fit' 00 O0O0O0DO0OOOO0ODOOOOO
Step 4. test 0000000000 OOOOOOO
ooooooo

Step 5. Step 100 Step 40 1000000000
JddoOoODbOOo0oOoooFr1ooooooooa
gooooo

5. 0000

5.1 OOO0OO0O0OO0

44100000000000000C0COOOOO
0000oo0oooOos0000PCSO0000 LOFM
gobObOoooooboooobooboooooooobooo
000000000000 000000LOFM O

*x1 Pentium 403GHz 00000000 10000000000
gooooooo

Mar. 2008

05 00000000000
Table 5 Thresholds determined in preliminarily
experiments.

poooo goooooo ooo
oo gooo
KC1 Onoa 0.3 0.3 0.4
OLorMm 1.2 1.2 1.2
fcc—moa 1.3 1.2 1.2
JM1 OnoA 0.3 0.3 0.4
OLoFM 1.0 1.0 1.0
fcc—moa 0.4 0.8 0.8
PC5 OnvoA 9.8 5.7 2.3
OLoFMm — — —
fcc—MoA 0.7 0.9 0.5

Oo0O0O0oooo0ooooOoOooooOooopes d
goooooooboooooboooooboobooo
gob00ooooooooooooboboooooooo
RBMODOOOOOODOOOOOOOOOOOOO
gooooooboooooboooo

Os5000KC1IOJM1IO0O0O0OO0OO0OO0OOO0OO
ooobooboooooooocooobooboooooo
ooopC 00000000 OO0OOOOOOOOO
oobobooOoooooooooooocooobooo
dtoddodooooooooooobobooobooooo
oooobooooooooboboooooooooo
goooooooooobooboobooooooooo
ooboooobooooooooooon

5.2 O00O0O0O0O0O

442000000000000000000 KC1O
JMIOPC5 0000000000 600 700 80
gbooooboooooooobooooooobooo
goboooooooboobooooooboooboooa
5%000000000000000000O0U0ODODOO
ooooboooooooobooboooooobooooo
ooooooooooooboooboboooboonoooon
ooo0otoooobooooooooooooooooo

5.2.1 0O00OOO0OD0OOOOOO

06000000 KC10O0O0OMOAORBMOCC-
MoOAODOOODODOOOOOOOOOODOODO
O0000-0.0430-0.33300 0000000000
oooooo+0.0990+0.538M00oooooOon
00 F10000000+40.0420+0.1880 0000
O0JMIOO 7MPCO0 8MIOOODOOOOOOO
OoooooLoFrMOOO00OO0OO0O0OO0OOO0OODOOO
gooobooooooobooocoooboooboooon
ooorigooooooooobooobobobooon
OooOoOoOoMOAORBMOCC-MOAOOOOOO
goboooooooooobooboboooooobooboboo



Vol. 49 No. 3

06 00000000000 OOODOOOOOOOOKC1O
Table 6 Result of outlier detection for dataset KC1.
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Table 8 Result of outlier detection for dataset PC5.

oooo ooooooo ooo oooo ooooooo ooo
oo oooo oo oooo

ooo ooo 0.277 0.154 0.241 ooo ooo 0.538 0.182 0.369
MOA 0.376 0.389 0.378 MOA 0.538 0.352 0.618

LOFM 0.276 0.160 0.301 LOFM — — —
RBM 0.622 0.692 0.711 RBM 0.747 0.824 0.820
CC-MOA 0.743 0.479 0.640 CC-MOA 0.743 0.742 0.602
ooo ooo 0.557 0.652 0.483 ooo ooo 0.393 0.615 0.542
MOA 0.452 0.452 0.440 MOA 0.413 0.5238 0.415

LOFM 0.515 0.625 0.460 LOFM — — —
RBM 0.342 0.389 0.314 RBM 0.361 0.309 0.298
CC-MOA 0.344 0.581 0.301 CC-MOA 0.344 0.298 0.415
F10 ooo 0.367 0.247 0.317 F10 ooo 0.454 0.279 0.437
MOA 0.409 0.416 0.402 MOA 0.467 0.420 0.493

LOFM 0.356 0.252 0.357 LOFM — — —
RBM 0.440 0.435 0.434 RBM 0.487 0.449 0.437
CC-MOA 0.437 0.405 0.407 CC-MOA 0.470 0.424 0.490
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Table 7 Result of outlier detection for dataset JM1.
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Table 9 Percentage of removed modules (%).
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KC1 | MOA 20.3 37.5 27.7
LOFM 55.5 55.5 55.5

RBM 30.3 30.3 30.3
CC-MOA 74.0 71.6 71.6

JM1 | MOA 32.6 32.6 23.6
LOFM 37.9 37.9 37.9

RBM 33.1 33.1 33.1
CC-MOA 69.5 80.5 80.5

PC5 | MOA 0.7 1.4 5.5
LOFM — — —

RBM 6.9 6.9 6.9
CC-MOA 18.7 21.7 11.2
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Fig.4 Histogram of all modules in a fit dataset.
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