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Distributed Denial-of-service Attack Avoidance Method Using Proxy

MakoTo Kavasuimahi2 and Tsutomu MATSUMOTOT2

On Internet-based networks, defending networks against attacks, particularly denial-of-
service (DoS) attacks, is becoming important. DoS attack methods can be classified into
two types: the first type uses a security hole in a target host, and the second type exhausts
network bandwidth by sending a large number of data packets to a target. The second type is
becoming more of a problem because distributed DoS attacks are now taking place. We have
developed a method that reduces the severity of distributed DoS attacks. Our method uses
two mechanisms: an “path traffic estimation mechanism”, which works by combining one-
packet and packet-pair models; and a “substitution path construction mechanism”, which
uses a tcp-proxy. We demonstrated that “path traffic estimation mechanisms” effectively re-
duced the severity of a simulated flood attack. And we demonstrated that “substitution path

Mar. 2008

construction mechanism” is more practical than usual method.
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Fig.1 Relation of RTT and Psize.
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Fig.2 The case of few attack packets.
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Fig.3 The case of many attack packets.
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Fig.4 Overlay network by proxies.
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Fig.5 Simulation model.
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Fig.6 Simulation result when the length of attack packet
is 64 bytes.
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alternative path.
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