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An Improvement Method of Communication Efficiency
with Avoidance of Duplicated Encryption on Wireless
LAN Environment

K1yOoHIKO OKAYAMA, ! Narrvosar Yamar! and Kerra Kawanof!

On IEEE 802.11a/b/g, the most popular standards of wireless LAN networks, encryption
functions called WEP (Wire Equivalent Privacy) or WPA (Wi-Fi Protected Access) are used
for preventing malicious users from both eavesdropping and unauthorized access. However,
along with end-to-end encryption, WEP and WPA have large overhead due to duplicated
encryption. In this paper, we propose a method to reduce this drawback. On this method,
a wireless client can choose packet encryption or packet authentication in its wireless LAN
automatically depending on whether end-to-end encryption is performed or not. With packet
authentication in case that end-to-end encryption is performed, we can improve the commu-

Mar. 2008

nication speed on the wireless environment while preventing invalid access.
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Fig.1 Duplicated encryption in the wireless network.
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Fig.2 An example procedure of packet authentication.
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Fig.3 The system structure of the proposed method.
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Fig.4 Block diagram of the experimental system.
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Fig.5 A tunnel for encryption in the experiment system.
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Fig.6 A tunnel for packet authentication in the
experiment system.
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Fig.8 The experiment network.
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Table 2 The result of the openssl benchmark.
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