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Abstract: Biometric authentication based template protection has attracted attention in the past decade.
However, in the discussion on the security of these systems, the content of biometric information is assumed to
be sufficiently large and it has not been considered that genuine biometric information can be easily guessed
from a compromised protected template due to the correlation between biometric samples. In this paper,
we thus focus on the biometric cryptosystem using a fuzzy commitment scheme and evaluate the security of
the protected template with consideration of the correlation between biometric samples. The FCS creates a
commitment by binding a biometric bit string, which is generated from biometric samples a user presents,
with a codeword of an error-correction code by using a bitwise XOR operator and stores the commitment
in the system as a protected template. It is firstly demonstrated in this paper that there is any correlation
between bits on a fingerprint bit string by evaluating information content in a fingerprint bit string on the
basis of an evaluation method using quadratic Renyi entropy. Additionally, a decodable biometric dictionary
attack (DBDA), which is an impersonation attack taking advantage of the correlation, are proposed and the
security against the DBDA is theoretically and empirically discussed.
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4. FCS T 5H=E

AREETIE, FCS #7724 X b v ZEFFI2BWT
I3y M AV IRERLZBISEZY S S, ¥y NEOH
BIMEIC X D AR E Y RHIE LTEY D 538 — B
TAHZERFA LY AT LANO DT LICHET S
BRI OWTIRRS, 72720, KL Tlx, £45
AT DRE SN T B Al D AR SRR S -
DA Iy b AV FEFH L2 [12], [25] IR LT,
B—DY AT LI T EHEORIIONWTERT A, L1
DoT, ELZIIY P AY NP STLOEMAERYE Y Ml %
SEEETLT A2 ERENERT, RV AT LAANDRY
FTELICHRIIS A 2 LD R AR Y v MlOHE 2 HIY
ES A, F, WERKICII Y MY NOWIEB L OEE
Bl TN Twawnwbo 354, 9, RETREST LI
B OB O 72012, FCS IZh§ 5 —izi 7%
WA L LT, 41 FIZBWT, ARE y MHIZER
DK = S %FIH L 72 Biometric Dictionary Attack (BDA)
ZRL, 42 8IZBWVT, FElEMoRE 2L
Exhaustive Codeword Search Attack (ECSA) #/R§. £
LT, 438I2BWT, Hilohy®hB:L LT, €y NEO
MBEMEIC L ) R Y FHIOTRTONY — ki L %
VAR Y v MIEIICE ENAM S hOFF5RE IR
NETIETRE L FEDOEM WA T 5 Z & % FH L 72 Decodable
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Biometric Dictionary Attack (DBDA) %f2%3 5.

4.1 Biometric Dictionary Attack (BDA)

BDA OBUETFNEE LLTFI2RT.

(1) VAT LTHHER TV S TS 7 1 OEEEHRT—
¥ X—=ADB={f1,....[n} EHEL, DB»5>7 >
¥ L2 1 D QU ERE f* & L GRIRY 5.

(2)21 HITRLAZBEBRBOFIELICBWT, BESSR
=RV TEL, fFRI7ITAT Y MIATTS.

(3) BAEBBOFIE412BWT, FBREH — /3% Accept &
WA I BRI & 5.

4.2 Exhaustive Codeword Search Attack (ECSA)
ECSA OWBEFIRAZ L IR, 72721, WEHRITRRD
FTERF ST 5587 A =% LERSHENEZ M > T b

bOLT 5.

(1) 2" HOBFERERM C 25 T ¥ ¥ L1211 D% BRI
FEg ot L LCEINT 5.

(2) BEBROTFIEIIZBWT, 7947 Y NAD % ¢
WS EAT A, b L e DNy ¥ afli h(c*) &4
ECREEEY — NIZEE T 5.

(3) BABBOFIE412B VT, FEAEH — /3% Accept &
BETBER I & T 5.

4.3 Decodable

(DBDA)
HHL—=FDII Y FAY D 2=bBc DM LD

DBDA OWETFNEL LT IZRT.

(1)BDA L[ABICY AT LA CTHHENTWAEES Y T4
DEKERT — ¥ N~ A DB = {f1,..., fn} 2 W&
T 5.

(2) fi e DBHSHEy Mylb; RAERKL, b EHIFLT 2
& OPHUAIFRELA b; @ 2 123 L TR FTIEIE 5L e
Y. SOLE, b @2 TS PDHTIEIHET S
NBEGE LRI L TS I S N WA
H5.

(3) FIE212BWVT, b @z BMIS 2O FREIHETT SN
78t f BRI R ARG ]RT — % X— A DB
WA 5. FIE2BLOFIE3IZTRTO f 1220
TAT9).

(4)DB 55 ¥ ¥ L2 1 DR YCEMARER f* L LT
BIRLCT, MABBOTIHLIZBWT, 22%%Eh:
I—HIZRDTEL, ffRI7TAT Y MIATTAS.

(5) BABROTFIE 412 BT, ZBAH — /355 Accept &
WATHERI LT 5.

Simoens 5 % Kelkboom 5 (&, [[]—®D K2 5 ERK &

NHEHEOT I v~ A 2 b OB DI BT,

DBDA s FU O &IZHED s u A~ v F ¥ 7RI Decod-

Biometric Dictionary Attack
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ability Attack |2#& H L Tk 2 BH L T\ % [12], [25].
H:12, Kelkboom 513, ME4HE~DMHL LT, 23 v b
X/F%Wﬂ¢5m&E%E/bﬂhﬂbfgjpﬁﬁ%
M HEERELTVD, LALEDS, KWBRENSE Y b
BIEAT D 720 DERATH % 5> TV 5354, Kelkboom
5D)ETIEIDBDA 2 CZ L IFTE 2\,

5. X2 UTr19H

4 BTRLIEZNENOHREUIN S D ZEMIZONT,
I, 51HIZBWT, BROBRERE MEIZ L% L
RAT, 52HIlCBWT, Y Ialb—Ya MFERERZRT
EEAIZEHI S 4.

5.1 BHRINEE

RETIE, EFREHRHOMBEEOFED 1 DL LT, £
R Y MIIDOTRTONY — 295 B ={0,1}" LIZ—FkiC
GRS, ERERENE DO TRV SY — U DFAET 5
BEEERD.
H BDA

BDA OBCERIIMERIZ, AERGRREOREHENY 7 K5 FERFAli
JED 1D TdH 5 False Accept Rate (FAR) &—39 % [26].
ZZT, B LOMEEERONE ) MHEEBEK pp(d) 2 HWVT,
BOWSESB=1{b|psb)>ecbec B} %2 5%. Eik
oy MIBOMBEESKE VL &, B =271 B =2" &
DINSWiER &%, 72721, B EORERERIE I

ﬁE’) ERET A, ZOEE, FARIE, {0,1}" 6T 0%
WCEIRL 725 2 2 VT, KA THEES.
_ 1B
FAR"W%}%xeB) (15)
|B:(b)|
= = 16
Bl (16)

Bi(b) 1&, b AL E T 248t ORBERONMICH 2 ERE v

Mlost, Fhbb, Bib) = (¥ | b <t c B}
L5,
H ECSA
ECSA OB Ppesa (&, HFoaE2ER C DRE
X0l = 2% FHNT, KRNTEED,
1
Prcga = 7 P@ed (17)
1 1
=T (18)
Il DBDA

Cilc) DA FE e ClZOVTRYETIETRERFEDE
&, $hbb, Clc)={z|||cpz|<txze{0,1}"} &F

%L, DBDA OWEBEIIHER Poppa (TRKATEES.
_ |B:(b)]
Pospa = 2" Pz ®z €, Cilc),x €B) (19)
|B:(b)]
T 20 Pz € U, Ci(c) N B) (20)
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7e72L, X (20) 1F, MEHEOMZEICLY, BEB% 2
ﬁU?ﬁ%@Lt%ﬁuﬁwT,ﬁ%#@ﬁ%%~#@ﬁ
Eﬂ%&%@%ﬁ@ﬁwéﬂAﬁ IFHE L RDIEER
FELTWw5 [13]. 22T, BDA BLUECSA &L 0%e
u@#a%%%%%ﬁkﬁét 12, FAR B XU Pgega
DB VN T A=FICERT 5. 72721, dEmr
HICTAH7-012, BIZ&EIENL 2" HOTNTONY — >
A5 B OERTZER {0, 1} LICHET 5 EETH. DL
X, BIZHENs coOMsr 28 (k<k) &35, 3 (16)

BLUA(18) &V, Ppppa lFRKATHES.
Ppppa =~ FAR - i (21)
Bt (b)] - 2"
~ (PEC'SA)% (22)
R (21) O |B,(b)] - 2% 1F, HARY v MFIZRRI &R FTIE

TR FED D ER AHBORESEZ/RLTEBY, B L
W EDFFREICOETL SN VEVFET 254, B £
DRSS B LIEHOLNTHL., EHXELDOHMBIRY,
FCS # WA+ 2 b v 7B BT, PR
RHEOD, HRE Y MIOTRTONNY =V Zf L0
o aBlCRa ) GTIE W RE 2 el 22 A0 5 RIS E L v, L
72755 TC, R (21) £V, Ppppa lT¥y FHEOHBMECD
Pb63, FARLXDDLTEL A L0 hh. $72,
A (22) £V, ¥y MREICHBEMEA RV E Z1E, DBDA O
AL ECSA L RETH 575, €y MEOMBENEIC X
DHARE Y MIZEORE OISR, BigIns
c DI T HIZONTHKRT 52 ennnrsd. K (22)
Dk/k\E, B BIZETNAMEDO/FFEICHEYFIE
THERFEDOEHOKE SDILE BANTE L., ZD7D
Bﬁ%ﬁ%ﬁ{auﬁt~ﬁb&w;5&@%&§ﬁ%ﬁ

Fl2BVTYH, EEREy MIIEROKRE SDVNE R
D BIZEENLME 2 OfF5REICRE Y BTIET B2 3 D 22
BDOKE EDVNE L 2T, DBDA OAEREIE ECSA X
D\ rbenwz s, DXy, €y MEOMEMIZ X
D, HREy ML LTEBIZED D 588 — Y EDSEAD
I 54, FCS %4k, DBDA 12X, #Ek® BDA
L ECSA LHEBLT, SHIKTTALEEZOND.

5.2 TeMFHAER

FCS % JHW 7284 F A D) 755 % 48R0 EE 8
L, 4 BCRLABRITT 2 LeMrE E%:ﬁﬁ?é.

RIEBRTIE, 3.3 B OMEHEFMELR & FAIZ, Tuyls
SO v MRV N F A M) v 25 8] &5
flixt g e Lz, F£72, (n,k, dopin)- IG5 L LTHTE
n=127 D BCH 5 x il L, HHRis5k k18, 15 &%
&7,

Fz 112, BCHfFFDOK/8T 2 — 5 (HIZBIT S FAR,
Ppcsa, %5 W Ppppa PEERT. $72, ZFMEL L
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x 1 BCERIMER
Table 1 Success probabilities of attacks.

(n, kydmin) | (127, 8, 63) (127, 15, 55)
FRR 0.0118 0.0296
FAR 0.00180 0.000360

Prcsa 0.00391 3.05 x 1077
PpBpa 0.207 0.0496

T, AARFRREDIEMEN AFEFMIR D 1 D TdH % False
Reject Rate (FRR) Zffitd % [26]. £H5D/¥F A —
FREIZBWT D Ppppa DIEIZ FAR & Proga D% R
EL b AFERER 572, LT, 51 HTRLAZL
IS, €y MEHOMBEMEIZ XY, EBIZAEAKE Y kL
TLN D BN = VM T 236, FCS ORI,
DBDA I2& Y, fiE#® BDA % ECSA &It L T, &L L
BTThEnz5, F72, 33HOERKERELY, oy
FRIZERIICIE 2 ROy — VT B EEZ BN D,
O, TNLDONY — UHPFAET B EBOZER I,
oR=A4K/12T O FFEDEAET B LAE L7298, Ppapa
i, 5.1 80 (22) &0, (n,k, dmin) = (127,8,63) D & &
130.147, (n,k, dpin) = (127,15,55) O & &1 0.0273 & 7%
b, ELL0RTX=5DEES, £ 1 DEPSKE A
NBLDTIERVD, EFEOHBRLLeRKEWEE -7z
g, 2M DT RTONY =T L IR E v b
FIZef D422 {0,114 FICHFET A2 TldR <, &
DRl G WERBEDOTITHEET 5720 L E 2
bNb. 72721, TOBMBEREHE TSI LIIEST
d 7 \W7z®, ERSIZ DBDA 23 5 FCS D% 4 % 3
THEL, MEROLEMFHMIO & 9 12T RT & BEEREEAG 2
JHAHDTIE % {, FRR = FAR O & Rk AL D%
B 2 £ RETHDH LV D,

6. BhHYIC

KT, 77V — MRERVERZRIEO— A TH
% Fuzzy Commitment Scheme (FCS) % JJW72/84 F 2
M) ZBEFICER L, EREHRE OB Z ZE L TR
W TV — N oREE R EENICEHE L 2. FCS &
WSS A Ry 2 BT, AERER2 S E Y Ml
AL, B0 ETIERF 5 OfF5aE & OPHMER G EA 2 5HE T
LT LICEY, ZatEERL A, 22T, AT
&, 9, € MEICHBIEORR 2 TREME D S W IRRUE )
WCEHL, By MO 2 KD Renyi T~ bHE—% %
EWICEHET 22 128D, BEfFo Yy MERTFETIE
FRRUEROFE DM T ICBRETE T IR E v
MIZEH DR S SPHBHRGE LV /NS nb %
O L. RNT, Ry MIEBOKE SHVNE
K BBEAR LDV TELICET A7 BmE L
T, Decodable Biometric Dictioary Attack (DBDA) %42
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L, ENOOBWIIT ALt B EsT 5 L
EBIT, Y Iab—va YEERERZ TERNICEHE L 7.
ZFORE, ¥y MEOMBEMIZX Y EERE Y FHIZEROK
EEPHEWN R L X2 L) NS B DBE, FCS 0Re
&, DBDA 12XV, kD FCS (23§ 5 —f i 7 BB )5
FEHEBLT, ZBLIETTAL VI HMREETVS,
F72, KX TITRRVETIER S & L THIERF G 24 &
LTwaDs, ERIEASE MW FCS W opREs
NTW5 [27]. 4H%IE, KXo % IR 2 v
FeHACHR L, [FARIS, ARy MR OAHBEEA I
TR DBDA 1T 2 L& EZHL2IZ L Tw L,
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AW T, Fuzzy Commitment Scheme (FCS) % Fiv»
ToNAF A M)y Vs OEEMEOTHFHliZT>T\nb,
T, FHODPDRENICEEL TN A 2KD Renyi = b1
Y — % WG Ra st i T ic o &, BRI RUE#®
DOEHE % FwmlICEHE L T, AREHRE IR A DS
HHIEERLTWS., 72, FCS ZHW/zN 4 F X b
)y ZEFIZBWC, FRROMEEERIH L0 3% LK
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