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Abstract: We propose new construction methods of secret sharing schemes realizing general access structures. Our
proposed construction methods are perfect secret sharing schemes and include Shamir’s (k, n)-threshold schemes as a
special case. Furthermore, except for some access structures for which the efficiency is the same as the previous ones,
the proposed construction methods are more efficient than Benaloh and Leichter’s scheme and the scheme I of TUMOS.
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1. Introduction

In Shamir’s (k, n)-threshold scheme [1], every group of k par-
ticipants can recover the secret K, but no group of less than k
participants can get any information about the secret from their
shares. The collection of all authorized subsets of participants is
called the access structure. A (k,n)-threshold scheme can only
realize particular access structures that contain all subsets of k or
more participants.

Secret sharing schemes realizing more general access struc-
tures than that of a threshold scheme were studied by numerous
authors. Koyama proposed secret sharing schemes for multi-
groups [2], [3]. In his schemes, a secret K is divided twice
In 1987, Ito, Saito and
Nishizeki proposed a secret sharing scheme for general access

by using (k,n)-threshold schemes.

structures [4]. Their scheme can realize an arbitrary access struc-
ture by assigning one or more shares to each participant. In 1988,
Benaloh and Leichter proposed a secret sharing scheme for gen-
eral access structures based on a monotone-circuit [5]. In Ito,
Saito and Nishizeki’s scheme, the shares are obtained by only
one (k, k)-threshold scheme based on unauthorized subsets. In
contrast, many (k, k)-threshold schemes are used to obtain shares
based on authorized subsets in Benaloh and Leichter’s scheme.
Usually, each participant is assigned one share in many se-
cret sharing schemes, including (k, n)-threshold schemes. On the
other hand, secret sharing schemes for general access structures
are realized by assigning one or more shares to each participant in
general. In the implementation of secret sharing schemes for gen-
eral access structures, an important issue is the number of shares
distributed to each participant. Obviously, a scheme constructed
by small shares is desirable. However, Ito, Saito and Nishizeki’s
scheme and Benaloh and Leichter’s scheme are impractical in this
respect when the size of the access structure and that of the adver-
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sary structure are very large, respectively. For example, when we

use these schemes to implement the access structure of a (k, n)-
n—1
k-1
Of course, only one share is distributed to each participant if we

threshold scheme, each of n participants has to hold ( ) shares.
use Shamir’s (k, n)-threshold scheme.

A secret sharing scheme which is always more efficient than
Benaloh and Leichter’s scheme was proposed (TUMOS) [6]. This
scheme is also based on authorized subsets. On the other hand,
secret sharing schemes which are always more efficient than Ito,
Saito and Nishizeki’s scheme were proposed [7], [8].

In this paper, we modify the scheme I of TUMOS [6] and the
scheme of TOS [8] and propose new construction methods of se-
cret sharing schemes realizing general access structures based
on authorized subsets. The proposed construction methods are
perfect and can reduce the number of shares distributed to each
participant. Furthermore, we show that the proposed construc-
tion methods are more efficient than Benaloh and Leichter’s
scheme [5] and the scheme I of TUMOS [6] from the viewpoint
of the number of shares distributed to each participant.

2. Preliminaries

2.1 Secret Sharing Scheme

Let P = {Py, P,,---, P,} be a set of n participants. Let D(¢ P)
denote a dealer who selects a secret and distribute a share to each
participant. Let K and S denote a secret set and a share set, re-
spectively. The access structure I'(c 2%) is the family of subsets
of # which contains the sets of participants qualified to recover
the secret. For any authorized subset A € T, any superset of A
is also an authorized subset. Hence, the access structure should
satisfy the monotone property:

AeT,AcA cP=A €eT.

Let I'y be a family of the minimal sets in I', called the minimal
access structure. Iy is denoted by

Ip=f{Ael:A" ¢ Aforall A" eI —{A}}.
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For any access structure I', there is a family of sets T = 2 _I.T
contains the sets of participants unqualified to recover the secret.
The family of maximal sets in T is denoted by I';. That is,

I''={(Bel:Bg¢ B forall B eT —{B}}.

Let px be a probability distribution on K. Let ps(4) be a prob-
ability distribution on the shares S(A) given to a subset A C P.
Usually a secret K is chosen from K with the uniform distribu-
tion. A secret sharing scheme is perfect if

0 ifAel)

HKIA) = {H(K) (A ¢D),

where H(K) and H(K|A) denote the entropy of pgx and the
conditional entropy defined by the joint probability distribution

DPKxS(A), Tespectively.

2.2 Shamir’s (k, n)-threshold Scheme
Shamir’s (k, n)-threshold scheme is described as follows [1]:

(1) A dealer D chooses n distinct nonzero elements of Z,, de-
noted by xj, x, - -, x,,. The values x; are public.

(2) Suppose D wants to share a secret K € Z,, D chooses k — 1
elements ay, as, - - - a;—1 from Z, independently with the uni-
form distribution.

(3) D distributes the share s; = f(x;) to P; (1 <i < n), where

fx)=K+ax+ WX’ + -+ a1

is a polynomial over Z,,.

It is known that Shamir’s (k, n)-threshold scheme is perfect [9],
[10]. This implies that every k participants can recover the secret
K, but no group of less than & participants can get any information
about the secret.

The access structure of (k, n)-threshold scheme is described as
follows:

F={Ae2”: 4> k).

In this paper, every share is computed by using Shamir’s (k, n)-
threshold scheme. Therefore, we assume K = S = Z,,.

2.3 Secret Sharing Schemes Based Realizing General Access
Structures
For P = {Py, P,,---, P,}, K € K and I, Benaloh and Leichter’s
scheme [5] is described as follows.
Benaloh and Leichter’s scheme:

(1) LetTy ={A;, Az, -, An}. For A; € Iy, compute |A,| shares

Sils Si25 0 SiJAl

by using an (|A;,]A;])-threshold scheme with K as a secret
independently for 1 <i < m.

(2) One distinct share from
Si s Si2s "5 SifAl

is assigned to each P € A; (1 <i < m).
For $ = {P\,P,,---,P,}, K € K and I', the scheme I of
TUMOS [6] is described as follows.
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Scheme I of TUMO05:
(1) LetI'n- = {A € Iy : |Al < [}, where [ = maxg |B| and
represent it as

Fo- ={A1,Az,--, A4}

with d = |To-|.
(2)LetP ={P e X : X eTlpand [X| > [} and 0’ = |P'.
Compute n’ shares

S ={s1, 852, ", 5w}

for the secret K by using Shamir’s (I + 1,n’)-threshold
scheme. Then, one distinct share in S is assigned to each
Pe®P.

(3) For every A; € I'g_, compute |A;| shares
Si = {Swrils Sw+i2> s Sw+ijal)

by using Shamir’s (|4;], |A;])-threshold scheme with K as a
secret independently for 1 < i < d. One distinct share in S;
is assigned toeach P € A; (1 <i < d).
Example 1: For P = {Py, P, P3, P4, Ps, Pg}, consider the follow-
ing access structure

To ={A1,A2,--, Ao}

where

Ao = {P3, P4, Ps, Pg}.

First, we consider Benaloh and Leichter’s scheme. In this case,
shares are distributed as follows:

Py :os11, 82,15 84,1, 85,15 56,15 57,1

P> 512,531,852, 562, 58,15 59,1

P3 @ 822,532,842, 853, 582, 10,1

Py 554,563, 5725 583, 5925 5102

Ps @ 513,523,533, 57,3, 593, 5103

Pg : 543, 564, 5745 584> 594, 5104
where s;; is computed by using Shamir’s (JA;],|A;])-threshold
scheme with K as asecret (1 <i <10, 1 <j<|Aj]).

Next, we consider the scheme I of TUMOS. Since [ = 3, we

have I'p_ = {A,A,, A3, A4}. In this case, we have P = £’. Com-
pute 6 shares

S ={s], 55, .55}
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for the secret K by using Shamir’s (4, 6)-threshold scheme. For
Al,A;, Az and A4, compute shares as follows:

S1= {591’39,2’573}’
S2 = {55552 533}
83 =1{551:592, 593},
S4 = 151015102 5103}

’

brij is computed by using Shamir’s (|A;], |A;|)-threshold
scheme with K as a secret (1 <i<4, 1 < j<|Aj]). In this case,
shares are distributed as follows:

where s

Py iy, 8710851 810,
Py 55,572, 80,
P3 53,5555 802- S102
P4 . Si
Ps : 55, 573: 5532 83
Ps : s, 8703
The scheme I of TUMOS does not need to generate shares cor-
responding to the minimal authorized subsets whose sizes are
more than /+ 1, where / is the largest size of unauthorized subsets,
though it needs an additional share for each participant in #’.
For # = {P,P»,---,P,}, K € K and I, the scheme A of
TO8 [8] is described as follows.
Scheme A of T08:
(1) Divide T into disjoint subsets
(0) (1) ()
IR RTINS o
such that l:(li)( 1 <i < r)satisfies
I ={zu(p) : Pevy)

or
@) _ .
Fl —{ZlUYl—{P}PEY,}

for some Y; ¢ P and Z; c P(Y; N Z; = ¢) and

=) _ 0
r§>=r1—{U r?}.

I<i<r

Letd = |l_"(10)| and represent T, ¢;(1 < i< r)and V(1 <i <
r) as

T = (B, By, -+, B},

ei=IXI (Xel')

and
Yi ={Pi,, Piy,- -, Py s
respectively.

(2) Compute d + r shares
S ={s1,82," ", Saur}

for the secret K by using Shamir’s (d + r,d + r)-threshold
scheme.
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(3) If r >0, for 1 <i < r, by using Shamir’s (e; — |Z;| + 1,|Y;])-
threshold scheme with s4;; as a secret, compute |Y;| shares

S avi = {Sasiiys Sdviiys " Sdiiy )

independently for 1 <i < r.

(4) Distribute shares to P; € £ (1 < i < n) according to the
function defined as

g P = Jls))

1<j<d
Pi#B;

ul | tsae)

I<j<r
PigYUZ;

U U{Sd+j,i} .

1<jsr
PieY;

This scheme can reduce the number of shares distributed to
Pe¢Z (1<i<vr).

3. Proposed Construction Method A

Here, we describe a new secret sharing scheme realizing gen-
eral access structures. The scheme A of TO8 [8] can reduce the
number of shares distributed to each participant by dividing I,
into disjoint subsets. On the other hand, the proposed construc-
tion method A can reduce the number of shares distributed to each
participant by dividing I'y_ into disjoint subsets in the same man-
ner as the scheme A of TOS. For # = {P,, P>, -+, P,}, K € K and
I, the proposed construction method A is described as follows.
Proposed Construction Method A:

(1) LetT'o- ={A €T : |A|] < I}, where [ = maxgf |B|.
(2) Divide I'y- into disjoint subsets

FE)OJ’ Ff)lj, e, r(orj
such that ng(l < i < r) satisfies

I ={Aely : ZcAland [[}|>2
for some Z; ¢ P and

) _ (i)
% =r, - U ro.

I<i<r
Letd; = Il"(i) | and represent 'Y as
i 0— 0—
) = (A Aig, -+, Aig) (O <i <),

(3)LetP ={P e X : X elpand [X| > I} and 0’ = |P'|.
Compute n’ shares

S ={s1,52, 5w}

for the secret K by using Shamir’s (I + 1,n’)-threshold
scheme. Then, one distinct share in S is assigned to each
Pe®.

(4) Forevery Ag; € FE)O_), compute |Ap ;| shares

Si={Swsils Swai2s s Swrijaol)
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by using Shamir’s (A |, |A¢|)-threshold scheme with K as
a secret independently for 1 < i < dy. One distinct share in
S is assigned to each P € Ap; (1 <i < dp).

(5) For every Z;, compute |Z;| + 1 shares

S dyri = ASwado+isl> Swadyri2s s Swado+ifzi+1}

by using Shamir’s (|Z;| + 1,]Z;] + 1)-threshold scheme with K
as a secret independently for 1 < i < r. One distinct share in
S dy+i = {Sw+dy+in} 18 assigned toeach P € Z; (1 <i <r).

(6) For every A,‘,j S F(Olz, if |A,"j - Z,l > 2, compute |A,*’j - Zl|

shares

r ’ ’ ’
S5 = SijasSijos s Sijua,-z)

by using Shamir’s (|A; j—Zl, |A; j—Z;|)-threshold scheme with
Sw+dg+i,1 S a secret independently for 1 <i<r, 1< j<d,.
One distinct share in Sl’.,j isassignedtoeach P € A; ;—Z; (1 <
i<r1<j<d) If|A;j—Z] =1, then s,y 44,4i,1 1s assigned
toPeA;-Z(1<i<rl<j<d).

Example 2: We shall realize the access structure of Example 1

by the proposed construction method A.

e Divide I'y_ into disjoint subsets

Iy = {Ao1}
FE)I_ = {A11,A12,A15}
where Ag; = Agand Ay j = A; (1 < j < 3). In this case,
Z, = {Ps}.
e Since /=3 and |P’| = |P| = 6, compute 6 shares
S ={s1,82,, 56}
for the secret K by using Shamir’s (4, 6)-threshold scheme.
e ForAgp; € F(O_), compute 3(= |Ag[) shares
Sy = {571,572, 573}
by using Shamir’s (3, 3)-threshold scheme with K as a secret.
e For Z;, compute 2(= |Z;| + 1) shares
S2 = {ss.1,582}
by using Shamir’s (2, 2)-threshold scheme with K as a secret.
e ForA; ;e Ff)lj, compute |Ay; — Z;| shares
ST =Asts1aah
12 = {81200 S1000
St = 15131 5132h

by using Shamir’s (|A; ; — Zi|,|A ; — Z|)-threshold scheme
with sg as a secret (1 < j < 3).

e In this case, shares are distributed as follows:

. ’ ’

P S1,87,15 811,15 S12,1
. ’ ’

Py t82,87 10,513,

. ’ ’
P3 : 53, 572581225132

© 2013 Information Processing Society of Japan

P4 L84
Ps @ 55,532
P() L 565573

The proposed construction method A can reduce the number
of shares distributed to each participantin Z; (1 <i < r).

Remarks: In the proposed construction method, once
Ff)lf, cee l"gj are determined, Z;’s cannot be determined uniquely.
It is difficult to show an algorithm to find optimal l"(l_>, e ,l"g_)

and Z;’s when n and |['y| are very large. Here we show a practi-
cal algorithm to determine Fgl and Z; from l"él_), S, Fg:l) though
the algorithm cannot guarantee the optimality of I (1_) ,ooe L E)r_) and
Z;’s.

(i) Determine b = maxpep {X € FO_—F(()‘fw . urf;j” : P eXl}.
(ii) If b > 2, select one participant P € ¥ such that

(X eTo- T U---uTi": PeX)=b.

(iii) Ifb > 2, set Z = {P}and T = {X e [o_-T{)U---uTy " :
P e X}.
Here, we show some properties of the proposed construction
method A.
Theorem 1 For P = {Py,P,,---
ture ['(c 2%), distribute shares for a secret K by using the pro-

,P,} and any access struc-

posed construction method A. Then, for any subset X C P,

(a) XeI' = HK|X) =0,

(b) X¢T = HK|X) = H(K).

Proof: Let X5 denote the shares in S assigned to X ¢ . Simi-
larly, let X, and XS;‘ , denote the shares in §; assigned to X (1 <
i < dp+r), the shares in S;.’ cassignedtoX (1 <j<rl<k<d),
respectively. At first, we show H(K|X) = 0 forany X € I.
(Casei) X € I'and |X| > [ + 1: In this case,

|Xg|>1+1.

Since sy,---,s, are shares computed by Shamir’s (/ + 1,n’)-
threshold scheme with K as a secret, we immediately obtain

H(KIX) = H(KIXs, Xs,5 s Xy Xsp o005 Xsp s
Xy omoa Xsrnon Xsr )
< H(KIXs)
= 0. 1

(Case ii) X < /and Ap,; C X for some A; € FE)OB: In this case,
|Xs,| = 1Al

Since Sp4i1,-* ", Sw+ija,,l are shares computed by Shamir’s
(l1Ag,l, |Ap i)-threshold scheme with K as a secret, we immediately
obtain

H(KIX) = H(K|Xs, Xs,,- -+, X5, ..
Xy oo Xsy oo Xsr )
H(K|Xs,)

= 0. @

Xsr 5000 X

1d’

IA

(Case iii) X < land A;; C X for some A;; € l"gi 1<i<sn 1<
J < d;): In this case,
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|Xs; | =

’
St

b /! ’
Since 57 ;1508 a2

Zil,|1A; j — Z;])-threshold scheme with s,,,4,4i,1 as a secret, X can

are shares computed by Shamir’s (|A; ; —

TECOVET Syy14,+i1- Lhus, in this case, we have
X5l = 1Zil + 1.

Since Sy tdy+i1s - > Sw+dy+ijz+1 are shares computed by Shamir’s
(1Z;] + 1,1Z;] + 1)-threshold scheme with K as a secret, we obtain

H(KIX) = H(KIXs, X5, X5y, Xsy oo Xsp
Xsyoron Xy oo Xy )
< H(KIXs, .- Xs;)
= 0. 3)

Since H(K|X) > 0 is obvious, we have H(K|X) = 0 for any
Xel.

Next we show H(K|X) = H(K) forany X ¢ I'. Forany X € T,
we have |X| < [. This implies

H(K|Xs) = H(K). 4

From the property of the access structure and the definition of
Féoj, for any Ag; € l"gi), we have Ag; ¢ X. Thus, we have

H(K|Xs,) = H(K).
This implies
H(Xs,|K) = H(X;),). ®)

Similarly, from the definition of l"gi,Z,- andA;; (1 <i<r 1<
j <d;), we have

Al —-Z) e X, Ain-Z) ¢ X, (Aig, —Z)) € X
or

Z ¢ X
Thus, we have

H(KI|Xs i X575 5 X7, ) = H(K).

dy+i?
This also implies
H(Xs i X575 05 X7, 1K)
= H(Xs,p5 X575 Xsy, - (6)

In order to show H(K|X) = H(K), we expand H(K|X) as fol-
lows:

H(KIX) = H(K|Xs, X5, -, Xs ., X5y, o0 Xsy,
Xy Xsy oo Xsy )
= H(KXs)
+H(XS:"",XSWV’XS;_I"",ngvd],
Xsy,.oo Xsy oo Xy, |Xs, K)
—HXsys s Xs 0 Xy s Xsy
Xsy,.- - Xs, o, Xt [Xs). 7

From the chain rule for entropy and the definition of
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S,81.- - SapsrsSt 0.8, we have

H(Xs,, s X500 X500 Xs
Xy, Xyt

rl

'1,11,’
oo X 1Xs, K)

dy
= > H(Xs X5, K, Xs,, . Xs, ,)

t=1

,
+ > H(Xs,,» Xs; -+, Xsy, |Xs, K,

t=1

1K)

’
t.dy

doy r
= > H(Xs|K)+ ) H(Xs, . Xs; .-+ Xs
t=1 t=1

doy r

= > H(Xs)+ Y H(Xs, ,Xs; . Xs;, ). ®)
=1 t=1

The last equality comes from Egs. (5) and (6). On the other hand,
we have

HXs 55 Xs gy Xsp 05 Xsy
Xy orosXsr sy Xsr 1Xs)
X " rdy

do
= > H(Xs X, Xs,, -, Xs,.)

t=1

.
+ Z H(Xs,0.» Xs; 500 Xsr, 1Xs,

=1

Xy s Xs g Xsp oo Xsp, o
XS%,I 2T XS:’—l,l e XS;—l,u,,l )
doy r
< > H(Xs)+ Y H(Xs, ., Xs;, . Xs;, ). ©)
t=1 t=1

Substituting Egs. (4), (8) and (9) into Eq. (7), we obtain H(K|X) >
H(K). Since H(K|X) < H(K) is obvious, we have H(K|X) =
H(K). m}
The next theorem shows that the proposed construction method
A includes Shamir’s (k, n)-threshold schemes as a special case.
Theorem 2 Let P = (P,P,,---,P,}. If I = {A € 27 :
|A| > k}, then the proposed construction method A coincides with
Shamir’s (k, n)-threshold scheme.
Proof: In this access structure, we have [ = k — 1, n’ = n and
I'o- = ¢. Then, S = {s1, 52, -, sy} is obtained by using Shamir’s
(I+1,n")-threshold scheme, and one distinct share in S is assigned
to each P € . Thus, the proposed construction method A coin-
cides with Shamir’s (k, n)-threshold scheme. ]
Let N4(P) be the number of shares distributed to P € P by
using the proposed construction method A. Similarly, let Np;(P)
and Ny (P) be the number of shares distributed to P € # by us-
ing Benaloh and Leichter’s scheme and the scheme I of TUMOS,
respectively. The next theorem shows the proposed construction
method A is the most efficient of the three from the viewpoint of
the number of shares distributed to each participant.
Theorem 3 For any P € P, the number of shares distributed
to P is evaluated as follows:

Na(P) = Nruan(P) = ) KPYNZ] - (di = 1),

1<i<r
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Na(P) = NpL(P) - Z {PYNZ|-(di—1)

I<i<r

X eTo: 1XI>LPex) -1,

where |x|* = max{0, x}.
Proof: Np,(P) is obtained by

Np (P)={XeTy:PeX}.

Since the scheme I of TUMOS5 does not need to generate shares
corresponding to X € Iy such that |X| > [ and needs one addi-
tional share for P € {P € X : X € [’y and |X| > [} (= #'), we
have

{Xely.:PeX}|+1 (@GfPeP)

NTUM](P)z{HXEFo_ZPEXH G P¢P)

for any P € P.
In the proposed construction method A, I'y_ is divided into dis-
joint subsets

(0) (1) (r)
FO—’FO—’ e ’FO—
and P is assigned only one share for Fgl ifPeZ (1<i<r).
Thus, N4(P) is obtained by

ixery : Pexj|+1
+ 2 HPY N Z)) (if P eP)
+ s (X €Ty Pe X -7}

Na(P) =
lixery: Pex)
+21§,~5,|{P}QZ{| (fP¢P)
+Yicio (X €TY : Pe X -7
for any P € P.

On the other hand, from the definition of Z;, we have
(xery :Pex)|=|iXely) :PeX-Zj
+{PYNZ| - d;

for any 1 < i < r. Theorem 3 is easily obtained by the above
equations. O
Remarks: Since d; > 2 (1 <i <r), we have

Na(P) < Npi(P) and No(P) < Nrymi(P)

for any P € # and I'. This shows that the proposed construc-
tion method A is more efficient than Benaloh and Leichter’s
scheme [5] and the scheme I of TUMOS [6].

4. Proposed Construction Method B

For P = {P],P2,"'
tion method B is described as follows.

,P,}, K € K and T', the proposed construc-

Proposed Construction Method B:
(1) LetTo- ={A €Ty : |A| < I}, where [ = maxg |B|.
(2) Divide I'y_ into disjoint subsets

(0) (1) (r)
FO*’FO*’ e 9r0,
such that ng (1 <i<r)satisfies

I ={z;uC:CcYand|C| = ¢} and [ | > 2
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forsomee;(1 <e; <Il-1),Y,cPandZ; CcP (YiNZ = ¢)
and

) _ (i)
% =r, - U ro.

1<i<r
Letd = |1"(()0_)| and represent I’ g)_) as
0
Tg) = (A1, As, -+, Ad}.

(3)LetP ={Pe X :XeTlyand |X| > I} and n’ = ||
Compute n’ shares

S ={s1,52, 5w}

for the secret K by using Shamir’s (I + 1,n’)-threshold
scheme. Then, one distinct share in S is assigned to each
Pe®.

(4) Forevery A; € 1"(()0_), compute |A;| shares
Si = {Swils Swai2s s Sw+ijal)

by using Shamir’s (|4;], |A;])-threshold scheme with K as a
secret independently for 1 < i < d. One distinct share in S;
is assigned to each P € A; (1 <i < d).

(5) For every Z;, compute |Z;| + 1 shares

Savi = ASwadsils Swadwi2s s Swad+ifzi+1)

by using Shamir’s (|Z;| + 1,]Z;| + 1)-threshold scheme with K
as a secret independently for 1 < i < r. One distinct share in
S a+i = {Swras+in} is assigned toeach P € Z; (1 <i < r).

(6) For every Y;, if e; > 2, compute |Y;| shares
’ ’ ’ ’
Si =1t S0 Sy}

by using Shamir’s (e;, |Y;|)-threshold scheme with s,/,4.i1 as
a secret independently for 1 < i < r. One distinct share in S
isassignedtoeach P € Y; (1 <i<r). Ife; = 1, then s,y 4441
isassignedtoall Pe Y; (1 <i<r).
Example 3: We shall realize the access structure of Example 1
by the proposed construction method B.
e Divide I'y_ into disjoint subsets

© ()
ry.ry
where
Iy = {A4),

I = {A1. A2, As).
In this case,

Yy = {P, P2, P3},
Z; = {Ps},

ey = 2.
e Since /=3 and |P’| = |P| = 6, compute 6 shares
S ={s1,5, -+, 6}

for the secret K by using Shamir’s (4, 6)-threshold scheme.

e ForA, e FE)O_), compute 3(= |A4]) shares
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S1={s71, 572,573}
by using Shamir’s (3, 3)-threshold scheme with K as a secret.
e For Z;, compute 2(= |Z;| + 1) shares
S2 ={ss1, 532}
by using Shamir’s (2, 2)-threshold scheme with K as a secret.
e Since e; = 2, compute 3(= |Y;]) shares
ST =111, 512 513}

by using Shamir’s (2, 3)-threshold scheme with sg; as a se-
cret.

e In this case, shares are distributed as follows:
Py i 51,870, 87
. ’
Pz 82, 51,2

. ’
P3 i 53,872,813

P4 LS4
Ps : 55,582
P@ . 865 87,3

The proposed construction method B can also reduce the num-
ber of shares distributed to each participant in ¥; (1 <i <r).
Remarks: In the proposed construction method B, Y;’s and Z;’s
cannot be determined uniquely either. It is difficult to show an
algorithm to find optimal Fglf, e ,1"8’2, Y;’s and Z;’s when n and
[To| are very large. Here we show an algorithm to find Y;’s and
Z;’s.

e For every Z C P, define

A={A-Z:ZCcAeTy}.

e Next, for every Y c P, check whether {C c YV : [C| = e} is a
subset of Aornot (1 <e<l-1).

o If{CCY:|C|=e}cCAforsomeY and e, then Y and Z sat-
isfy the condition (2) of the proposed construction method
B.
Here, we show some properties of the proposed construction
method B.
Theorem 4 For P = {Py,P>,--
ture ['(c 2%), distribute shares for a secret K by using the pro-

-, P,} and any access struc-

posed construction method B. Then, for any subset X C P,

(a) XelI'= H(K|X) =0,

(b) X¢T = H(KIX) = HK).

Proof: Let Xs denote the shares in S assigned to X c .
Similarly, let Xs, and XS; denote the shares in §; assigned to
X (1 £i<d+r)and the shares in S;. assignedto X (1 <j<r),
respectively. At first, we show H(K|X) = 0 forany X e I'.
(Casei) X € I'and |X| > [ + 1: In this case,

[Xs|>1+1.

Since sy,---, s, are shares computed by Shamir’s (/ + 1,n’)-
threshold scheme with K as a secret, we immediately obtain

H(KIX) = H(KI|Xs, Xs,, "+, X5, X575+ Xs7)

© 2013 Information Processing Society of Japan

IA

H(K|Xs)
= 0. (10)

(Caseii) X <land A; C X for some A; € 1"2)0_): In this case,

1Xs.| = 1Al
Since  Sy4i1,- -, Sw+ija,) are shares computed by Shamir’s
(|Ail, |A;])-threshold scheme with K as a secret, we immediately
obtain
H(KIX) = H(K|Xs, X5, Xs,,,» Xs7 - Xs7)
< H(K|Xs,)
= 0. (11)

(Case iii) X < /and A C X for some A € I“gi (1 <i < r): In this

case,

1Xs,.| = 12| and [Xs:| > e;.

d+i |

Since Sy id+i1s "> Sw+d+ijz+1 are shares computed by Shamir’s
(Z;] + 1,1Z;] + 1)-threshold scheme with K as a secret and

s are shares computed by Shamir’s (e;, |Y;|)-threshold

’ a
i Sy
scheme with s,/.41;1 as a secret, we obtain

H(K|X)

H(K|Xs, Xs, s X540 X500+ Xs1)
H(K|Xs,,.. Xs:)
0. (12)

IA

Since H(K|X) > 0 is obvious, we have H(K|X) = O for any
Xel.

Next we show H(K|X) = H(K) for any X ¢ I'. For any X € T,
we have |X| < [. This implies

H(K|Xs) = H(K). (13)

From the property of the access structure and the definition of
l"g)_), forany A; € FE)O_), we have A; ¢ X. Thus, we have

H(K|Xs,) = H(K).
This implies
H(Xs,|K) = H(X;s,). (14)

Similarly, from the definition of '\, ¥; and Z; (I < i < r), we
have

Z,¢X or |XﬁY,‘|S€,‘—1.
Thus, we have

H(K|Xs,.;, Xs;) = H(K).

d+i?

This also implies

H(Xs,... Xs:|K) = HXs ;. Xs7). (15

d+i?

In order to show H(K|X) = H(K), we expand H(K|X) as fol-
lows:
H(K|X) = H(K|Xs, Xs,, -+, Xs
= H(K|Xs)

Xsioo o Xs1)

d+r?
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+HXs,, -+, Xs
-HXs,, -+, Xy

Xsr, - X |Xs, K)
Xsiyoo o Xs;1Xs). (16)

d+r?

d+r?

From the chain rule for entropy and the definition of
S7S]""Sd+r9S;,"',S;, we have

H(Xs,, "+, Xsgr X510 Xsy X5, K)
d
= > H(Xs X5, K. Xs,. -+, Xs,.,)

t=1

+ ) H(Xs,, Xs;|Xs, K, Xs,, -, Xs 0 X700 Xs; )

t=1

d r
= > H(Xs,[K)+ > H(Xs,,, Xs;K)

1 =1

H(Xs)+ ) H(Xs,,, Xs)). an

t=1

M&

-
Ul
—_

The last equality comes from Egs. (14) and (15). On the other
hand, we have

H(Xs,,+, Xs,,,. Xs1, -+ Xs5:1Xs)

d+r?

d
= > H(Xs X5, Xs,, -+, Xs, )
t=1

+ Z H(Xs,.,, Xs:1Xs, Xs,, . X g X0 X )
=1
d r
< > H(Xs)+ ) H(Xs,,, Xs)). (18)
=1 t=1

Substituting Eqgs. (13), (17) and (18) into Eq.(16), we obtain
H(K|X) > H(K). Since H(K|X) < H(K) is obvious, we have
H(K|X) = H(K). O

The next theorem shows that the proposed construction method
B includes Shamir’s (k, n)-threshold schemes as a special case.

Theorem5 Let P = {P,P,,---,P,). fT = {A € 27 :
|A] > k}, then the proposed construction method B coincides with
Shamir’s (k, n)-threshold scheme.
Proof: In this access structure, we have [ = k — 1, n’ = n and
I['o- = ¢. Then, S = {s1, 52, -, s,y } is obtained by using Shamir’s
(I+1,n")-threshold scheme, and one distinct share in S is assigned
to each P € P. Thus, the proposed construction method B coin-
cides with Shamir’s (k, n)-threshold scheme. |

Let Ng(P) be the number of shares distributed to P € # by us-
ing the proposed construction method B. The next theorem shows
the efficiency of the proposed construction method B.

Theorem 6 For any P € #, the number of shares distributed
to P is evaluated as follows:

Ng(P) = Nrum(P)
- D xery s Pexy-1f,

1<i<r

Np(P) = Npr(P)
- ixery pexy-1f
I<i<r

X eTo:1XI>LPex) -1,

where |x|* = max{0, x}.
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Proof:
into disjoint subsets

In the proposed construction method B, I'y_ is divided

(0) (D) (r)
FO—’FO—’ e ar()_

and P is assigned one share for l"gi ifPeY,UZ (1 <i<vr).
Thus, Np(P) is obtained by

lixery :Pexy+1
+ 2 (PIN(Y;UZ)l (fPeP)
Np(P) =
lixery : Pex)
+ i WPIN (Y UZ) (GfP¢P)

for any P € . Theorem 6 is easily obtained by the above equa-
tion and the result of Theorem 3. m]

5. Analysis of the Proposed Construction
Methods

We can consider that Benaloh and Leichter’s scheme realizes
any access structure from the description of the boolean circuit.
There is a one-to-one correspondence between a boolean circuit
and a boolean formulae which contain the operators A (“and”)
and V (“or”). It is easy to construct a boolean circuit from the

disjunctive normal form boolean formula
\/ [ A\ P,-J.
A€y \PieA

Since the scheme I of TUMOS does not need to generate shares
corresponding to the minimal authorized subsets in I — I'y—, the
boolean formula for the scheme I of TUMOS is

For the access structure of Example 1, the scheme I of TUMOS
has only to deal with
(P1 /\P2 /\P5)V(P1 /\P3 /\P5)
V(Pz A P3 A P5)V(P| A P3 A P())

On the other hand, we can consider that the proposed construc-
tion method A converts the boolean formula as follows:

(1)
Io”

(((PyAP)V(PLAP)V(P2AP3)) )N Ps )
——
() Z
V(P A P3 A Pg).

Thus, the proposed construction method A can reduce the num-
ber of shares distributed to each participant in Z;. Of course, in
order to reduce the number of shares the technique of this method
can be applied for the boolean formula (x) again.

Next, we consider the proposed construction method B. The
technique of this method can be applied for more special access
structures. In fact, the boolean formula () is the access structure
of the (2, 3)-threshold scheme where

P = {Py, P, P3}.

Consequently, the proposed construction method B can also re-
duce the number of shares distributed to each participant in Y;.
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It is difficult to say which is better since the efficiencies of the
proposed construction methods depend on the access structures.

In the proposed construction methods, I“(Olj, s, l"gj cannot be
determined uniquely. When we select a large r, we can reduce
the number of shares distributed to each participant though it is
hard to find optimal F(') ~~~,l"(') Z;’s (and Y;’s). Of course, we
can choose r = 0. Then, the proposed construction methods are
equivalent to the scheme I of TUMOS and shares are distributed
to each participant uniquely. Thus, in the proposed construction
methods, we can select r flexibly in accordance with the intended
use.

Since access structures are the family of sets in {Py,---, Py},
there are l"gl_), cee
many access structures. Here we consider the possible access

,I“g_) of the proposed construction methods for

structures for up to four participants. As shown in [9], there are
18 non-isomorphic access structures as follows:
Lop-1={{P1, P2}}
Los-1={{P1, P2}, {P2, P3}}
o2 ={{P1, P2}, {P2, P3},{P1, P3}}
Los-3={{P1, P2, P3}}

Loa1={{P1. P2}, {P2, P3},{P3, P4}}

Loa—2={{P1, P2}, {P1, P3},{P1, P4}

Loa—3={{P1, P2}, {P1, P4}, (P2, P3}.{P3, P4}}

Loa—a={{P1, P2}, {P2, P3},{P2, P4}, {P3, P4}}

Loa-s={{P1, P2}, {P1, P3},{P1, Pa},{P2, P3}, {P2, P4}}
Loa—o={{P1. P2}, {P1, P3},{P1, Pa}. {P2, P3},{P2, P4}, {P3, P4}}
Foa7={{P1, P2, P3},{P1, P4}}

Toa—s={{P1, P3, P4},{P1, P2},{P2, P3}}
Toa—o={{P1, P3, P4},{P1, P2},{P2, P3},{P2, P4}}

Loa-10={{P1, P2, P3},{P1, P2, P4}}

Loa—11={{P1, P2, P3},{P1, P2, P4}, {P3, P4}}

Loa-12={{P1, P2, P3},{P1, P2, P4}, {P1, P3, P4}}
Loa-13={{P1, P2, P3},{P1, P2, P4}, {P1, P3, P4}, {P2, P3, P4}}
Loa-1a={{P1, P2, P3, P4}}.

Too-1.T03-2,T03-3.T04-6,T0.4-11,T04-13 and T'g4_14 are access
structures in which Félj,---,l“gj of the proposed construc-
tion methods cannot be found. However the proposed con-
struction methods can obtain the optimal assignments for
1"0,2,1,1"0,3,2,1"0,3,3,1"0,4,6,1"0,4,13 and 1"0,4,14. As a result, we
know that the proposed construction methods cannot reduce the

number of shares for I'p4_;.

6. Conclusion

We have proposed new construction methods of secret shar-
ing schemes realizing general access structures. Our proposed
construction methods are perfect secret sharing schemes and can
reduce the number of shares distributed to each participant. Fur-
thermore, our proposed construction methods include Shamir’s
(k, n)-threshold schemes as a special case.
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