0000o0oooog Vol 49 No. 6 2200-2211 (June 2008)

2200

L2-based IPO0O0O0O0OOOOOODOODOOO

o o o o o oo ot oo o of
O O o of?2 o o Ol

goooooooooooooOoOooUOoOooOOOOooOOoOOoD beSoOOO
O0obOooboobeSOOO0OOODOOOOOODOOOOOOOODOOODOODOODOO
gooooooo0oOooOoOoOooooOoooOO0OOO0OO0OO0OO0O0O0OOoOooooooon IP
goooooooooOoOobooboOoooooooooooooooOObbobbbo0ooo
gooooOoIpO00O0O0COO0OO0O0OCOOOOOCOOOOOOOCOOOOO
gooooooooooOooOoOoOobOOoOoOooooooooooOoOoObbOOOoOoOoOoo
0000000000000000 2000000000 L2-basedIPOOO0O0OO
gooooooooooooOOoOoOo0o0o0ooooooooobooooObObObbOo0o
0O0o00ooOO0o000ODbeSOO0DOO0OOO0OODOODOOOOODODOOOODOODOOOO
00000000 DoeSOOOOODOOODDOOODOOOOOOOO DoSOODOOO
gooooooooooOoOoOOoOO0o0ooooooooooooooObObObbOo0o
0DO0ooo0ooOo boSOOOOOOOOODOOOODOO

Proposal and Its Implementation of
L2-based IP Trace Back Method
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With the increase of population who use the Internet, DoS attacks by mali-
cious users are becoming serious problems. It is difficalt to prevent DoS attacks
by setting up Firewalls or using router’s filtering functions, because it is diffi-
cult to distinguish DoS attacks from normal accesses. It is said that identifying
the attacker is quite difficult, because source IP addresses of packets are always
forged. Though there have been several studies on IP trace back technologies,
there still remain problems that tracing mechanism is not so accurate, and
the loads of routers are so high. In this paper, we propose L2-based IP trace
back method noting that layer2 addresses of routers are impossible to forge.

The proposed method generates the information that identifies the attacking
route only when the number of forwarded packets exceeds the predetermined
threshold value. Threshold values are determined according to each DoS attack
using signature, in order to detect several types of DoS attacks. We have im-
plemented and evaluationed the proposed method, and it has been confirmed
that the loads of routers are sufficiently small and it can detect several types
of DoS attacks effectively.
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Fig.3 Structure of the experimental network.
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Table 2 Structure of experimental devices.
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Fig.4 Response time from the server and CPU loads with SYN Flood attack.
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Fig.5 Program completion time and CPU loads in the server with SYN Flood attack.
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Fig.6 Response time and packet loss rates with ICMP Flood attack. Fig.7 Response time from the server and CPU loads with HTTP GET Flood attack.
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Table 3 Processing limits of packets.

DoS OD0O 00000 [PPS] oooo
SYN Flood 6,500 CPU
ICMP Flood 8,100 oooooo
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HTTP GET Attack 1,000 CPU
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Fig.9 Module structure of a router.
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Fig.10 System configuration and trace back operation.
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Table 4 Measurement environment.
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05 FTPODODOOODOODO
Table 5 Measurement results of FTP throughput.
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Table 6 Measurement results of packet processing performance.
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Table 7 Comparison of existing methods and the proposed method.
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