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Analysis of HTTP request to IP addresses which not assigned in
University of Tsukuba using a honeypod

Abstract: Packets to IP addresses which are not used in University of Tsukuba was dropped at campus-
central routers for normal operation. Among these dropped packets, The packets to TCP/80 port are
processed with a honeypot. And we analyzed what kind of trend for unsuitable access to servers with the IP
address of University of Tsukuba is. In this paper, we report the results of analysis.
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Fig. 1 The average of accesses per one server
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% 2 GET http:// THED YV 7 A MIBWTHHT 2 Y 7 =2 b (A7 3 1)
Table 2 The request which starts by 'GET HTTP://’ occur frequently (top 3)

HTTP Y27 =2 b RA ML Y= ¥k &

GET http://gameframe.net/headers HTTP /1.1 2 48,276 633,475  78.4%

GET http://www.baidu.com/ HTTP /1.1 183 53,723 146,500 18.1%

GET http://www.yahoo.co.jp HTTP/1.1 1 41,196 41,196  5.1%

% 38 script/setup.php ZFLY 7 =X MIBWTHIET2V 72X b
Table 3 The request which includes ’script/setup.php’ occur frequently
HTTP ) 7% A S SR
GET /phpMyAdmin/scripts/setup.php HTTP /1.1 9 60,683 205,602 38.9%
GET /myadmin/scripts/setup.php HTTP/1.1 8 56,020 154,650 29.2%
GET /pma/scripts/setup.php HTTP/1.1 9 59,481 101,609 19.2%
GET /admin/scripts/setup.php HTTP /1.1 3 29501 30,275  5.7%
GET /mysql/scripts/setup.php HT'TP/1.1 1 22,679 22,680 4.3%
GET /admin/pma/scripts/setup.php HTTP /1.1 2 6,179 6,956 1.3%
GET /admin/phpmyadmin/scripts/setup.php HTTP /1.1 2 6,167 6,952 1.3%
GET //phpMyAdmin//scripts/setup.php HTTP/1.1 1 5 10 0.0%
GET ///scripts/setup.php HTTP/1.1 1 5 5 0.0%
Z MR I, 72, GET http://www.baidu.com/

R4 RS10vyva i8Ity gy (A3 )
Table 4 The session which of lenght is 1 occur frequently (top

3)
Eyvay | s wma
(72) 280,973 30.7%
HEAD / HTTP/1.0 253,123  27.6%
GET http://www.baidu.com/ HTTP/1.1 | 109,099 11.9%

k5 EZ20tyvaicBiIaBtT oty v ay (L3 4F)
Table 5 The session which of lenght is 2 occur frequently (top

3)

yvay GE" L&

GET / HTTP/1.1
GET http://www.yahoo.co.jp HTTP/1.1 | 40,960 36.1%

(%)

%) 12,121 10.1%

GET / HTTP/1.1
GET /robots.txt HTTP/1.1 11,021 9.7%

£6 RS50tyvalBiIafitTotyvay (1)
Table 6 The session which of lenght is 5 occur frequently (top
1)
tyav
00 (ASCII #3551 2)
GET http://gameframe.net/headers HTTP /1.1
04 01 00 (ASCII #2551 3)
05 01 00 (ASCII #3551 1)
05 01 00 (ASCII #3551 1)

98.4%

591,933
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K7 ES6ntyvailBIoME Tty v a s (LA 1)
Table 7 The session which of lenght is 6 occur frequently (top 1)

yvayv

5% I

GET /w00tw00t.at.blackhats.romanian.anti-sec:) HTTP /1.1
GET /phpMyAdmin/scripts/setup.php HTTP /1.1
GET /phpmyadmin/scripts/setup.php HTTP/1.1
GET /pma/scripts/setup.php HTTP/1.1
GET /myadmin/scripts/setup.php HTTP/1.1
GET /MyAdmin/scripts/setup.php HTTP/1.1

57,969  70.6%

Ry ML, D2V —NHHLTA—bT 4 L7 N OEE
(GET / HTTP/1.1 U 7 =& b DIL(R) 21T o 71412, [A
CH— 2%t LT robots.txt OFGZITR>TWAEMNHT
BHD. T, TOvyaiEbHIBEEOT—AREF L
ThEyyarvaZdWMoTnd ey Z LTidiel, Dk
DHRANBEEHOY —NIZH L TT 7R E{TR>TWH
5, Thbb, xv NI =7 O—H OV — BT LT
FEARAUBRLS T 7 BREATIRSTND ENRD.
433 &5ty ay
EX50tyvarE Rl A RE6ITFTEY, 1
DOy a B0 RBRUULEEEDTND Z LA b
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00(ASCII #I#3C 5511 2), 04 01 00(ASCII #8751 3)
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