BRIEF=EmEE Vol.54 No.9 2208-2219 (Sep. 2013)

[ % 2 ) 7 1 DLBCRBNC 3513 3 IR O ERE
7 DRI 5 B

e seRVb) I SOZ miE wB R4 K

ZftH 2012F11A30A, #*$}H 2013F6 A 14H

BE  RERLKRFL EOMBRICBIT2EHEX 2 74 ICHAT2FHRRLIFRICETRES VY Y Ny
FOFEFIDLI LT WD, F0720, FHRRLY U Ny N ERHREF 1) 7 4 ORI B EY) 2ot
IBAS, FOMBOEEMWRICL o TEEL o TWE, —HT, M TY05HClE, £EEFEH»S, +
DFMINFE T 5 2 af%ﬁ%k«@#T%%%# SELTWA, 22T, RNFFZZDFERIC
LD EHERLL, ROFBFHEINOBIES L T AMESELET L. ARTIE, —FIsAaEs izl
WV, RIS B W TEBRICEAE LR 2 7 O E E L, %@ﬁl% FEM L5 L Rt
Fa)TFAIBIBEROEZFOESZHS NI LA S, WM THICBT 28 Lo I > TH
W3 s, 612, TOSFREREE LTES BRI DS, RGFoBME L T, HHR AT A0EH
HrRIRE LBFED ISMS £ 3R 572, BWY AT AO#¥GIEE S e LBt x ) 71 x5 %
FEHTHLFERERDL L 2kND, 2 LT, KBEFEFIDH &, 7 CHEMLE SN-HEIB 0% % 4
HERTHZ LT, 1 DORNREBITIIERSI NG D o 872 2w RS RRTREE 2 b 2 L2 RY. &
2, RMFBOZHTIZBNT, VAZEBRIIBIT LY X7, FL, HEOBRLEICHT S A 7 5tis
DEZFEBATLIET, HHRY AT LAOBFEDOSIHEH S OF 72 2 HAMR OB E 2B L, A
12 & B HPIR— AR H & Z ORI RIEDOBER 1S X 287Kk~ AT A v M OFRHEERT.

X—TJ—R:BREFay 70, FHE A2V F L

A Study of a Classification for Causes of Information Security
Incidents and Countermeasures for their Causes

RyoTa SaTob 18  Fuminiko Macatal Karsumi Takanasar! Epr Kuwanab:-12

Received: November 30, 2012, Accepted: June 14, 2013

Abstract: Recently a lot of information security incidents or accidents have occurred then it has been more
important for organizations to manage these failures. On the other hand, the study of failure which focuses
on the knowledge of failures to apply it to other failures has been developed in mechanical engineering. In
the study of failures, there is an approach which classifies the failures based on their causes to derive the
knowledge. In this paper, we collect the cases of the failures in information security and classify their causes
based on the way of the study of failures in clarifying the differences of causes between engineering and
information security. As a result, we discuss that the classification is the way for the designer of information
security system to control for causes, and is different from ISMS, which is the way for the operator of the
system. We demonstrate the classification’s effectiveness by showing new controls derived from other cases
which are classified with same category. In addition, we introduce the way of risk management for the re-
lationship among risk sources and their event and its consequence to derive the controls for the designer of
information security.
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Fig. 1 Usage of a lesson on the study of failure.
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Table 1 Comparison of the study of failure with ISMS.
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Table 2 Classification of causes on the study of failures.
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Fig. 2 Relationship among risk sources and their event and its

consequence.
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Table 3 Examples of threats and vulnerabilities.
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Table 4 Corresponding to causes on the study of failures and examples of threats and

vulnerabilities.
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Fig. 3 Proportion of threats in information security failures.
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Table 5 Classification of causes in information security failures.
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Fig. 5 Classification of controls for risk sources.
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