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Chinese-wall Process Confinement
for Application-level Distributed Coalitions

YASUHARU KATsuNo, 2 Yujr WATANABE, !
SANEHIRO FuruicHI™ and MicuiHARU Kupof!

A distributed coalition is an attractive distributed computing platform to sup-

port distributed mandatory access controls for resources whose security policies
differ for each group of components over nodes. Some prototypes of distributed
coalitions have been implemented with a virtual machine monitor for strong
confinement. But, this approach causes complicated operations and manage-
ments for applications. Then, an application-level distribution coalition using a
program-transparent reference monitor with minimum impact on the usability
is exptected. In this paper, we propose a Chinese-Wall Process Confinement
(CWPC) to build an application-level distributed coalition. CWPC is a new
policy-based process confinement mechanism that uses an effective but simpli-
fied variant of the Chinese-Wall policy security model without changing the
code of the OS or applications. We implement a prototype system for office
applications on Microsoft Windows platform, evaluate its overheads, and show
that our approach is acceptable.
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Fig.1 Distributed coalitions.
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Fig.2 System architecture.
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Fig.3 Prototye system.

0000000000000 O0000QOOMicrosoft Wordd Microsoft Exceld Microsoft
PowerPointd Adobe Acrobat 00 00000000000 ACOOOOOO ACOSIOO
0 Windows 00 O0O00O0ODOOChinese-Wall 000000000000 DOODOOODOOO
J000000000ooo0o0o0000o00oo0OWindowsOOOODODOOOO CCA
00000000000 00D00O0OODynamic Link LibraryO DLLOOOOOOOOO
CCAOUO0DO0O0O0ODOUOODODOUODOO APIDOOUODOOODOUOOOOOODOOOOO
00000000 CCAOO0DDDOOOO0OOOOO Windows-native Piped SIO OO0
0oooooo IpO00D0OO0O0OO0O00DOO0ODOOO0O0ODOOODOODOOODOO SIOODODOO
JooD00oo0oooDoooo SIoodoooo0ooo0oooDoooDOooDOoooooon

3.3 UUooooooooooa

Windows OO 0OO00O00O00O00OO0000OOOOO0OO0O0ODOODOODOODOODOODOODO
goobobooobbooobbooobbooobooubobooobboobo

APIODODDOODDOOOODODOOOODOOOOOOY00000o oS0nonno
00D0000000000D00000000000000000000000 Detours '™
J0000O0ODetours 0 00000O0OD0OO0O0O0ODOODODOOODOODODODO Win32
goo0o0o0o0ob0oU0o0o0bDUooobO0DLD0b0000U0UO0D0DLOO0ODbO0ODO0OD Win3d20O
00000000000 000 Detours0 O O0D0OOOODOOODOOOOOODODODO
gooooooo

0000 ACO0U00Do0oo0oo0oo0ooooooouooooooooooon
000 ACO0OO0OO0O CcCAODOUUDDODOOOUOOOOoOODetoursd0O0O0OOOO
Windows 0 00 000000000000D0O0O0O0O0O0DO0Y ODO00O0DO000000OO
J0000O0CCAUODOOUOOO APIDOO O Okernel32.d11 0O O OO CreateProcess

000o0o0oooog Vol 49 No. 7 2656-2666 (July 2008)

000 advapi32.d11 00O OO CreateProcessAsUser 00000000000 0OCCA
0000000000000 0D00U000UUOOUO0OUUOUOUOODOOOWIindows OO
O000000000 winlogon.exe JO0O0O0 CCAODOOOUOOODOODOOOOO
goooo0o ccAOOOUOoooooooooo ccAooooooooooooooo
OO0OO0O0OD00O0D Win320OOOOOOOOO0O kernel32.4110 OSOOOOOOO
OO0OO0O0O0OO0OOOoO0O0O win3200000000000 wser32.d11 000000000
000000000 APIO CreateFiled CloseHandleO CopyFiled CopyFileExO MoveFileO
MoveFileExO MoveFileWithProgressO DeleteFile0 0 0000000000 00O0O0OO
APIO OpenClipboardO CloseClipboardO SetClipboardDatall GetClipboardDatal O O
oooog

3.4 0O00OOOOOO

ACOODODODOD CCAOUOOO ACOUOODODODOoOocCcCADDDOOOOOOOOO
000000O0O0O0oOoOoOoD IDOO0OO0 ACOOOOO0O0O0O SIoooooosSIoonoog
0000000000ooooooo ACOOO00OoOo ACO0OOooooo ACoOoOooo
00000000000 ACOO0OOO000D0ODOOD ACODDODDOODOUOOoOooACO
0oooo oSO00DO0oDOonoUOoo0oobDO0DOoooOoO APIODODOOODOOACO
000000 CCAO ACOUOODOopOooooSIDooDOoDOoooooooDoooon
goooooood

ooooooboooooooboododoooD 40000000000 O000O0O0O0O
000000000000 ACOodooooOooDooDOoooooDoooOoooOooDoooon
goooopoOoOoOoO000oOoOoOoOoOoOoOOOOoDOO0OO0OOooOOOUOOOool-500Mm
00o00o0ooodogoberoomooDoDOOO0OCOCOCOOOOO0OUOOOUooog
o0o0o000o0o0oooooOoU0dooooDOo0oU0oooDOoUoUUOooooooDooog
081000 000ooooooooooooooooooOoOoOooooobooooog
ooooooooooooi-1200@oo0o0o00o0oooogooooo13-1400mm
000000 ACO0OO0ODOOOoOoOoOoOoOoOoOl-1600M 000U oooooooog
O0000OACO0O0O0OODO ACOOD0OOOO0ODODOOODOUOOOoOooooooooooo
0000000o0ooo17-9o0ooooooooooo20-2100M

oOSO0000000DD0D0OOU000ODOCO0OU0U00ODO0OU0UOOOOO s000000DOO
0000000000000 00000 ACO0D0D0O0O0O0O0OO0000O0ooooooo
00000000000 000000l40000000000000000D00O00O05-6

(© 2008 Information Processing Society of Japan



2661 0000000 DO0OOODOOOOODOOOO0O0O0O0O0 Chinese-WallOOOOODODOODO

01 if (File is under domain management)
02 if (AC is a label-attachable AC)
03 if (AC has joined domains in other coalition-of-interest class as File)
04 if (AC’s access is write)
05 CCA rejects access;
06 else if (AC’s access is read)
07 CCA permits access;
08 else if (AC hasn’t joined a domain in the same coalition-of-interest class
as File)
09 CCA permits access;
10 CCA makes the AC join the same domain as File and permits access;
11 else if (AC has joined the same domain as File)
12 CCA permits access;
13 else
14 CCA rejects access;
15 else if (AC is a label-free AC)
16 CCA rejects access;
17 else if (File is not under domain management)
18 if (AC is a label-attachable AC, has joined domains, and its access is write)
19 CCA rejects access;
20 else
21 CCA permits access;
04 0O0O0O0O0O0OO0OOOOOOODOODOOD
Fig.4 Access decision algorithm for file.
01 if (data is not contained in Clipboard)
02 if (AC is a label-attachable AC)
03 if (AC has joined more than two domains and its access is write)
04 CCA rejects access;
05 else
06 CCA permits access;
07 if (AC’s access is write)
08 SI makes Clipboard join the same domain as the AC;
09 else if (AC is a label-free AC)
10 CCA permits access;
11 else if (data under domain management is contained in Clipboard)
12 if (AC is a label-attachable AC)
13 if (AC has joined differnt domains from the data)
14 CCA rejects access
15 else if (AC hasn’t joined a domain in the same coalition-of-interest class
as the data)
16 CCA permits access;
17 CCA makes the AC join the same domain as the data;
18 else if (AC has joined the same domain as the data)
19 CCA permits access;
20 else
21 CCA rejects access;
22 else if (AC is a label-free AC)
23 CCA rejects access;
24 else if (data not under domain management is contained in Clipboard)
25 if (AC is a label-attachable AC and has joined domains)
26 CCA rejects access;
27 else
28 CCA permits access;

05 OSO0O0O0OO00OO0OOOOOOUOODODODODOODOOOODO
Fig.5 Access decision algorithm for OS-level clipboard.
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Fig.6 An example of a scenario.
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01 <ChineseWallPolicyDefinition>

02 <ChineseWallLabels>

03 <Label>green</Label>

04 <Label>red</Label>

05 </ChineseWallLabels>

06 <ChineseWallSets>

07 <ResourceConflictSet name="Competitionl">

08 <Label>green</Label>

09 <Label>red</Label>

10 </ResourceConflictSet>

11 </ChineseWallSets>

12 </ChineseWallPolicyDefinition>

13

14 <ApplicationTypeDefinition>

15 <ApplicationType name="MicrosoftWord" pattern="WINWORD.EXE"
isLabelAttachable="true"/>

16 <ApplicationType name="MicrosoftExcel" pattern="EXCEL.EXE"
isLabelAttachable="true"/>

17 <ApplicationType name="MicrosoftPowerPoint" pattern="POWERPPT.EXE"
isLabelAttachable="true"/>

18 <ApplicationType name="AdobeAcrobat" pattern="ACROBAT.EXE"
isLabelAttachable="true"/>

19 e

20 </ApplicationTypeDefinition>

21

22 <ApplicationGroupDefinition>

23 <ApplicationGroupSet name="MicrosoftOffice">

24 <ApplicationType type="MicrosoftWord"/>

25 <ApplicationType type="MicrosoftExcel"/>

26 <ApplicationType type="MicrosoftPowerPoint"/>

27 </ApplicationGroupSet>

28 L

29 </ApplicationGroupDefinition>

07 0000000000000 O0ODOOOO0OOOOOO0
Fig.7 An example of the policy for Office application scenario.
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