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Method for Preventing Illegal Recording of Displayed Content Based on
Differences in Sensory Perception between Humans and Devices
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Abstract: A method for preventing unauthorized copying of information shown on a display is proposed.
The proposed method applies our previously proposed method to prevent unauthorized copying of films by
using the difference in sensitivity between human beings and devices. A near-infrared ray unit, which has no
effect on human vision, is installed on existing displays to enable the prevention of unauthorized copying of
information shown on the display. Also described is an effective countermeasure against the use of a camera
fitted with a short wavelength pass filter based on IR specular reflection of the filter. In addition to pre-
venting disclosure of confidential and personal information through the unauthorized copying of displays, an
issue in recent years, it is expected that the proposed method will have broad application as a technology for
preventing unauthorized copying of works of art, factory equipment and other objects subject to a ban on
photography. Testing using the prototype implementation demonstrated that it can effectively prevent the
unauthorized copying of displays by completely corrupting the recorded content.
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Fig. 1 Perception of human and digital camera.
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Table 1 Requirements for each prevention method.
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Fig. 2 Method for recording prevention of displayed content.
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Fig. 3 Method for short wavelength pass filter detection.
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Fig. 5 Overview of prototype unit.
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Fig. 6 Filter detection algorithm.
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Fig. 7 Measure of legibility.
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Table 2 Evaluation environment for legibility.
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Fig. 8 Captured image (display).
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Table 3 Result of legibility.
@) TYHNIAT
AL | RRIC2 | RRSC3 | FSC4 | A5
AR L 6.00 6.00 5.80 5.80 5.16
JAXHY 1.25 1.45 1.52 1.05 1.25

(b) T AT & HEHT RS
LTV A X 12pt

RO | RRC2 | X3 | Fm4 | W3S
AR 2.14 1.62 2.10 1.34 1.66

JARXBHY 1.00 1.00 1.00 1.00 1.00

YA X 24pt

ST | RRSC2 | RRIC3 | ARSC4 | FXS
AR L 4.76 478 4.80 4.80 458
A XY 1.00 1.00 1.00 1.00 1.00

FT LA S WD, B X T4 S EER R OWEL W% O m
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Fig. 9 Measure of disturbance.
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Fig. 10 Interference effect for actual object (digital camera
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Fig. 11 Evaluation environment.
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Table 4 Evaluation objects.

e RRENILZLEN
A | ERRBRAE (1) #L ) v
(3) iRE: (4) WEt OETZE
e
B 6) ID 1—  (7) = (S
(Bh1E)
K v
2= —FFHiAA | 8) HTA  (9) ~vh (10) w2
C
L2 e ay 7 AL
D | WiREFRDIALY | (11) RATANEEAS T T2T VHNTI AT

VINA AT (FNV—T D) EHOMEIZEE L7,
FHEEE TV ANV A A T R FICHHAME SR IHE TS
HEINZTAATVLAZETZ, TOEE, N—T73IF—
O TS BFRIRIZ X o T, TR D A FHE S 272 Fg
DIEEED RIS B 720, W74 NVF ZHNTT T2V
A TIZAET BRI O TR % 1/800 1A &7z, K
BRI O I EME O L & Wl T, 122w T, 6 fEHD
fi§ (30, 40, 50, 60, 70, 80) |2 & O False Negative (J37}
T AN TFHT 4 VT ThvEEME) & False Positive
(AT A NI TR VL DERINT A VT Th B LM
) 12OV T O PG 2 4TV, SRR E O REME D K D
Kb LEVET, = 60 123%E L7z (FHar ok
A ZZBoOZ L), T2, KEEBOEEO L &
i T, 122WTIE, T4 AT LA % BT R 2 e K BREE %
3m EIRE L, ERMBEBEOTEDOEIND %RV 1
WY R TEALEWHET, =40 ICRE L. 740
FRH T VT XA % FELT L2 PC OMREIX, CPU: Intel
Core2 Duo 2.67 GHz, Memory: 2.00 GB, OS: Windows 7
Tho7-.
6.3.2 FHMEifER

BRI BT BIEAFIRON LA BT, Kb 7 4
WV Iy 74V F BIORIILT 1 V%) O
HHERIZDTIORT L) IXG o7z, BRICROI»SH S
BENEM (FV—TA) 1, 74NV BETILT) LD
FEOLEE (Stepl) 12XV, =W (FV—7B) &
T A NERRET VT X L OBFEALEE (Step2) 12 & -
TR RP LRI SNz, RIZT A VT VT X
DT ANE ) T K AR AR (Step3) 12X D,
I—HRELARY (FV—T7C) LEIEFLARY (7
V—=7"D) BRHSN, BREFHFLARTH D57 1
VI SRz, KT, BRE TR AEV—HFD
=D, WO D FHEROFHFW E T 1 AT L A1
I CEET A2 LV EwIFiHRIcEonwe, 2—¥F
BHAARY (FV—7C) #@ELL. T4 AT LAIZIH
VT BRI RS S T B A S IR 0 858 BT % R

2184



BRIEF=EHEE Vol.54 No.9 2177-2187 (Sep. 2013)

@) HATAT 1 (b) FHABAT2 (¢) FABTATI () FIBAT 4

12 7= A 1 H Y b T4V 5 OiER
Fig. 12 Evaluation results for IR-cut filter in Case 1.
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Fig. 13 Evaluation results for IR-absorption in Case 1.
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Fig. 14 Evaluation results for IR-cut filter in Case 2.
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Fig. 15 Evaluation results for IR-absorption in Case 2.
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Table A-1 Total number of a detection except an infrared filter

(Detection distance: 1m).
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