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A Proposal and the Implimentation of
the Anti OS Fingerprinting System

MAMORU MIMURAT! and YASUHIRO NAKAMURAT?2

RFCs (Request for Comments) show protocols of TCP/IP. However, the im-
plementations of the TCP/IP stack are different in individual OS (Operating
System). The behavior caused by different implementations is called OS Fin-
gerprint. By analyzing OS Fingerprint, the OS of a host connecting to the
network at a remote station can be guessed. We can also collect and analyze
information in the IP header from many hosts, and can estimate the network
topology and a number of hosts in action. In a similar way, a malicious third
person can also watch the network, and collect information on OS and network
for the purpose of attacks. In particular, it is difficult to detect a malicious
third person if the collection of OS Fingerprint is made passively. It is a threat
for network administrators. In this paper, we propose an Anti OS Fingerprint-
ing System in which OS Fingerprint is removed on route when a malicious
third person tries to collect and analyze OS Fingerprint. Further, we show

its effectiveness by verification experiments based on the proposed Anti OS
Fingerprinting System.
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01 SYNOOOOO OS Fingerprint 00
Table 1 Examples of SYN packet’s OS Fingerprints.

0s
Header | Field i Free Open . Windows
Linux Solaris AIX
BSD | BSD XP
Total 60 64 64 ) 44 48
Length
Typeof | .00 | ox00 | 0x00 | 0x00 | 0x00 | 0x00
Service

1P — N - N
Identific | 1> | 192| 7¥ 1925|192 17>

ation | BAAK | N | & | BN Hm Hn

Time to
Live

64 64 64 64 60 128

TCP | Window | 5840 | 65535 | 16384 | 49640 | 65535 | 64240

¥ kyvarlk

# ./pOf
pOf - passive os fingerprinting utility, version 2.0.8
(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com>
pOf: listening (SYN) on 'ethQ', 262 sigs (14 generic, cksum OF1F5CA2), rule: 'all'.
192.168.5.2:3146 - Windows XP SP1+, 2000 SP3
->192.168.4.1:22 (distance 1, link: ethernet/modem)
192.168.5.3:3505 - Windows XP SP1+, 2000 SP3
->192.168.4.1:22 (distance 1, link: ethernet/modem)
192.168.5.4:32777 - Linux 2.4-2.6 (up: O hrs)
->192.168.4.1:22 (distance 1, link: ethernet/modem)
192.168.5.5:4504 - OpenBSD 3.0-3.9 (up: 2741 hrs)
->192.168.4.1:22 (distance 1, link: ethernet/modem)

01 pof00O00O0OO
Fig.1 A result of pOf scanning.
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Fig.2 A function of a proxy.
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Fig.3 An outline of the Anti OS Fingerprinting System.
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Fig.4 The Implementation.
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02 TCpOOOOOOD
Table 2 Examples of TCP options.

oS TCP Options

Linux
(Fedora) MSS, Timestamp, sackOK, wscale2, lnop

Linux
(Vine Linux)

FreeBSD | MSS, Timestamp, sackOK, wscalel, 3nop, EOL

MSS

OpenBSD | MSS, Timestamp, sackOK, wscaleO, 5nop

Solaris | MSS, 3nop, wscale0, sackOK

AIX MSS

WindowsXP| MSS, sackOK, 2nop

MSS: Maximum Segment Size
sack: Selective Acknowledgement
wscale: Window Scale

nop: No Operation

EOL: End of List
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Fig.5 The converting algorithm.
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Fig.6 Converted fields in IPv4 header.
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Fig.7 Converted fields in TCP header.
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# ./pOf
pOf - passive os fingerprinting utility, version 2.0.8
(C) M. Zalewski <lcamtuf@dione.cc>, W. Stearns <wstearns@pobox.com>
pOf: listening (SYN) on 'eth0', 262 sigs (14 generic, cksum OF1F5CA?2), rule: 'all'.
192.168.5.2:1032 - UNKNOWN [5840:64:1:40:.:.:7:7]
->192.168.4.1 :22 (link: unspecified)
192.168.5.3:1055 - UNKNOWN [5840:64:1:40:.:.:7:7]
->192.168.4.1 :22 (link: unspecified)
192.168.5.4:32774 - UNKNOWN [5840:64:1:40:.:.:7:?]
->192.168.4.1 :22 (link: unspecified)
192.168.5.5:21944 - UNKNOWN [5840:64:1:40:.:.:7:?]
->192.168.4.1 :22 (link: unspecified)

010 pofd0dooooOO 2
Fig. 10 A result of pOf scanning 2.

# /nmap -O 192.168.5.4

Starting nmap 3.93 ( http://www.insecure.org/nmap/ ) at 2007-03-09 08:37 JST
Interesting ports on 192.168.5.4:

(The 1666 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpcbind

Device type: general purpose

Running: Linux 2.4.X12.5.X12.6.X

OS details: Linux 2.4.0 - 2.5.20, Linux 2.4.7 - 2.6.11

Nmap finished: 1 IP address (1 host up) scanned in 2.320 seconds

011 nmap 0000000

Fig.11 A result of nmap scanning.
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# ./nmap -O 192.168.5.4

Starting nmap 3.93 ( http://www.insecure.org/nmap/ ) at 2007-03-09 08:34 JST
Insufficient responses for TCP sequencing (1), OS detection may be less accurate
Insufficient responses for TCP sequencing (1), OS detection may be less accurate
Insufficient responses for TCP sequencing (1), OS detection may be less accurate
Interesting ports on 192.168.5.4:

(The 1666 ports scanned but not shown below are in state: closed)

PORT STATE SERVICE

22/tcp open ssh

111/tcp open rpcebind

No OS matches for host (If you know what OS is running on it, see
http://www.insecure.org/cgi-bin/nmap-submit.cgi).

TCP/IP fingerprint:
SInfo(V=3.93%P=i686-pc-linux-gnu%D=3/9%Tm=45F09D87%0=22%C=1)
T1(Resp=Y %DF=Y %W=05B4%ACK=S++%Flags=AS%Ops=)
T2(Resp=N)

T3(Resp=Y %DF=Y % W=05B4%ACK=S++%Flags=AS%Ops=)

T4(Resp=Y %DF=Y % W=05B4%ACK=0%Flags=R %Ops=)

T5(Resp=Y %DF=Y %W=05B4%ACK=S++%Flags=AR%Ops=)

T6(Resp=Y %DF=Y % W=05B4% ACK=0%Flags=R %Ops=)

T7(Resp=Y %DF=Y % W=05B4%ACK=S++%Flags=AR %Ops=)

PU(Resp=Y %DF=N%TOS=0%IPLEN=164%RIPTL=148%RID=E%RIPCK=E
%UCK=E%ULEN=134%DAT=E)

Nmap finished: 1 IP address (1 host up) scanned in 13.001 seconds

012 nmapOOOO00O00O0O 2
Fig.12 A result of nmap scanning 2.
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Fig. 13 Results of the IPid observation.
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04 RTTOOOO
Table 4 Results of the RT'T measurement.

oooooo AOFS
Count 1 2 3 1 2 3
0.4 0.5 0.5 0.5 0.5 0.7
0.4 0.4 0.5 0.6 0.4 0.4
0.5 0.4 0.5 0.4 0.4 0.4
0.4 0.6 0.4 0.4 0.5 0.5
0.5 0.5 0.5 0.5 0.7 0.5
0.4 0.7 0.5 0.4 0.5 0.7
0.4 0.4 0.4 0.4 0.5 0.5
0.4 0.4 0.5 0.5 0.6 0.5
0.5 0.5 0.4 0.4 0.6 0.4
0.4 0.5 0.6 0.4 0.5 0.5
Average 0.43 0.49 | 0.48 0.45 0.52 0.51

ms
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05 O000D0OO0OOOOO0OO 1
Table 5 Results of the throughput measurement 1.

gooooo AOFS

DOO A EOO A DOO A EOO A
0-100 MB 16.7 10.0 16.7 11.1
100-200 MB 14.3 11.1 16.7 11.1
200-300 MB 14.3 12.5 16.7 12.5
300400 MB 16.7 11.1 14.3 11.1
400-500 MB 14.3 11.1 16.7 10.0
500—-600 MB 14.3 11.1 16.7 11.1
600-700 MB 14.3 10.0 14.3 11.1
700-800 MB 16.7 10.0 14.3 11.1
800-900 MB 16.7 10.0 14.3 10.0
900 MB-1GB 14.3 11.1 16.7 12.5
Average 15.26 10.8 15.74 11.16

MB/s
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Table 6 Results of the throughput measurement 2.

oooooo AOFS

AOOD AOOE AOOD AOOE
0-100 MB 14.3 11.1 5.9 5.6
100-200 MB 14.3 11.1 5.6 5.9
200-300 MB 16.7 12.5 5.9 5.9
300-400 MB 14.3 12.5 5.9 5.9
400-500 MB 16.7 12.5 5.6 5.9
500-600 MB 16.7 12.5 5.9 5.9
600-700 MB 16.7 12.5 5.6 5.9
700-800 MB 16.7 12.5 6.3 5.9
800-900 MB 16.7 12.5 5.6 5.9
900 MB-1 GB 16.7 11.1 5.6 5.9
Average 15.98 12.08 5.79 5.87

MB/s
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gooooobooooboooo
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07 AOFSOOOO
Table 7 Effectiveness of AOFS.
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