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IP Packet Authentication Gateway System AIPS

HirOYUKI YAsuI™t and MINORU MATSUYAMATL

Along with the wide use of mobile computers, the installation of wireless
LAN’s access points or ethernet jacks is needed to enable network connection
at various places. In such network environments, a user authentication function
is indispensable to reject the connection by an unspecified third-party user for
security of inside and outside of the network. As a user authentication function
for the most ethernet jacks, a keep-alive mechanism is introduced to prevent the
connection by an unspecified third-party user with a spoofed MAC or IP address
of authenticated mobile computer. However, the keep-alive mechanism has a
problem that the re-authentication is necessary if the keep-alive is suspended.
We are proposing an authentication system which embeds authentication infor-
mation into the header of all IP packets to avoid this problem. In this paper,
described are the scheme of the authentication system and discussion on the
operation result obtained in our experimental environment.
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Table 1 Specification of experimental equipments.
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Fig.7 Total traffic rate of AIPS.
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