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Abstract: In Infrastructure-as-a-Service (IaaS) clouds, users remotely manage the systems in provided vir-
tual machines (VMs) called user VMs. Out-of-band remote management via the management VM allows
users to manage their systems even on failures inside user VMs. However, the remote management is dis-
continued on the migration of user VMs because the management VM at a source host cannot access the
user VMs. To solve this problem, we propose D-MORE for continuing out-of-band remote management after
the migration of user VMs. D-MORE runs a VNC server and virtual devices, which conventionally run in
the management VM, in a VM for remote management called Domain R. It migrates both a user VM and
Domain R simultaneously. We have implemented D-MORE in Xen and confirmed that a VNC client could
send input data to a user VM via Domain R. In addition, we showed that the overheads of D-MORE were
within the acceptable range.
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A Migration Method for Continuing Out-of-band Remote Management

1. [FL®IC

I, Ky NT—2 & L Ta—F— e 25245
5770 Rarya—7 4 TORMANER>TND. %
D—oODFREL LT, 2—FIi~rr (VM) %t
7% Infrastructure as a Service (IaaS) #4277 7 R¥-—t
ANnH%. TaaSHZ U FERM+ 52 LI2L-T, 22—

TN LER
Kyushu Institute of Technology
2 STATEOE AR EHARBLERE, CREST

(© 2013 Information Processing Society of Japan

I N— Ry =TEHET D L, MEARRHIMLER
PO VM 21752 EMTED. laaSHI 7 77 Ko
2—PFFEVNC DY E— MNEHY 7 by =7 2T
sz VM (=% VM) IV E— 0BT 7R
THZEILEHST, NED VAT LOEHRELTH .
ZOBIS, 22—V VM ICHEET 7 AT 5D TIHRL,
2—H VM ZEHT HHERE > VM (FEL VM) #2HE T
TIEATHIENTED., ZOFERFEITEEN ) T —
NMEFLLIEEN G, ZOFEIZBNT, VNC ¥ — 35



IPSJ SIG Technical Report

HVM ECTEELTEY, RKIEF—AR— RPEBET 4
H— RIg EOAET A Az LT, =—% VM ICER
TIREATEH., TOFEEHWAZ LKLY, =2—F VM
DF sy b T =27 N VM NEEOFRE X AT X > TUIlr & iz
D, YATLY Ty vanii&ich 35 K5 EENTEA
L7722 LTh, 22— T VM DV E— MNMEF AT 5 2
ENWRTES.

LU n, s £— NEHZIT-> TV DS
W2, 2= VM ZBIDHA MI~vA T L—vardbL&,
Ue— MEENUIr ST LE Y. ZhiE, BRI TS
VM Ba—HF VM ICT 7 B RATE L 5703455
MECTHS. 2—F VM DO~A FL—3 3 0%, Wi~
YDA LT T APMEE L 7o IR AR N E K 7o T I
(=Y VM 2RO R A MBI SE L7200 EE SR
L. a—WF U E— NMEHEHRET 57O, B
SENFEFERZEE L LT, EORA OB VM ICH:
LETMMEHN, HERZiThRuEzon. 2o
W, —WPIZEZRBRAMERND Z LICRD.

Z OMBEEfFRT 27 DICARE T, =2—F VM o~ A1
7 L—va VIFIZEB W T b ATES U B — MEEOMEREAS B]
RR~A L —araF BT 5 A7 A D-MORE %12
%9 %. D-MORE %, VNC H— R LFET /A 2% R 2
AR EMIND Y E— NMEFRHOHEM VM ETEMES
5., a—HF VM DO~ A L— g VIFICIE R AL U R
LRIFFIC~ A 7L —v g &85, 2ok &, D-MORE
X RAA > R E2—% VM ORI ORI~ T =
& (VMM) LV CHERFT 5. 7, VNCZ 747 b
& VNC = o#kiEr >y h U —27 L-ULTHERFT
L. ZhUC kY, wmiEA Y - FMEEPICY A L —v 3
VEITHORELTH, VE— NEPLEMKG TE D.

Fx 1L D-MORE % Xen 4.1.3 [1] I2F# L7z, FAA
UDAEY ZEHERTE DL IICHBBSNIZ FAAL M 2]
EHIZRAALS R EFEEL, FALM VR ERAALALUD
T, ARV M TF Y RVEMLTEDEDICIELZ. &
NHOHEEEEFAWVWT, KAA VR EOIIRT NA A E KA
AL UILTI78ATSH. RAAL R BRMET D[RR~ A
Tl—va HEEHWSZ LT, RAALA Y RIZ~VAT
L—2a VBIC R AL UDAEY DT 7 & R ik
HILEMTETWD., FAAL VR ETEMET S VNC H—
3%, RFBProxy [3] #ZEI2{ERk L. D-MORE % Hv /=
FERREAT, RAA U RERHRCHRIES D £ — MEBR T
52 &, BEUD-MORE OA—/ 38—y RNFEAE R
WZ EERERR LT,

PIF, 2801, #5hY B— MEBIP O~ A ZL—3 g
VERIZRAET HRBEIC OV TR D, 33T Z ORE% fif
92 D-MORE I[Z2W Tk, 4 ETEDIEDFEIZ S
WTikR%. 5 #T D-MORE % WV TIT-> 7= FEBRIZHOW
TilkR%. 6 B CHEMIEICHMN, TECTCAREELDD.

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13

2013/7/31
/,7 RN <\\
EIBVM I1—H%VM
»  VNCH—/\
. M R FINA R
VNG RIEF N4 ¢ » K545
94Tk

G —

B 1 kY Ee— MR

2. s E— FESEDOTSYSL—2 3y

2.1 wEN)E—LEE

TlaaS 17 T 7 RO—Y 30k, ks nz=2—+ VM
IZVNC H—R%EHEAL, VNCZ 747 Finb U E—
MERT D2 LIZL - T, VAT LAOEHEIT-> TV
ZOEBETIRIEREN ROV AT MIEHET 7 ¥ AEITH
720, AN Y E— NEELEMEIND. LNLARDS,
kAN Y B — MEEIZ T — Y VM NI D REEIZE W
VIO RENTFET D, 2L, == VM NEECTx > b
V=R T 7 AT U —IVOFRTEEESTZHAIZ, VNC
P—=NICRy NT =T aITH) 2N TERLIRY, Y
ET— MEHTE L 5720 ThHD. &5, =2—HF VM
D OS ZEEILTCWDLHEL, OSSN T via LeFalc
1%, VNC —HEREEL TR, UE— ME
FREITH) ZENTE RV, ZDZ&lE, VE— TV AT
LDOFEMRFE 2R L2 0, BEOIRRAEIT O AT
LD 2D,
ZOEHIRIRULFICBW TS 2 —% VM D& H % fkfs
TEAHEHICT5720c, B1DOXHIEH VM T VNC
P NEEESE, 2 VM ICHBENICT 7 AT 5 F
ERbH5H. ZOFHRIFEN)E—NERBEMINS.
HVM LiE, 2 TOa2—F VMIZT 7 B AT D0 EEFF-
VM OZ ETHY, N— Ry =7 ETEHEHET L
A N—= A PO VMM IZEBW TS D Z %0
B VM O&E D —21%, a—3 VM IZ#2HE & 5 s
FRALADTI 2 b— g0 ThDh., HEsY £— FEH
T, HEH VM NO VNC — 32— VM H O R
F—R— R EOWIET A RNCEET 7R 5. 20D
7o, =P VM O VNC ¥ — x>y T —2 K7L
WY E— MEEARBT L2 ENTES.

ZHCEY, 2—F VM ICEEPRRELZEATY, =n—
Hva ) —unba s AL L TNE00 X ) ITEERTT
DT ENTE, XVFKAR VM OFHENAIEEIZ 2D, il



IPSJ SIG Technical Report

X, Ry NT—=7DOBREI AL >Ta2—HF VM ~D X >
MY —J N TE oo LThH, F—F—FNAJ
EIToTHRET 7ANVEBIEL, *v bV —27 k%211 A
SELHZENTED. Fe, /IBETAI—RF~DT7 /&
AEBLT, OSSOV Ty valFORA v —V52HRTD
ZLENHRETHD.

2.2 YA L= 3 UvEBOME

=Y VM ZRIDEKRRA NI~ 7 L— 3 T HERIC
%, EROEIHNY £ — NEEEIT> WX £— h
BH AT D EMNTEZ. I, VMO~ A 7 1L—
varEiTolmELThH, VNCZ 747 binb VM
TEHEL TWD VNC h— "D % v b U — 7 BT HERF
ENDHEHTHD. ~A 7 Lb—a I VM &I SE5
ZERLBDOFA MBI ZE L7, e HIT
VL INDHRETHD. HlIE, WE~ DA T )
VAELTHBRIC, M~ U B LRSS E VM oY —
EALEIELTCLE). WEH~Y VDA TF U RAELTH
A, VM ZBIOFRA MIw A 7 L—2ar LTl e
WZEoT, Y—EREMGE LIcEEA LT T U AE(TH Z
LNTED., £, A7 Lb—ya VIFAMSEREIT O -
DIZHFIHEND.

LsL7edd s, #igsh Y £ — MEBOSE, =—F VM
A7 L—vardbrlUE— MEENSUMENTLE
9. Zhud, BEL VM ETVNC Y — 30358 LT 5728,
A—PF VM DO~ A L— g UITfEo T, & VM NI
Eb Tz —F VM HOART A ABFIEL72< T2 DT
HTHD. TOREE, VNC I — "M T A AT 7
TATERLLRY, VNCH—PBKTL, =—F VM D
BAEZATH ZEMTERL 2D, 2—VF3 ) =— MNEHAE
BT D701, Bl SR K 2R E Lz 1T,
EDRA MG LE S 272 S 20 E i, e
BETHINERD .

Fio, AT L—va VORI — R — FAJEHA K
ONDHEENDHD. Ty NU—7 LOREEFEFOATILY
E— MEROUIBTIC L > THEE SN S, VNC — 3035
JE- 7228, AR —R— NS TV ARWAT S VNC
=R T EEbICKbD. BRI LO R X —
A= ROLGEIIE, ANEFABFONYy 7 7 ITRFLTWD
729, 22— VM n Bt diA TN AR X —
A= ROWWE & blzkbnd., ok ickbhl-%—
A= RANEZZ—YRE ) —~EANTLHLERDS.

Mz T, ~A4 7 Lb—ya YFRHZVNCH—DIP 7 R
ALR—PFENERSNTLEI LWORELHD. F
Bt 5 VNC —"D IP 7 F L R 2 —H% VM OBH)
ERAFOEEVM O b DI D, F2, 2a—F VM ¢
\Z VNC =N RE 52, TNENRRDR— b
FEEMATHIMNERNS S, I, HAMEE LT, 4

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13
2013/7/31

(w2 [ Ak
EmYM i 2—4FVM
. i
VN N
oz ¢ VNCH—/X :
i
\g A
4 ARk
EEVM a—HVM
N
VNC VNCH—/X
DSAT VN

B 2 VNC 7w& ¥ &AW figik Fik

RARHLTHLHEDIP 7 FLARR— MIDORT 7
BREFATHEIC, VITAT L MIOT 7 AT U —
SNV —IVERETHZEREZTETNDS., v 7 L—
Va CHIET H7OE, 77 T FNOEE VM Cfiib
NTWBHIP 7 R AT T E VNC — 3036 5 nlae:
B HHR— NEBFORMBALEE T 747 U4 —/LTHFAT
DRENRDHY, X2V T o BME T 5.

2.3 BEOYATL—aonti

~A T —a VRICHAESN Y — NEE AT D
FEELT, VNC 7 u Xt —n"Ef0n5HERET LN
5. ZTOFECBWTER2 DX HIZVNC Ho 7 axv
F—NEBEHSE, 2—FITVNC I 74T EnH IO
VNC 7 & v Zf&MH LT VNC h— o+ 5. =—
FVM O~ A 7 L— a3 VIR, v~/ 7 Lb—2a ko
B VM TEIfET 2 VNC h—"~Bfa )y x5 2 &
WL C, s Y — MERLE R S S 2 LR TE B,
B, A7 L—var%b VNC7exyoIP 7 K
VALR— NEFEFEDLRWD, 774 T 74 =D
=V ERNRICT D ZENTES., LnL, VNC 7
XN~ A T L—Ta CRICESR A R 2 DBRITEET
DT —HBLOVNC +— _RTUED & D> TN T —
ZWZBL T, TRTHEESNLCLES. £/, VNC 7
a XN -REEAICRLTEEL S S.

BDFEE LT, SPICE [4] %% HiERET s,
SPICE |Z VNC E[E#ED U E— b T A7 by TRETH
5. VM O~A 7 L—y g U Bicld, R3nkoic~A2
L—3 g »IE® SPICE ¥ — 378 SPICE 27 5 4 7 > MiZ
~A T b= a VEDIEREBAT D, EO%, 74T
VRIS =y a I = MMER AUV B
EWRTEDL., 207, v~ 7L —Ta URFIZBWVWTD,
ALY e NEHEMGESE D Z EBNARETH D, L
L, ¥4 7L —ya I IP 7 RL A ER— FESRE
WENDTD, 77472 MIOT 7 A7 0 % —)L TR



IPSJ SIG Technical Report

FIEVM

SPICE
H—/\

SPICE
ISAT Vb

/T
.
5

EEVM a—%VM

SPICE
H—/\

\

K 3 SPICE % W\ 7= ik Tk

P72 IP 7 RV A LR — FEBLEHFAITOILERDD. F
7=, SPICE FE#D semi-seamless migration TlX, ~A 7
L—a VIRC T — 2 N Kb A RN H 5.

3. D-MORE

ZORBEA MRS 72010, AT, &Y E— b
RO N e~ A L —a VEREBTLVAT
A D-MORE %##%3%. D-MORE Tix, B4 DX )IZ,
ek, EHLVM _ETEMEL Tz VNC J— 36 L OMRAR
FTRAAD ) B —R— R, K~ T A, HEET 4
H—REVE— NEEHAOHEA VM Thd KA R E
TEWESED. £ LT, 2—F VM O~A 7 L—3 2 U0
WX RAA VR BFEFFICA 7 L—va T 5. 2O
12, D-MORE 78 KA A > R ORAF A R & a—H VM
WOTNA A RT A ANHOBEREMRT 5. £/, VNC
ITAT e RAAL L RO VNC - — B OBRHTA v
NI —2 LUV TR S D, 2O X DI LT, Hiksth v
F— MNMEHICBIT A ) B— MER AT 5.

D-MORE Ti, KA1 > R _ETEETS VNC H—
R L Ca—9 VM ISR T 7 B A3 5 2 & Tk
SN E— MNMEEEITY. FAA VR TEWET DT A
AL a—HF VM OF A A KT A \MOBEEIFIEAF AT
EARAEEI Y IARZE T Thivd. VNC 7 747 2 b
HELNIZANERIT, RAA L RO VNC H— 5 f%H
L CRART S 22k b D, 2—W VM THERAR LT ]
AARTANRNPHNENTWDEA, X —R— KO
e RFIANEREZILEATY Oy 7 7 ITMIL,
ARE D AR A W Ta—Y VM (Zi@H9 5. Wt
BLTHEERC, 22— VM OF A X R T A SR HA A
EY EOT7 V=LY 7y L, KAREIV AL A W
TR T A H — RIS@mAT 5. EiEOEHHEHRIL VNC
T—RERHLTCVNC 7 747 MIEREEND.
D-MORE (I~ A /L — g VIZ R AL U R &a—H
VM OO A€ Y &FEEI D AL T ¥ RV FRI

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13

2013/7/31
/,7 RZK <\\
RASLVR 1—H%VM
VNCH—/%
FIBVM I
RN FINAR
VNG RET /N1 14 K548
94T N

\C —

K 4 D-MORE O AT LR

MRS S, 20, RAAL R ETHEL TS VNC
P RXOAAT A AF~ A T L —Va VBT DN
B, A 7 b= aBBEUAEY T FLA, HY
ABTF ¥ AN EHNTC2—Y VMIIZT 78 AT 52 LENRT
5. AL VR EZ—VFVME~YAS T L—arT5b
B2, D-MORE 2[R A H Y 2223 5 FRIFFIC~ A 7 L —
varEIT). RAAL Y RITA—F VM DAY & H
EXTIHIVERHDHT-O, RAAL U RBBE L TV ARIE
Wod 2 — VM S8 L7 IRigIz 2 5 X 21245

D-MORE Ti%, A 7 L —3 a iz ifgst v £— k
BEOANERN DD Z Lid72v. FAL YR ET
FELCTWD VNC B — 388 L ORI T /34 A TULBEH D
FT—=HIZBLTE, RAAS VR EEBICYA T L—2 3
SNATORFEETHZENTEDL. VNCTZTFA4T 2 b
5 VNCH—NIZEEFEFORy NT—7 EOT—X IRy
NU—27 DY B X R R D ATEENED B 5 A%, TCP (2
KVEXEND. ZucEky, v~/ 7 v—varyfAor e
FanzHWD Z LR, ANERERFFTHZ LN TE
D, Fl2, 2= VM ZEIZEHO RAAL R BHES
NBEDHIT, BlEmERICALRNENIFIELH 5.

S 51T, D-MORE T, v 7 L—ya % b VNC H—
NOIPT7 RLABIOWHR— FESREDL RV, VNC
= NBEELTND RAL Y RDIP T RLAE~ A2
L—rvarkblil—ThdbidThd. TDD, 77
AT MUDT 747 04— TlE, EED VNC H—
DOIP 7 RLALR—  EBETEFFAITUEL . —F,
D-MORE TIZ RAA V RAICZa—VIP 7 RL A%
il —2B 0 B CHMENRD D, ZOBEIE, KAA
RIZFTAR—FIP 7 RLAZE Y CTT, NAT £#i%
THZLTRRILT D ENTED. VNCH—HDOKR—
DT 7 BARE T Ea— VM O 7 Y » 7 IP 7 R
AN RAL Y R DT T A= KIP 7 RLRIZEHRTN
.



IPSJ SIG Technical Report

4. RE

F 41X D-MORE % Xen 4.1.3 [1] 1252 L7z, Xen ZH
WCITEB VMIZRAAL 0, 2—F VMIZ KA AU &
%, RAALUNTEHESELS A0S & L TR
{b Linux 3.2.45 Z&%f5 L L7-.

4.1 VNC H—NERBETNA R

FAA LR THE, FAAL0RD VNC H—DOKHE
SEEL, RAALALRATEESELOND K SIZL7. RA
A > ROFETONTIT 42 i Tik~%. Xen TiX, VNC
H— L QEMU LIRS T 2 L—F OFIHAAIAE
NTW5. QEMU 735 VNC H— DOREZ 43895 D 1%
K5 Tl b o772, RFBProxy [3] & (2 VNC H—
ZAERR LTz, BEORETIE, F—FR—FLvTADA N
VRNEWET LI ENTED. EmEEDO A X MZoW
T, KAA 20 LOBEFED VNC $— N |2ifisek UL
LTW5.

D-MORE Ti%, FAA Y OHNOEET A ZADE 2
L— g UHRBICOW T H 8L, RAAL Y RINTEMES
EoHNd Lo Lz, BUEOFRETIE, F—FR—FKewv
ADIT RA ZZHKIE LTS, 2 S DIRET A
IR 5 DX HIZ, VNCH— "0 ANZEZITERY, KX
A UNORNy 77 ICHZAT. 2Oy 7 7X1/0 Y
U7 EMEE, ERBLT N A R T A NI AR A
ZTETEDITHOND. D%, KIET SA R dA X
VENTFx RN EFSTRAAL L UIZA XY MESED, AT
NHDHZEEEMTDH., UK, FAL L URNOTA
A A RTA NIRRT 12, T/O V> 7 b AN E#REZ R
DT ZEMTED.

RAA > RADEAET A AL, 1/O U 7oA R b
T ¥ 2N DOIERE AL OB TEHET 5. FAAL R
B RAAL L URNDI/O Y w77 78245101, 1/0
VYT OEPNTNDS AEY O#HR (MFN) 2RS4 EIZ
. Fl, ARV MTF v RAEMHELT DITIE R AL > U
DR— b EERLEIZRD. ZNHOERIT AU D
EENFIC KA AL L 01ICEBNDT2D, AL RIMEAET
IS ADIERIFIZ KA A > 0 D OIEHRERET 5.

4.2 FAALYR
RAALVRIZRAAL S M [2] R L CHIR L. R A
A RIEFWER, FAALL0DHBBPALTWEZRAL LU
DAEVILT 78 AT LFEAFF>7- VM Th 5. Xen D
AZT RAAL Y B OBREEZFIAL, OS<° VMM O 7 7
T ABIRELEFTHZLICE-T, FHELZ VMO AT
~OT 7 AEWREE LT, FAL LR ERAALA L UD
B ST R A A0 TITH. ZoMEEZHWD Z ik

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13

2013/7/31
RAXALVR 1—H%VM
VNCH—/X
RIEF /N4 R > FINAZRSA N

ARVRF oI

- -

5 I/O Vo7 eANy MFxpL

D, RALURIZRAAL L UDI/O Y v T REIIL A
TYR—TEvyT L, MAEESETILENTED.

RAAL LV RIZRAA 0 LD, v~A4 T L—TarT 5
TLEMTED. BHHAZEDO RAL L UDATY vy T %
TOoTEFERAAL LV ROYA T L —a U EA[REICT AT
WIZ, vA T L= a VRTIHEIHRD AL U DA
FYR—=VO~vy IREEZHBWICHETT S, AU
DAEFY =T~y 7 LTWDHRITIE, RS54 —
TN N)DOERE Y ety N 1D w4 T L—
vaVETHERE Yy 23y FENTWIUERAAL U
DAEVZH~ Y TT5.

RFAAL R TIE, FAAL U EDOMT, 40 FF v %
IVETESLT HRERE B IRME TS, A U N F vy UL, BB
VM T/ R LTz — MESEIRGL, ZhaaEL T
BHd A2 L TR TAZENTE A, LL, FASL Y
UDEEGFOT NAARTANZTRAAL 0 BFRELTHA
VREITHITED, RAAL L0 LERAEITY Z N TE 2
Mol=. TIZT, TORAAL L UZBESIT Bz KA A
VRMLTHIIERAA 2 U DR~ MMIERT D2 &R
TEAHLE912, VMM ~DHEEE{ToT=. ZHIZL»T,
RAA L UIEEEZMATIZRAAL R EORIZA N
¥ RVERENLTHZENTE S,

D-MOREIZRAAL VR ERAL LU DV, T L— 3
VIRFIZ, AR N RNVEHERF T OLERH L. AN
FF v FAOEHRIT VMM N TEEINTRY, ~1 7
L—yailkoThbnd., ~A 7 L—2a %I KA
AL UDTNRNAARTANEA T b—a VERIHRLT
HENRAL Y REIT)OR— NESNRERSND. —7,
RAA Y ROFIBT NSA AI~ A T —v 3 U ERH LR
Wiz, HiEEREEITbRW. ZOMBEE BT 57201,
VMM HNTRAAL L RDOKR—FERAL LU DH LUVVR—
;% B T D 2 LN T X HEERE A St D
DD, ZOREICOWTIE, BIEREETHD.



IPSJ SIG Technical Report

St S2
DomR — ]
source ready ! :
host : ready :
Domu — ——t -
migration ' ’
start stop  terminate
Ss3 S4
DomR F-4 I
destination
host : ready
DomU | f--
create restart

K6 ~A7L—3a oY

4.3 RABIATL—2ay

RAAL Y RPEEOR—ZL LI RAAL ML, <A
T L— g CRICERR O B A A 2 U OEARDNEYIN
WE ST B0, RMZRY 2R SFEFC~ A 7 L—
TarvETOMEAREL TS, v/ /L —T 3 VIR
BT, BEERO RAAL L UNBRBE L TOAR, R
EEGET O MERNDH DT, RAL LU MIERAAL L UN
BT ETHET D, —FH, RASYMiE~A 7 L—
Va VPICERISRO B AL U DIEREEDLLEND D
72, AL MMPKETTDHETRAASL U fFILSHE
T SED., ~A 7 L—a BB T, AL UM
IEAEVEHDIZDDOT 7 & AR 155 1= DI B x5
DRAAL LU DEHRELELT DD, RAAL L UNE
RMENDETHET D, 61, RAMUMDBBEHLT
WRUNRIE TR R O R A A > U 2848 S 72855130
TN TEARNED, FAAL L MBAFEHEND E
TRAA U ZEIESE TR D, 20X, RAA
YUDEE L TODEIE, RAAL Y M AFEICHES L T
HEITH o TWAD,

L2sL7e3 s, D-MORE O4121%, FAA > R 2K
BLTWDEIZRAA L UNFIZBEBHL TND LT D
WERDH L. RAAL L UMEIELIRIET, RAA R
DORIBTSAL AN RAAL L UDI/0 ) TITEEALE
1T9&, ZOTF—XZRONTLED AIEERH DO T
Hb. TO—FT, RALYRIZVNC I ZA4 7T kb
DU 7 TA NS D0, TELRETEL LW
NEE L.

FIZT, RAA VR ERAL L UDHENRTA T~A T
L— 3 U ORKEEBBSIZ A S TR T, RAAL VR, KA
A4 UDIEIELESE, v~ 7 L—a VETIIRAAL
U, FAALSROIMAICHAEES. v/ 7 L—a lB
2B RALRERAAL L UDRBIZIRI6 DX S22 5.

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13
2013/7/31

120

100

80

60

40

Response time (msec)

20

Original D-MORE

B 7 F—R—FANDFE L AR AH A L

5. EE&

D-MORE % W =354 O % — R — KA DI R 2
ET HTDDOFEREIT- 7. FEBRIZIE, Intel Xeon E3-1270
3.40GHz @ CPU Z###i L=~ % VM & VNC 7 &
A7 MR IAETSHEL, ¥y b —P %> b -
AL v F TR LI, VM O~ 280, Uk
V7 =7t LTXen4.1.3 MV, FAA 2 0TLinux
3.20, RAA> U & KA4 2 R T Linux 3.2.45 Z#i{ES
B, ZOFYUAL8GCB D AT Y ZHEHE L THBY, KAA
01Z1E 3.75GB, RAA > UIZIL256MB O AE Y %%
nNENEN YTz, 7747~ TlE, VNC7 Z
A7 k& LT TigerVNC % Linux 3.2.0 L CTEfES 7.

F—R—FAT—HEHZY DL AR AH A L& D-
MORE kD AT A THIE L. VNCZZ74 72k
THR—R— FATEITV, CFENFRR SV THm A E X
DHZETELNTL AT L —A Ny 7 BHEERE T 5
ATV IR ZITID ETORMEZHE LZ. F—AR—FA
71% 100 [T - 72 BR D FEBRAER AR 7 1277, D-MORE
WIERD T A7 ALl LT 1.6ms OBEN R oz, 7=
72U, D-MORE OEAIEDIHEETIE, Himm HHZRIL R A
A2 0D VNC Y — NZHEE LT LTS, Z ORGSR
5, HIRTIE, D-MOREIZEWT, FAAL Y RBEHT
WA Y B — NEELZAT ) A — =y RIRF & A ERA
L7222 DR ST,

6. BAE#ZE

SPICE [4] iZ KVM HlIZBHE SN CTWB U E— hT A
7 by THETH D, SPICE [3EH VM £ H o #5s1 )
E— REHTH-TH, v 7 L— a3 VIR — 3y
FAT U MIvA T L — g VDR A S EREST LIk



IPSJ SIG Technical Report

WZE-oT, BEatlV 25 LN TE LA FF> TV
L. EDRD, v AT b—varEToEAETH-ThH,
UEe— MERDPUIT S D Z L, VEe— MEEAHH
MSEDHZENTES. 72721, SPICE kN6 Y AR—

9% semi-seamless migration TliX, v A 7 L — a3 v
BRIZT — 2 B Rbi D alaetER & 5. SPICE 238 L <
A— § L7z seamless migration T, 7 74 7 > MIEE
FOTF—2 22 THE UKL %ICEEEEILEL, ~1 7
L—3 g VROV —NCHERA YD B AT, WmE A EBT
720, EEROT—Z RN RbiLd Z EIFRn. WIS
B, v 71— a UIRFIZSPICE —"D IP 7 R L&
ER—=NEERERINDTD, 7747 MIITOT 7
AR ZITVC W, Fiz, BFFR T VNC &g LT
W RBMELS, FIHTEL 7747 FOTENRGAT
W5,

Stub Domains [5] 1%, Xen 3.3 b EfiEniz, VNC
H—N (QEMU) ZEIESE D Z &N TE DER A~
v Th%. Xoar [6] TH, QEMU % QemuVM & FHIHL
HHEMO VM TEIfESES. Znbld, #H VM ofT
NE72 0SS Th D Mini-OS Z#i)nd 2 &IZL->T, VMR
WEZ 2T 5 et aIk< 52 L2 L LTSN
72bDTHD. VNCH—"ZMIY S D I TIEIAR
FEEFRUTH DA, Stub Domains 35 &L O Xoar D FH
VM iG~A 7L —varSELTENRTERNZD, Th
50D VM W, #sh Y € — MEBOMREE FH T 2
ZliFTEan.

RAA M 2] 1%, IDS #4781 — KL TERXSR VM
EEMRTLZLENTE LI~ ThHhD. A7r—FRE
N2 IDS IC Ko TIToN DR Z M LTk~ A 7 L —
arTLIENTEDL. FALMIZVMORXEY O
BN Z, T4 A7R20%y bU—2 OFH T 5 2
EHTX 5. D-MORE IZBWTIE, RAA UM ZHREL
TRAA Y RZHAFEL TS, FAASL Y RNTHRATA
A AEBESELND X HITT BT, 40 FF ¥ FRL
~NORIER LY, FA~A 7L —v a2 A4 I 70E
ENBEERD.

FBCrypt [7] 1%, #84hY & — NEHEZITHIBRCY T
ROEBHE~O AN AEROIWREL S VAT L THD.
F—AR— FANNFZ—FDVNC 7 747> hTHBALL,
777 RMilo VMM TiE 563 %, /i3 VMM T
Kb L, VNC 727 747 hCTHEB(ITH. FFE VM T
A CE 2 AHADERIINE SIS TBY, Hb LA
HAHRIZIFEE VM N7 7 BATE RN D725
T %. FBCrypt i D-MORE |2 biifi 35 = & 2 alge
H5.

VMware vSphere Hypervisor (ESXi) [8] TiZ VMM W
TVNC —nz8fESHTEY, VNC7 747 MZ
VMM #& T —% VM O Y £ — MEBZITH 2 &

(© 2013 Information Processing Society of Japan

Vol.2013-0S-126 No.13
2013/7/31

MTED., 20D, 2= VM O~ A 7 L—3 3 UEEC
TV E— MEmpaUIrsnCLE .

7. FED

AT, 2= VM DO~A 7 L— a3 VEHZB W TY
kst U & — NMEFLOMKE A FIREICT 5 v AT A D-MORE
Z#EZ L. D-MORE T, FE VM M5 VNC $— 3 &
AT NA ZAZEGVEEL, ~A4 7 L—a UAfEZR Y £—
NMEBEHAO VM THDH FAA R TEIfESES. =2—9
VM & RAAL U REZRRIZYA 7 L—2a 0352 812K
D, AU E— MERIZBWTH 2 —F VM ~D U E—
FERE A HERFT D Z L3 TE S, D-MORE % Xen [Z524k
L, RAA YR EDVNCH—R%E&EHLT2—F VM IZ
ANEATZTWDLZ E xR L. 612, D-MORE @
Fr—rX—sy RRBURTIEH0/h &V & 2 fd Lz,

BUED & Z A, =% VM 75 O 2% LT
ez, VNC U — STl B R AL TE 5 L)
WL, (BT F I — RERETHENLGHBOFBETH
5. Elm, AT L= a VRIS BT R R R
TEL LI, AERND LI ICTH0ERSHD. Bl
TEFESI L O AIZHIGE LTV DD, e b ~Dxtii
HLFELTND.

SE X

(1]  Barham et al, Xen and the Art of Virtualization, In Pro-
ceedings of the 19th Symposium on Operating Systems
Principles, pp.164-177, 2003.

2] FEEH, SkE— VM ~A 7 L—va v EAlREIC
T2 IDS A7 m— N, F28EBAARKY 7 b =T F
FRRE, 2011.

[3]  rfbproxy, http://rfbproxy.sourceforge.net/ (%
2013/07/04).

[4]  Spice - Home page, http://www.spice-space.org/ (&
& 2013/07/04).

[6]  StubDom - Xen, http://wiki.xen.org/wiki/StubDom
(ZH2013/07/04).

[6] P. Colp, M. Nanavati, J. Zhu, W. Aiello, G. Coker, T.
Deegan, P. Loscocco, and A. Warfield. Breaking Up is
Hard to Do: Security and Functionality in a Commodity
Hypervisor. In Proceedings of the 23rd ACM Symposium
on Operating Systems Principles, pp.189-202, 2011.

[7] T.Egawa, N. Nishimura, and K. Kourai. Dependable and
Secure Remote Management in IaaS Clouds. In Proceed-
ings of the 4th IEEE International Conference on Cloud
Computing Technology and Science, pp.411-418, 2012.

[8] VMware Inc.: VMware vSphere Hypervisor, http://
www.vmware.com/ (S 2013/07/04).



