AL A 2 e
IPSJ SIG Technical Report

FFEUEEMTIZC K % Android /N\—2 v a v OFBABMDAIRIE A X

WORET EEET ezt

Android (ZIZEATFHRIRZ WEZ G T20 D=3 v a VY AT ARHDH. ZOVAT AL, TV r—a i
KT —F O E Y | 2 [ZRRA VE—Fy T8 A] ZON— v a v ZFHATDLZ L OFTEA v
A R —VRRIZ 2 —PFIZRkD B, LL, AT =TI LAEAERIRAWRELTND Z 20D, YL AT Ad+
IPITHERE L TV, Fx 1T 20 EFKR A YU AT LB N—2 v a VOFIAEEZ 22— @M LARVEICH D
CRGELE. FIREEE, 77V r—ra v BRROEREES) X [EEEOA—LT KL 2| HOfEHREZ &2
D URL EIZEFELTWAENEERT. £2T, AFETE2—FR = v va VORAENZEMELSSTVE I I
TFV = arny—2a— REFHENT L, FIHBOZ ST 2 7L E2RET 5. KmSCTHE, ETIENN
—Iv ¥ arTV AT ALV BBEFEOYA Y = T BHBIESCT D0 EFITS.

Static Analysis for Highlighting what Android Application does with

Permissions
TAKUYA SAKASHITA'  SHINPEI OGATA™
HARUHIKO KAIYA™! KENJI KAIJIRI™

Android has a permission system to prevent identity theft and so on. The system makes an android user grant the permissions
such as "Full internet access" and/or "Read your contacts" to an application. However, this system is not enough to prevent
identity theft because a lot of the identity theft has occurred. We assumed that the main problem of the theft is caused by the
system which does not notify the user the purpose of the application. Here, the purpose implies that the sensitive data such as
"Phone number," "e-mail address," etc. are sent to a URL. We therefore propose a static analysis method for highlighting what
the application does with permission so that the user can understand the purpose of the application. In this paper, we evaluate our
method whether it can provide us more sufficient information for determining malware correctly than the existing permission
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public class MainActivity extends Activity {
private List<NameValuePair> post_params = new ArrayList<NameValuePair>();
public void onCreate(Bundle savedInstanceState) {
String:|((TelephonyManager getSystemService("phone")).getline1Number();]
exec_post(tel);

}
private void execﬁpost(String {
thispost_paramsadd(new BasicNameValuePair(“tel”, [tel);
URI uri = new URI(“http://example.com/script/sample.php”);
HttpPost httpPost = new HttpPost(uri);
[httpPost setEntity(new UrlEncodedFormEntity(this post_params] "UTF-8"));
HttpClient httpClient = new DefaultHttpClient();

httpClient.execute(httpPost} this.response_handler);

}
}
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private void getContent(String arg){}
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final String url = "http://example. com/script/sample. php”; T ASIE,

this. tel = ((TelephonyManager)getSystemService (“phone”)). getLinelNumber () ;
httpPost. setEntity (new Ur|EncodedFormEntity (this. post_params, this.request_encoding))
httpClient. execute (httpPost, this. response_handler) ;
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Sample. java SampleTask. java
public class SampleActivity extends
Activity {
Boverride public class SampleTask extends AsyncTask
public void onCreate() {
SampleTask task = new SampleTask () ; @Override

task. execute (
I

! )

protected void onPreExecute() {

@Override
protected Integer doInBackground() {
e
public abstrac class
AsyncTask { @Override
public void execute() { protected void onPostExecute() {
onPreExecute();
dolnBackground(); ///)
onPostExecute(); — | }
}
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