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Comparative evaluation of large scale sensor network
for key management

RYO KANEKO'' KEIICHI IWAMURA

Privacy information, in many cases, is included in the information flowing through sensor networks. Therefore, effective data
encryption is needed to ensure security, and an efficient key management scheme is required. At SCIS2010, Ooami presented an
efficient key management scheme for sensor networks. However, in his method, a larger number of participating nodes required a
larger number of keys, and the method to prevent key analysis was to renew the element key. On the other hand, some authors
have presented a hierarchical key management scheme that is based on sharing of node IDs. In this study, we investigate a
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large-scale network-based simulation that is conducted using these two methods and compare their performance.
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Figurel Examples of connection topology of the sensor
network.
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Tablel Requirements of the sensor network for key

management.
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Figure2 How to store the random key.
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Table 4 Details of the simulation region.
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Figure6 Example of the arrangement of nodes in the simulation.

54 EEBRBER

J— RBR@EFE5ET T 5 TORFMOEREREE 5
W7 2k, — NICEREIX 10 X% — 2 TREZETTV,
PHEE E ST b OEERE LTHRRTD.

WEMNS, BET—FVA XN —EOKE, gFICRET
T HREEL , — R 2 THi i&/\/g?’iﬁ:‘ Xz En
b, Flz, J— BB —EDOR;, T—2V A XEKE
T BTN THIE ﬁﬂmT?ﬁéﬁi‘Fﬁaﬁ (e A QAR P e &

s, BB 5/ — REH 1000 T, HET—F VA X

23 1000Byte DIFETH 3 IEETHIEFTEZTET T 5729
DTN CREENET TS0 25, LavL, %h
T —F A P 32Byte DIFFIZ L 1000Byte DI 235
T#éﬁﬁi%loﬁmﬁﬁﬁwwofmé

Wiz, &6, 710/ —ROE(EES, ZIEEOFERE
%%m#.ﬁ%ﬁ%,/—%@ﬂ§<&é,itm,%ﬁ
TP A ARRKREL D EHEBINRE LR L0
D, EEBENHLT, ZEEAINELL2>TNDHD
%, &/ — RPEIEEEIT O DICEE LIV ZEEL AT
IMENRBDHHOTHD. T, BILEEITO OITKLER
HEENTHD, EHEENEZEBHOEHIRKOSLA
TH 19 WhiZETHD. 22T, BV —NiE, %E
AT ETEENT A Z ENEE SN TWAD, #Eh—
AOBNEIZ1SWhIZFETHDH. 2F 0, —EOHFERD
EETHEENTE2LTD L, BEROEZFICLER
EINTEMITHK L TIEFIT/NEI N ENR B,

x5 BELEDRTET T HHERH][s]
Table 5 The time to complete the key sharing. [s]

Vol.2013-CSEC-62 No.17
Vol.2013-SPT-6 No.17

T =5 A X[Byte] (ZSEHED L[]
) 32(8) 100(25) 1000(250)
]L 50 0.1890 0.3158 1.5993
. 100 0.1933 0.3089 2.4593
B 1000 0.2372 0.3585 2.4617

(© 2013 Information Processing Society of Japan

2013/7/18
#6 AEEIOLE 1 Wh]
Table 6 Comparison of the transmission power. [uWh]
T — 4 A X[Byte] (EFRHEEDLK[H])
) 32(8) 100(25) 1000(250)
L 50 0.439 0.492 1.391
2& 100 0.438 0.489 1.805
ﬂél 1000 0.437 0.877 2.997
#£7 ZAEEIIO L n Wh]
Table 7 Comparison of the received power. [pWh]
T =2 A X[Byte] (ZEHREEDOEK(E])
/ 32(8) 100(25) 1000(250)
}L 50 2.014 2.102 5919
é( 100 2.087 2.332 8.810
ﬂijl 1000 2217 4.658 15.21
5.5 i
R 52 & B R 3 A 5 U s v T DT S e

wr%iﬁ%mTﬁéﬁ%%%izt%ﬁ%ﬁo.%E@
B FEAEE ) — RIZE L2 U7 & 22 Vg i
1%/ — R ID OAHeDT, EET —F A1 X 32Byte LIN
WINE D, 5 £V, HET — &1 X7 32Byte DIRFIZEE
X 1000Byte DFELLAD5E T 92 RERNTAT 10 15 DRERHI A D>
Mo TNDBZ ERGI-oT. #@b% kﬂ@xybv—
T EMRT 5 EEEZT-GE, BiEigits FRIC
PN WY =S ﬁ%mT?éﬁ%iﬁlOP WOTL
EHZENGMD. T, BEMEES FXITBWVT,
WBRHENRIEEZETIANS / — RER#EECTE L T5 L,
K RUTZD 10 FOED ) — KRGS D Z Lo
5. 0%, WHEshD ) — ROBKIZKES ENH L0
BTG RO F P EHE T AR Ch D LB BN
5. 7z, BERgEE RSBV T, WA N EEE A
FETTDENC ) — FEEE#TX w325 L, KA
B R TSN D ) — FOICH F 0 =087
WEEBZHND DT, KFROTNIHEHEEIIAERTH
HEEZLND.

6. BHYIC

AR T, 1RGN TH DA L R gt g =X
IZR W COMREENE 2 8t 2352 T4 2 Bl 2 B £ 2 723
%47 o7, ##1Z, [QualNet] L \WH Ry hU—2 v I =
L— & wflio CTHERIFITOILCW Ao lct v xy b D
— 70X T AICET AR Y NU—T DI a
L—ya vy EBiTol, A EET T HRRMIL, /— N,
EETHEERPMZ DI ONTKREL 2D, Lo, it
EHEEME L, BORE DR BRI AR RS T T
AN/ — R2B#cEx 5 L35 L, BEMELE 0T
MR EEIIERCTH D Z ERborotz. 7272 L, WL




THHAL P AP FE
IPSJ SIG Technical Report

Lo THRIFEEET T AR — NEERETE 20 E T
5 &, KGO FTPIEEEIIER T 5.

ARTIE, BEORWTORD Y I 2 b— 3 LIMT
STWRN, 2D, 5% OFRE L L Tidkk~ 2R %
BELEVI 2 —Ya a2 IHOMERHLIEBEZLN
2.

SEXH

1) RAEEKR, MRIRES, S &H, “Er¥xy N —2128I1F2
WE D FAR 7 DI\HE M ATRE R g B SN0 IR AT L 2010 RIS L
HREF =V T 1 AP T A SCIS2010), 3C2-5, January 2010.
2) mh EHLIIA B, FEFIAH BEHTAROED T AT b FF
FFEE 3548215 &

3) W IS, AR &, RWBRED L AR R T S8 L
WLEACH 7'wm haV”, Eellara—XEXa )T ¢ if%
£3(CSEC), May.2013

4) AR T, BH FE, B B, “ERONBERT— A0
DEERPUILS v B 7 — FEHEAIT,”  SCIS2006, 3D4-4,
2006.

5) H. Yukimaru, Y. Kakizaki, and K. Iwamura. Key management scheme
applicable to various topologies of sensor networks. In Proc. of Sixth
International Conference on Availability, Reliability and Security
(ARES-2011), pp. 448-453. IEEE CS, August 2011.

6) fo ¥, ®fh EZ, BE Hik, “kr¥xrybhUV—2Iilk
F DR G T, 2010F 2 Ba—F X2 VT 0¥
VAR T 1(CSS2010), 1D1-1, October 2010.

DR BE, fto i, “Erdxry hU—2IZBT RN
FT A ORI 1L, SCIS2013, 2F1-3,2013.

8) KR K, Frpkak, AMNEH, “Br¥xy hU—2IZBITFD
FEFATRA T RIS 5 8RR, BI39R=arva—FEeFal
7 4 W%, pp.37-42. Dec.2007.

9) M ER, B KT, @ FK, v AT 72— AV ¥ LA
YRy FU—ZIZBIT DR X 2T R G5,
20104F v Ea—XtE¥xa T AR Y A(CSS2010), 1D2-3,
October 2010.

10) flRH =ES, | fipk, B £, U4 YL Ak RY NU
—71ZB1T % ARl A 2 8EA T NomE, # 52
I a—FtE¥xa VT 1 FHS(CSEC),5-B ,March.2011

11) QualNet, (4 & F i iff 72 )

http://network kke.co.jp/products/qualnet/

12) mARHZE, KHEE, "QualNet (2L 5%y hU—27 Fr haj
MPEREFR-GUI BB5 L ¥ 2 2 L— & 7 —% 7 7 F v -"[EICE, 2009

(© 2013 Information Processing Society of Japan

Vol.2013-CSEC-62 No.17
Vol.2013-SPT-6 No.17
2013/7/18



