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A Study on a PIN Authentication based on Digit Addition
for Preventing Shoulder-Surfing

Naoaki ISOGAI"  Madoka HASEGAWA "
Kazuma SHINODA™'  Shigeo KATO™!

Currently, PIN code is commonly used for the user authentication in cell phones and smartphones. However, the user’s PIN may
be stolen by a person standing behind the user and observing the screen. A usable authentication method deterring
shoulder-surfing is highly desired. In this paper, we propose a new PIN entry method that adds a random number for each digit of
PIN. The random number is presented as a sound or an image to the user by the system through a secret channel. We compared
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usability of this method with the other methods.
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DIEE 72072, WIZ, FBRAERLEEOFE NS O 5 5 BRI
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HLOD, 3 MU FIEANED > TEBY, PRI & BFE
DIFREOMIIZLT L HEEAR W EB X LND.

Wiz, FBRBOT v — MERICOWTEET L. T
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