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Evaluation of Android Malware Detection Method
without Code Analysis
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Abstract: In order to efficiently detect Android malware to increase significantly, we proposed the method
to detect Android malware by analyzing Dalvik bytecode statically. But the method we proposed can not
detect malware which was created completely new or whose cause is out of bytecode (e.g. Native code or
HTML+CSS+JavaScript). For increasing the detection rate, it is necessary to build a malware detection
system by combining our previous proposal with other methods. We evaluated the method without ana-
lyzing bytecode to detect malware from the domain of web sites which distribute Android apps. We also
evaluated the methods proposed by other researchers, which are second app and digital certificates. Finally,
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we confirmed the possibility of detecting malware by these methods.
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Table 1 Number of malware per family name

Family name Number Rate

1 | Hamob 828  41.86%
2 | Kmin 281 14.2%
3 | Plangton 275 13.9%
4 | Agent 87 4.4%
5 | Loicdos 70 3.54%
6 | GinMaster 62 3.13%
7 | Fakelnst 55 2.78%
8 | Opfake 43 2.17%
9 | KungFu 31 1.57%
10 | Qdplugin 19 0.96%
Other 227 11.48%

o7 7Y% Black (vl z7) &Lz Zhsidvl
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Table 2 Number of malware and other per domain

Domain | Malware Other Rate
MO0 410 68  85.77%
Mo1 280 12 95.89%
B02 91 5,044 1.77%
MO03 73 100%
B04 51 961 5.04%
B05 44 1,137 3.73%
B06 32 3,917 0.81%
BO7 26 5,258 0.49%
B08 26 1,226 2.08%
M09 23 100%
B10 22 2,740 0.8%
B11 20 1,033 1.9%
B12 19 3,343  0.57%
B13 19 1,074 1.74%
B14 18 132 12%
B15 16 812 1.93%
B16 15 907 1.63%
B17 14 188 6.93%
B18 13 3,006 0.43%
B19 12 3,321 0.36%
M20 11 100%
B21 10 145 6.45%
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Table 3 Detail of malware distributing domain

Domain Malware

Date Name Number

MO0 Hamob.a 30

2012/2 - 2013/3 Hamob.b 6
Hamob.c 29
Hamob.d 32
Hamob.e 287
Loicdos.a 26

MO1 Kmin.b 280

2011/11 - 2012/4

MO03 Plangton.c 71

2012/8 - 2013/1 Plangton.e 2

M09 Fakelnst.ed 23

2012/2

M20 Fakelnst.ed 11

2012/2
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Table 4 Number of including application

Extension | Malware  Other Rate
apk 14 1,855 0.75%
Mismatch 130 241 35.04%
Both 5 60 7.69%
Total 149 2,156 6.46%

x5 WHALET T DK
Table 5 Number of excluded application

Malware  Other Total
Extraction Error 13 353 366
Verification Error 9 3,010 3,019
media.x509.pem 117 117
platform.x509.pem 1 634 635
shared.x509.pem 389 389
testkey.x509.pem 34 6,092 6,126
Total 57 10,595 | 10,652

Wiz 5 IEPEEE T2 RSA £ 7213 DSA O®MIZE DD -
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e openssl pkes7 -inform DER -print_certs -in META-
INF/CERT.RSA

K2 1B REIETERWT 7Y LIFHEDKREEIC
KBU=7 7Y, SCHk[7) L FBRICBRE HAEHE TEA
INET TV EBRALEZ. R5IZBALEZT 7Y ORTH
5. BEHREMETERD oY = TIRIED 13 FE
HH5D, TN51d classes.dex T UMATFTE R o7z
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Table 8 Overlap rate

Number  Overlap Rate
28,407 78  0.27%

108,558 5,230 4.82%

Certificate
Application

HEFE U, &b o WERHERE &EH U WERBREO %%
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HTEDMEE AT U HREZMEDAFHRE L, &
BWAFHERE & &5 H LW AT HIRFO 2 % B o £ FH 1
MrLTwna.
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Table 6 Reused certificates
Malware Other
Certificate ~ Sample Rate | Certificate Sample Rate
n=1 183 183 9.53% 17,983 17,983 16.57%
2<n<10 85 284  14.78% 8,981 31,655 29.16%
11 <n <50 10 207  10.77% 1,211 24,795  22.84%
51 <n <100 1 71 3.7% 150 10,510 9.68%
101 < n <500 1 280 14.58% 73 12)7709  11.71%
501 < n < 1,000 1 896  46.64% 3 2,151 1.98%
1,001 <n 6 8,755 8.06%
R 7T GERAE O AR
Table 7 Duration certificates
Day Malware Other
Certificate Rate  Sample Rate | Certificate Rate  Sample Rate
d<1 21 21.43% 115 6.62% 1,494 14.33% 6,017 6.64%
1<d<30 5 5.10% 32 1.84% 329 3.16% 1,391 1.54%
30<d< 60 7 7.14% 89 5.12% 407 3.9% 1,838 2.03%
60 <d <90 1 1.02% 2 0.11% 564 5.41% 2,542 2.81%
90 < d < 180 16 16.33% 321 1847% 1,549 14.86% 7,519 8.3%
180 < d < 360 17 17.35% 130 7.48% 2,464  23.64% 13,712 15.14%
360 < d 31 31.63% 1,049 60.36% 3,617 34.7% 57,556  63.54%
&9 TUFUAINAMEOBHEER R10 LAV N7V ENET ST 7Y OERERR
Table 9 Result of antivirus products Table 10 Result of including application
Suspicious Other Extension | Checked Detected Malware Rate
Checked 7,988 10,000 + Detected
G Data 520 42 apk 1,855 164 178 9.52%
Detected  Kaspersky 179 23 Mismatch 241 66 196  52.83%
Symantec 45 6 Both 60 4 9 13.85%
Malware 545 50 Total 2,156 234 383 16.62%
Rate 6.82% 0.5%
x11 ATV EULTHBINGT 7Y OERERR
Table 11 Result of included application
51 RKXAV
R A4 MO0 D 68 FMED S b=l ™ 7 &Iy Extension | Number Detected Rate
o " . . " N apk 530 12 2.26%
ENET TV LEEE, FAA > MOL O 12 FEO 5 5 . " R
TNV =T e ARINEZT VIR 2 TH o2, B Both 5 1 20%
AA Y MOL ® 2 FiEEH 1 ISR T M S ik Total 779 27 3.47%

YRT TV EHNELTWS.
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R11LWFEAVET7T TV L THEINTWSET 7Y %
IERF AN HRE LR TH 5.
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Table 12 Certificates used by malware and others (Top 10)

Sample Malware Detected Rate Domain 1st domain Name

1 1,506 4 10 0.93% 576 121  AnSmCon.a Kiser.a Kiser.f Twofor.a
2 1,157 9 2 0.95% 8 1,131  YcChar.a

3 1,143 896 5 78.83% 585 478 Hamob.a Hamob.b Hamob.c

Hamob.d Hamob.e Loicdos.a

4 286 1 0.35% 44 76  MTracker.a

5 284 1 283 100% 7 147 Nandrobox.c

6 234 2 0.86% 118 36  SMSreg.b

7 209 2 0.96% 125 24  Kiser.h Plangton.a

8 183 1 0.55% 148 25  FaceNiff.a

9 163 18 11.04% 19 150 Plangton.a
10 137 1 0.73% 11 110  Qdplugin.a

K13 TRTOT FVNRYIT =TI - i E

Table 13 Certificates of malware after reanalyzing

Malware Detected Name
1 283 Nandrobox.c
9 4  Boxer.a SMSreg.bs SMSreg.o
10 2 Agent.a
3 3  Anti.b Anti.c
1 3 Biige.a
1 2 AccuTrack.a
1 1 Bosm.b
1 1 Hispo.c
1 1 KungFu.aj
1 1 Nyleaker.a
1 1 SMSreg.bw
1 1 SpyPhone.a
1 1 TigerBot.a
5 DFHETH 5.
6. BE
6.1 RXAY
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TRERERZS 67 EENYL T 27 TlREPo. 20D
67 FEHIZTANTE 12 D 3N OFAFTEHEHINT WS,
ZHUZDWTIHBABEROERE HhbETHTERS.
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TVIFZ DY A FOMBDHEHBFTTESLIND. RIDT
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Table 14 Revised overlap rate

Number  Overlap Rate
Certificate 28,391 62  0.22%

106,505 3,177 2.98%

Application

VF AN ABE T 247 FEEE 5 FEEEAZ RSV 2T
AU, RIDT VFUAINAHETOMBBIZKE
IENDRDH DL LD, MEIILT LT EARTHOIEEER
Ripb., BeFZoMMENEI—-NE2T7 R T TH?D
EEZTVWS, XTI T & LTHRIHLTWA
WUTHEFEEIL T =T 2 AREIE, HhdVIEI LI =T
ELUTHIE L 896 Mz <)Ly = 7 Tl ne ThiE,
FEEHE O EMEIL 1,134 FEEEA 5 238 FFHIZIRA T 5.

FLR2OFEIMOHEHFIZZ DR AL VTl INT
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EHT7INVDLEERZ->TH Y, BREDKETH
WL 2T AR LT TR w77 DON
KE—BHUERRL, £LZOBRDSBE—DRFEEICL-T
EENTWVWE EFEZONR Y., ZOZLXIDE LMD
SEHHE IR R R RIS N TV B S HERIL TH & A5
TBLEEZA, ZOiHZE X Android License Verification
Library (LVL) 22 5 v 295V —)LIZHEEN TV S
ETHLI L EMRE LU

D &S ki A& OFEHE LR 5 OFEHE &[RRI
BATRETHL. £HIZIDOESRARDGES, Z DI
HETEBELINEZT TVICH LTI or0ELEE2 52 5
DPELUDE LR,

£ 12 0F 2 MOEHBLRKRORITHZH, Zhd
D%LIFR2DRNAA Y BO7T CEHAINT Wz, ff o h
ORI EEL D 5 L 13RI TE 208, BL2XZTDORKN%
RETERro7z. ZOHHBLERINTREFHEZNLE L
niun,

FH5MOIFHETIILUWIZ L D2DT TV DAEIILT
T UTHRIBELTWZD, BREOKERTINTHEIL
DT TCHDILARUIEI & THRLUT.

R 12OEIMOEPECTELINEZT T 2EHRAL,
EIMLE S MOIPZETEHINEZT 7Y, K 13 DIt
BAETCELINZT TV RNV YT AR LGS, B
BRIIK 1412705, R YIZHARTEERIITAE >0
DSCHR [T 1ITHAR B 2R L UTE. X 5 IRk &
DifHEEZRETENIE, EERII TV LEBbhb.

DEoZ s, k(7] TREINTVWE LD ITEH
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KIFRDERTRAA Y, ¥ H Y RT7 7)), BLIERL
5N T THEUARENEWT TV E2KDADZ 2
ARETH -7z, NAS VIZHET 2HEWIET 7V ONEBIZH
EXFHIEWMELTRLUVEIER2 T2 Bbnd T 7Y
EROITHETIEX, BIZFDORAAS VADT 72 A%
TANVRY U ITTEREIGHATE S, £-BRBTHRTIX
LVL D2 5w 7Y —=)VMFEALTWEREHEE LD 5%
¥, SCHR[7] TIRE RS NTORWEIK R T & O/
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Bl Z1TS 72012, £0EL DBLIHEREINET S
BERH L. FHZI— R T — RO Tr v 7 3hiz
TSI NERERHEST S IZH LU WOTELIERITEH
Th5.
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Wb,
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VFUANABGOMREFERIIBEIZL O THER LM
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BTIERREINED, BelEvvy 7 THhs eHM Lk
Mol277VEH 5.
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