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Supportive Techniques for Masking Sensitive Information in
Unstructured Text

Takanori OIKAWA™  Tkuya MORIKAWA™
Kouichi ITO™  Hiroshi TSUDA™

Recently, services which receive and analyze user data are increasing as advancement of networks and cloud computing.
However, sending data containing sensitive information to external services may cause unintended disclosure of information.
Hence, we propose a system which masks sensitive information in unstructured text based on some masking rules. In the system,
regular expressions are used as rules to determine which word in a line is safe to remain unmasked. The system fails safely
because it masks a whole line if any masking rule can’t be applicable for the line. We also propose methods to assist configuring
rules for such a system, by making use of existing rules to reduce efforts for making new rules, and by finding inconsistent pairs
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of rules which may cause masking failure.
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