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Bayesian-filter-based Image Spam Filtering Method

MasAHIRO UEMURAT! and TosHIHIRO TABATAT!

In recent years, with the spread of the Internet, the increase in the number
of spam has become one of the most serious problems. A recent report reveals
that 91% of all e-mail exchanged in 2006 was spam. Using the Bayesian filter
is a popular approach to distinguish between spam and legitimate e-mails. It
applies the Bayes theory to identify spam. This filter proffers high filtering pre-
cision and is capable of detecting spam as per personal preferences. However,
the number of image spam, which contains the spam message as an image, has
been increasing rapidly. The Bayesian filter is not capable of distinguishing
between image spam and legitimate e-mails since it learns from and examines
only text data. Therefore, in this study, we propose an anti-image spam tech-
nique that uses image information such as file size. This technique can be easily
implemented on the existing Bayesian filter. In addition, we report the results
of the evaluations of this technique.
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Fig.1 Example of an attached image contained in an image spam e-mail.
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Table 1 Details pertaining image formats.
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Fig.2 File sizes of spam (GIF) and conventional images.
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Fig.3 Areas of spam (GIF) and conventional images.
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Fig.4 Compressibility of spam (GIF) and conventional images.
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Table 2 Dedails mobile images (JPEG).
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Table 3 File sizes of spam (JPEG).
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Table 4 Areas of spam (JPEG).
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Table 5 Compressibility of spam (JPEG).
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Fig.5 Learning flow.
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Fig.6 Judgement flow.
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Table 7 Image tokens of file sizes.
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Table 8 Image tokens of areas.
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Table 9 Image tokens of compressibility.
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Table 10 Distributions of spam probability calculated by our proposed method.
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Table 11 Distributions of the judgment probability by the change of the kind of the image token to

use.
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Table 12 Processing time per image spam email (ms).
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