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A Multi-level Security-based
Document Management System using Provenance

TAKUYA MisHINA,T! Yasunaru KaTsuno, 12
SACHIKO YosHITHAMA! and MicHiHARU Kupof!

Current business situations require improved confidentiality and integrity for
office documents. The Multi-level Security (MLS) model can provide an in-
formation flow control feature to content management systems, however, the
meta-information lost problem and the declassification problem prohibit the
use of the MLS. In this paper we propose a meta-data format called sticky
provenance and a fine-grained information flow control system using the sticky

provenance. The sticky provenance contains the change history and the labels
of an office document in a secure form, and it ensures the confidentiality of the
change history of the documents in distributed environments. The fine-grained
information flow control system reduces the label creep problem of the informa-
tion flow control models with the sticky provenance. In other words, the sticky
provenance and the fine-grained information flow control system can introduce
a practical fine-grained information flow control capability to office applications
so that we can ensure the confidentiality of office documents.
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Fig.2 An example appearance of an office document under the control of information flow control

feature with fine-grained labeling.
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Fig.3 The structure of sticky provenance.
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Fig.5 Information flow of clipboard data with sticky provenance.
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<office:document xmlns:office="http://openoffice.org/2000/office"
xmlns:prov="http://www.trl.ibm.com/provenance/2007/02">
<office:meta>
<prov:Provenance>...</prov:Provenance>
</office:meta>
<office:automatic-styles>
<style:style style:name="gri">
<style:properties
prov:componentId="18b9f214-0467-4542-ac7e-035b016d40934" />
</style:style>
</office:automatic-styles>
<office:body>
<draw:page>
<draw:rect draw:style-name="gr1"/>
</draw:page>
</office:body>
</office:document>

06 UOOOO0O ODFOOOO
Fig.6 An example of the ODF file containing the sticky provenance data as a prov:Provenance
element.
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<prov:Provenance
xmlns:prov="http://www.trl.ibm.com/provenance/2007/02"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
<prov:DomainProvenance>
<prov:Domain
domainId="dom1" uri="http://www.example.com/domainl/">
<prov:DomainName>domaini</prov:DomainName>
<prov:DomainDescription>Domain 1</prov:DomainDescription>
<prov:DomainPolicy>...</prov:DomainPolicy>
</prov:Domain>
<prov:ClassifiedProvenance confidentiality="CONFIDENTIAL">
<prov:ProvenanceEntr¥
updateDateTime="2007-03-01T20:46:07.921+09:00">
<prov:AuthInfo>
<prov:UserName>tmishina</prov:UserName>
<prov:RoleName>member</prov:RoleName>
<prov:Authority type="directory"
uri="ldap://example.com/" />
</prov:AuthInfo>
<prov:Difference>
<prov:Component
componentId="18b9f214-0467-4542-ac7e-035b016d0934">
</prov:Component>
</prov:Difference>
</prov:ProvenanceEntry>
<ds:Signature>...</ds:Signature>
</prov:ClassifiedProvenance>
</prov:DomainProvenance>
<ds:Signature>...</ds:Signature>
</prov:Provenance>
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Fig.7 An example of the sticky provenance in XML.
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Fig.8 Experimental results.
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