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providers’ fear of anonymous access and users’ privacy concerns. This is due to
the lack of an authentication method to justify temporary users and resources.

Therefore, we are proposing an on-demand and autonomous authentication
D D D D D D D D D D D D D D D D D D D D D D method which can be utilized to justify temporary users and resources. We
D D D introduced an electrical use-right policy token which contains user attribute

conditions and resource attribute conditions as temporary resource usage con-
ditions. A user provides the use-right policy token and user attribute to a target
resource. This event triggers the target resource to verify conditions written

O Il O T1%1 O O O O T1,%2 in the use-right policy token according to the user attribute and resource at-
tribute. Then, if the verification is successful, the user will be granted access

1,%3 1,%4 ’ [
O O 0 0 f 0 O 0 O f to use the resource. All of these sequences are implemented on a trusted re-

lationship by mutual authentication using the public key infrastructure. This

approach provides a secure temporary resource usage service for both service
joo0oooooOoUooOoOoUooOOoUOoUOoOOOOOOOoOODOOUbODO providers and users.

goooooooooooooooooOoOoO0oOoOOoOoOObOOOObOOODOOOnOO
gooooooooooOoOobboOoooooooooooooooOobooObObObbOo0o
gobooooooooooboo0oooooooooooooooooOoboOoboOogd

00000000000000000000000000000000000000 1. 00 00O

00000000000000000000000000000000000000

0000000000000 0000000000000000000000000 OOOFTTHOOODO LANOOOODOOOOODOODOODOOOOOODOOOOOOOOO

voooooooboooooouoouooooooouoogoonooood 0 embedded technology0 000 0000000000000 O0DOO0DOODOOOOODOO

Joonnooobobnooonoonoonhoonnnoonnooonon 00000000000000000000000000000000000000000

000000000000 00000000000000000000000000

0000000000 ooo0ooooooooooooooonno PKIOODOOOO go0doo0oooooooooooooooooooooooooooooooooooo

voboobboobooooooooooooguguuunooooooooogud 00000000000000000000000000000000000000000

JonnnoooboHEInonnoooononnnnnnoononoonon 000000000000000000000000000000000000D00000

0000000000 LANDDDODOOOO0O00000000000000000

0000000000000 0D0000do0oDo0oo0doooooooog LAN 000000000000000000000 PMAAY 0000000000 OOOOO

vooooooboooooooooooo 00000000000 0000000000000000000000 ASAMA® OO
0000000000000 000000000D0000000000000 SSE® 00

A Proposal for A Resource Usage Authentication over 0Doooooo

the Ubiquitous Environment
f1NTTOOOOOOODDODOOOOOOO
NTT Information Sharing Platform Laboratories
Toru Koavasnr,*1 Masamr Ueno, 12 41 00ONTT 000000
Y OSHITSUGU KONDOTl’*g and KENICHI OOTOTl’*4 Presently with Research and Development Planning Department, NTT Corporation
«*2 J0ONTTOODOOODODODDOOOOOOO

Presently with NTT Communications Corporation

Thanks to the progress of broadband network relating technologies and em- «x3000NTTOODODODOOODOODOOOOO
bedded technologies, a usage environment of computing resources distributed Presently with NTT Advanced Technology Corporation
in a public space has recently become available. However, temporary us- «4 000ONTTOOOO0O0O0O0

age of these computing resources has not been popularized because of service Presently with NTT WEST Corporation

3588 (© 2008 Information Processing Society of Japan



3589 O0OO0O0O0O0OO0OCOOOO0OOOOOOOOOOOOO0O0

goooooooooobooooooooobooboooooboooDboboooooDobo
goooobooboooooooooooobooboOoooobobooooooboobOoooooDon
goooooooooooooooooooooboobooooooobooobooooooDooo
goooooboooooooooooboobooooobooboOooooobooooboobooooDooboo
goooobooboodooooobooooobooooooooboooboobocOoobooooboDoboo
goooooooooooooboooooobooooooboboOooboboOobOoooooDooo
goooooooooooboooobooooobooboooooooooboooobooooooDooboo
goooooooooooooobooboooooboOoboOooboooooboOoboOoooooDoboo
gooooooooooobooooooboobooobooboOoooobooboobooooooDooboo
goooobobooooooooboooooooooboobooooooobooocooooooDooboo
gobooooobooooooooboooooooooooooooo

goooooooooooooooobooooooobooooooobooboooooooDooo
gooooooooooooooobooooboooobooboOoooooboooobooooooDooo
0ooo0o0ooo0oooooooooooooooooooooOoOOICO0OoOonooo
gooooboooooooboooooooooooboooooboooooboboOooobonoo
goooooooooooooooooobooooooboooboboobobbooooDoo
gooooooboooooooooooooobbooobooobooobbobobooDbDO
goooboooooooooooooooobooooobooooooboooooDooboo
goboooooooo

2. J0OooOoOobooOoOobooobooon

2.1 OO0OO0OOO0OOOO0OO0

goboobooooooooboooboooooooooboOoooboooboOoOooOoobooOoboDooo
ooooooooooooooooooboooOooOoDObOO DVROODOD TVODOOOOOO
0000000000000 00D00000000000D0D0o00oo0oooo*oon
O000oo000o0o00oooO00oOo0o0ooOo0ooOo0ooooO0o0ooO0Og LAN
gboboobooooboooodooobooobooboooobooooobooooboooDo
goooobooooooobooocoooooooooobooboooooobooboooooooboo

x1 00000000000000000O0000000O00O00O000OO00OO0OO0OOOOO0OOOO0O00O0
go0oooooooOoooooOoooooo

00o0oooooog Vol 49 No. 10 3588-3600 (Oct. 2008)

goboooobooooboooooooobooooooobooobobooo

oo0oooo0oooOo0ooOo0ooOoooOooooOoooo IcOopoooooooo
ICOO000ooo0o0ooo0o0ooo0ooooo0o0ooo0o0oDoo0oooono
o0 ICooooooooo0ooooooo0oooooooopooooo0oooo
gooobboboodoooooooooboooooooobooooooooobOoOooooon
goooobooooooooooobooooooooboobooooooboooboooooooo
goooboboooooooobooooooobooboobooooobooboOoobooooooooDon
oobooooboooboocoooboooooo

000000000000 LANOOOODOOOODoOoOooooooooooooooo
ooobooooloocooboooooooobobooboobooOoobbooobOboOoobboooDoo
gbobooboooooboooboooobooooboooobboobooboobOoooOoDo
gooboobooooooooooobooooooboooooobooobooooooooooDoboo
gbooooooobooooobooooboooobooooobOoboboobOoOooOoDbo
000 LANOOOOOOOOODOOO0OO00o0o0oooooooooooooo 1spe
O Internet Service Provider 0 0 0000000000 COOO000O0O0OODODOCODOOO
802.11e¥ 00000000 OOOOOOOOODODNOONOOONDONDNOODOOOON
goooO0OOoOOoOO0OO00o0oOo0oooooOoOoOoDOO00 LANOOODOOOoooDooooo
ooooog

gooooooooooooooooooboooobooooooDpoooooboooDoDo
goooooooooooooooooooboobooooooooboooooDbooDbon
goooboooooodoooooooobOoooobobOoooooboobOoooooon
gooobooboooobodoooooboooboooobooobOoOoOooooDObooOoooooDo
goooobooboooooobooooooooobooOobooOoooobooboooooooooon
gboooboooodooooboooobooodboooooboooooooooono
goboooooooo

O0000o0o0oO000o00o0o0oo0o0D LANOOOODOOOoooooooooo
gooboooooobooooboooooooboooooboooooooDoooooooono
gooooboooboboooooooobooooobobooboooooooDoboooooooDn
gooooboobooooooobooboooooooboOooOoboOoboooobooOobocOoboooooboDo
goooooooooooooooooOooooboooooooooboooooooooboon
gooobooooooooooooooooooobooooOoooooobooboOoooooDoon

(© 2008 Information Processing Society of Japan



3590 OU000O0O0OO0COO0OO0OO0OOOOOOOOOOoonoo

gooooOoOopOO0OpoOoOOoOOOO0OO0ODOO0O0 LANOOOOOOOooDoooooo
goooboobooodoooooooooooooobobooooooobooobooooooDooo
goboodooood
gobooobooboobooooooooooooobboooboo0oooooobooooooa
goboobooodooobooooboooobooobooooboboooOooooDa
0l000000000D00Dooooooo*o0oooooo
22 0000
goboooobooooboooooooboooobooobobooobooooon
uob 10 ocooboooboocoobooooooobooooboo
goboboobooooooooooboobooooooboobooooooboobocooooooDooboo
gooooooooooooooboooooboboobooboooooboobooooooDooboo
goboooooooooooobooooooooooo
oob 20 ocoooboooooooobooooobooooooooboooooobooo
210000000000 LANOOOUOODOOOODOOOODODOOOODDOOOOOOD
gbooooooooooboooobooooboooooobOobobooboobooooDo
[SpO0OC00000OOOOOO0O0OOCOO0OODOOOOOOODOOOOOOODO
gooooooooooooooooobobooooooboooobboooboboobooo
oob 30 booobooooboooooooboooobooooboobooobboOooo
gooooooooooooboooooobobobooooboooooobboooooDoo
goooooooobootoooooooobooooooboboooooobooooooDoobo
gooad

3. Jbhgoooobooooo

goboobooboboobsboooboooooooboouobOooobooOobooboooDo
gobodooooobooooooo

3.1 OO0OO0O0O

gobooocoboooooooobooooboooo 1oooooooOoooboooooDooboo
goooooooooo2n0oooooocoooobooooobooooboooooDooo

x1 000000000000 00C0COO000O0COOO0OO0O0COOO0OO00OOOO0O0O0O0OOOOOOOOOOO
gooooooboOo0OOo0b0O0bO0O0OO0OO0O00COO0OOO0OO0COO0OO0OO0O0OO0OO0COOOOOOOO0O0O0
Oooo 20000000000000000000O

00o0oooooog Vol 49 No. 10 3588-3600 (Oct. 2008)

Y—ERREE

Dt
FRER. &R
Rt BE HEH

L] [l Byt e
HRE
&R
E[E

FIEOKDHE
H—ERRH

—=__ 7

01 0000000000oboo000

Fig.1 Basic model for autonomous resource usage authentication.
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Fig.2 XACML date flow diagram of OASIS.
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Fig.3 Autonomous resource usage authentication architecture.
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Fig.4 Automated resource usage authentication framework.
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Table 1 Authentication framework player.
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goooobooooooooboboooooooobooboooooooooooboooooon
gboobooooobobooobooooooboobobooooboobooboobooo
gboobooboboobobobooooboboobo sgoboboboooooboobobo
gboboboboboboboooooooooooboobo

@

@ee o

gooooooooooobooooooboooooobooobooooobbobooooo
goooooobooooboooon
oboooobooobooodooooooooboooobooboobOoOooOobooOoon
uoboooooboobodoobocdooooooooobobooooboooooOooooao
oobooooobooooobobodooooooooobobooooboooooooooOoo
uoboooooboobooooboooooooboooobboOoobobooooOoobooooboo
uoboooobooobooodoooOooobooboooboOoOoboOobooOoDoOoooboOoon
ooboooooboooobooooooooooobobooooboboOobooOooobooOoo

gbooooboooodooboooooooobooooboobooobOobooOoobOobooOoDbo

ooooboocooooobooooooooboobooooOooOoboooboOoobooboboo
goooobooboooooooboobooooobooOobooboooooOobOoboboOooobooooooDoDo
gooobooooooooooooooooboooooooooooooooooooooboo
gooooooooooooobooboooooboooooobooooobooooboooooDoon

(© 2008 Information Processing Society of Japan



3594 O0O0O0O0OO0O0O0DOOOOOOOOOOOOOOOOO0O0

goboooooooooooooooboobooooooboooooo

44 0O0OO0OOOOOOOOOOOO
o00oo0ooo3o0oo0ooooooooooooooooo Icoooooog
gbobooodooodooooooooooobooooobooobooboDoooooDbo
41000000000000000000000O0000OOO000OOO ICOO00O
o00ooO0ooo0o0oooOo ICoo0oooiooooooooooooooooooo
00o00o0ooooo0o00ooo0o0o0oooooooooooooooooooo—IC
ooooolicooo—ooO0o00oOo0ooOo0ooOoooooooo40000000
goboooooboooooooobooooooooboboobooOooobooobboOoboboOooDoOo
goboooooooobooooobooobooooboobooooo

5. 0O0O0OOooOoooo

0000000 LANOOOOOOOODOOO0O0OO00ooO0o0oo0oooooooo LAN
goboboooooobooooooboooboeoobOOODOOOOODOOOOOODDOO
gobooooooooboooobooboooooobobooooboooo

5.1 DO0O0O00O0O0DOO0ODOO

0o0o0ooooooooooooooooooooooooooICcoooooooo
goooobooboooooooobooooooooooboooboooooooboobooooooDoDoboo
gooooooooooooooboooboooooooobobobooooobobooooDoo
gooooOoOoOopOoQoQoOoQ0ODO0oQOO0O0OUUOOOU ICcOOoOUOO LANODOOO
O000o0o000o00oo00oo0oO000o0oooooo0ooO00oo0O LAND
goboodooboboooboooooooooooooooooboa

00 LANOOOODOOOOO0OO0OOO0O0O0O000O00oOO00ooooooooo
oo0ooO0ofdo Icooooooooooo0ooooooooooooooooooo
goboooooooooooobooooooooboboooboobooouobboobooboooDoo
gooooboooooooobooooobooooobobooooooobooboooooboobooOoo
000000 LANOOOOUOOOOO00OO00OO00ooooooooooooooo LAN
O000o0o000ooOo0oooO00oo0o0ooOo0ooooO0o0oo0ooooOo0O0 LAN
goooobooooooooboooooooooboobooooooobooocboooooDooDooboo
gooooooooooooboooooooboooboobobooooooobooobooooooDooboo
00000000000 0O0000O000OO00OD20000000 LANODOOOO

00o0oooooog Vol 49 No. 10 3588-3600 (Oct. 2008)

H—EX FAE HREE BREER
RUEEE RuEEEY—A FEEY—A H—
i3 FIFE BIR A

B JR M BB FERA ERATHD

12 8—Ryk
RARLANT 7R Hl{HEE
LI TR FIRIE R :
" HIEEE B | AR
=
E%:j FIR A
ICH—F I FHEAT BE AR
| nmzRuEz |
|  mmmez | 107 —F
| nmzmEneEz |
@FIFRIER A
IR

(O)FEHRLAN— B 71| FIBE
06 0OD0OO0OO0 LANDOOODOODOOODOOOO
Fig.6 Prototype system for public wireless LAN.
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Fig.7 Process flow of public wireless LAN.
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<?xml version="1.0" encoding="UTF-8" 7>
<PolicySet xmlns="um: oasis:names:tc:xacml:1.0:policy” xmlns:xacml- context="urn: oasis:names:tc:xacml: 1.0: context"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaL ocation="urn:oasis:names:tc:xacml:1.0:policy cs-xacml-schema-
policy-01.xsd" PolicySetId="urn:oasis: names: tc:xacml:1.0: conformance-test:IID005 :policyset"
PolicyCombining Algl d="urn: oasis:names:tc:xacml: 1.0:policy-combining-algorithm:first-applicable">
<Description> ISP XD & B M DA DT I 2RARA2 MEH605 . Zh Lot [£305 i FI A =T BE</Desaription>
e (:é‘mg) e
<Policy Policyld="umn:pflab:urap:demol.1:policy" RuleCombining Algld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm: deny-
overrides">
e (HER) -
<Rule Ruleld="um:pflab:urap:demol.1:rule" Effect="Permit">
<Description>ISP XD& B MDA D7 It R RA > M25605 I F| A A BE</Description>
en (%Eﬁ) en
<Condition Functionld="um: oasis:names: tc:xacml: 1.0: function:and™>  (§#% XACMLEE3&I < > TERih)
“CHRARLANTIEAR (VN EEE B equal  “A%t”
and
“FIFREISPR BRI equal  “X#t”
</Condition>
</Rule>
-<Obligations>  (FMHIZRYF LIZHE DY —ERRIT/NTA—LEXACMLEEEIZHE > TERk)
“ | FA AT BERERE” equal “60%”
</Obligations>
</Policy>
<Policy Policyld="um:pflab:urap:demol.1:policy” RuleCombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm: deny-
overrides">
e (HER) e
- <Rule Ruleld="urn: pflab:urap:demol.1:rule" Effect="Permit">
<Description>Z 1 L4V 530453 il | FA AT BE</Description>
e (HER) -
</Rule>
- <Obligations> (FHIZTYF LB AN H—ERET/NSA—EEXACMLEEEIZHE > TERit)
“F) FA R RERR R equal  “30%”
</Obligations>
</Policy>
</PolicySet>

08 XACMLOOOOOOOOO
Fig.8 XACML description example.
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